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FOREWORD

W ll, here we are again. Another version of Visual Basic (VB), anew
operating system, a new family of microprocessors, and another Internet
programming book and fortunately for me, there aren’t that many other VB
Internet programming books on the shelves, and I’ m not complaining a bit.

The topic of Internet programming in Visual Basic spans many tools and
technologies. Many of these tools operate at a higher level than the codein this
book, while some operate at alower level. | chose to write the example code at
alow enough level so that you can understand the processes, but high enough
so that you’ re not completely focused on code that does the arduous tasks of
communications.

Winsock isalibrary of functions and routines that all Windows programs use
when they want to access the Internet. It provides the low-level functions of
sending and receiving data, as well as tools for managing connections, and
everything else that has to do with basic Internet communications.

My code uses a Winsock control for communications, whereas some other
books opt to access the Winsock library directly. | believe that it is neither
beneficial nor necessary to do this. The real bottleneck in Internet
communications is the Internet connection itself. Y ou don’t gain anything by
saving afew nanoseconds, if indeed you actually can. If you really want to get
the best performance, get a faster Internet connection. The benefits you gain by
programming at a higher level are too numerous to ignore.

That said, there are other books that focus on higher level tools that do
everything for you. You just tell a control to send an email message and it just
happens. While most of the time this approach works great, there may be
situations in which you need to make changes in the process due to the quirks
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and features of the e-mail server that you are accessing. When that happens,
you need the source code. But, you need source code that is easy to follow,
therefore easy to understand, therefore easy to change.

Included with this book are high-level tools that send and receive email, and
access FTP and Usenet News servers (if your forehead is scrunched and your
upper lip looks like Elvis don’t worry, you'll read all about these thingsin the
book). But, you have the source code as well. Not only that, but I'll walk you
through it, so you can understand the process of how these things work.

I”’m not going to show you how the Winsock library works under the hood, but
you don’'t need to know that. What | will show you is how to access the most
popular services on the Internet by sending data and processing received data.
And aong theway, | promiseit will be fun. Maybe not as fun as skydiving
into a swimming pool filled with l[ime Jell-O, but you never know.

Thelast thing I'd like to tell you before you get started isthat | operate aweb
site for issues that come up regarding this book and the example code. The
URL is carl.franklins.net/vbip. Please check this out if and when you have
guestions about the code, or anything else related to the book. | keep a
knowledge base of issues on the web site, and you can often get answers with a
few mouse clicks.

Previous|Table of Contents’Next ‘

Products | Contact Us | About Us | Privacy | Ad Info | Home

Use of this site is subject to certain Terms & Conditions, Copyright © 1996-2000 EarthWeb Inc.
All rights reserved. Reproduction whole or in part in any form or medium without express written permission of EarthWeb is
prohibited. Read EarthWeb's privacy statement.



http://www.itknowledge.com/products.html
http://www.itknowledge.com/contactus.html
http://www.itknowledge.com/aboutus.html
http://www.earthweb.com/about_us/privacy.html
http://www.itmarketer.com/
http://www.itknowledge.com/
http://www.itknowledge.com/agreement.html
http://www.itknowledge.com/copyright.html
http://itnews.earthweb.com/
http://www.earthweb.com/about_us/privacy.html
http://www.itknowledge.com/reference/standard/0471314986/ITKN1a2b3c4d5e6f7g8h9idefcon4.html

© © © 6 0 0 06 0O

HOME  ACCOUNT INFO

&, SEARCH
ITKNOWLEDGE

Go!

Keyword
® Briet O Full

# Advanced
Search

# Search Tips

L] srowse
8y ToRlc

SUBSCHRIBE LOGIN SEARCH MY ITKNOWLEDGE FAQ SITEMAF CONTACT LS

To access the contents, click the chapter and section titles.

Visual Basic 6.0 Internet Programming
(Publisher: John Wiley & Sons, Inc.)

Author(s): Carl Franklin

ISBN: 0471314986

Publication Date: 02/01/99

|Bookmarkiit]
Search this book:

Go!

Previ ous’TabI e of Contents|Next

CHAPTER 1
THE INTERNET

Attack of the Buzzwords!

“Hey, can you show me how to surf the net?’

“Sure, let’s check out the web! We can download some streaming
videos!”

“Wow, | feel like awarrior of cyberspace! We're zooming down
the Information Superhighway, just like those AT&ampT
commercials!”

The Internet will go down in history as the big public discovery of the 1990s,
even though it’s been around for years. From the late 1960s, when the Internet
was started, until the early 1990s, the Internet had been primarily the domain
of Unix users, mostly at universities and research facilities around the world.
Only recently has the Internet been made available to awide array of Windows
users, who' ve been flooding it with traffic. Once it became widely available to
Windows usersin early 1993, the Internet began to see a steady increase in use
that grows exponentialy every day.

The Internet is vast. There are millions of computers connected by it all over
the world. | say connected by it and not to it because the Internet is not a
computer, it's anetwork. It is not the computers but the medium by which
computers communicate with each other.

There are lots of ways to access data on the Internet. The most popular way is
viathe World Wide Web (the web). The World Wide Web (WWW) isa
collection of published pages that have links to each other within them. For
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example, there might be a page al about gardening, with pictures of flowers
and trees. At the bottom of the page, there could be alist of related pages all
over the world that show up as hypertext (underlined and colored) links. One
click on alink, and you’ re instantly connected to another computer, which
could be anywhere on the Internet all over the world. That page may have
links to afew other pages, and you can keep going and going until you just
can't take it anymore! This activity is sometimes called surfing the net and is
the primary cause of computer widowdom all over America

The biggest problem that users of the Internet face, and which has generated
the most complaints, is that people can’t find what they are looking for with
any degree of ease. Sometimes, specific information cannot be found at all.
The reason is the incredible diversity of user interface on Internet host
computers.

As an example of this, the Library of Congress catalog is accessed by Telnet, a
text-based terminal in which the user interface is custom to the program, much
like a DOS program. Many universities publish papers on Gopher servers, a
hierarchy of menus and documents, the design of which varies from host to
host. At each potential source of information thereis alearning curve, and
therein lies the problem. The World Wide Web is nice because everything is
graphical and mostly easy to understand, but it suffers from the same problem.
There are no rulesto how you present information. The WWW user interface
takes less time to learn than Telnet or Gopher, but the problem still exists.

From what | have gathered, many programmers are at first slightly afraid of
the Internet. Y ou may have had some experience or heard horror stories about
implementing serial communications either under DOS or Windows. | can tell
you from experience it is not an easy task. The coding part is pretty much
straight ahead, but there are so many low-level issues that have to be addressed
with modems that it can get pretty hairy to support a serial-enabled
application.

| have gotten calls from fellow programmers who are knee-deep in supporting
Windows serial port applications (such as bulletin board systems, terminal
programs, or custom applications that communicate through the serial port)
complaining that their software doesn’t work with a particular modem, or that
a particular modem doesn’t hang up when you try to disconnect, or whatever.
The developer ends up being aliaison between the customer and the modem
company, which is always a pleasant situation to be in. Kind of like a
whipping boy for both parties.

The fact is that application software devel opers should not have to support
hardware. The reason for this big mess with modems and software is because
the serial port driver talks directly to the hardware, and there are no layers
between them to do any kind of robust error handling. Today, most modems
have error handling built right in, but some don’t! What happens when a
modem with error handling connects to one without it? No error handling! The
result: Software devel opers have to do extra error handling in their application
to support modems that don’t handle errors during the transmission of data. It
shouldn’t have to be that way, and fortunately it isn't.



| am hereto tell you that you can now write communications software the way
you have always wanted to: That is, with the knowledge that when you receive
datathereisno line noiseinit, and it is exactly what was sent to you. If you
want to send afile, just send the data. It's easier than writing to afile. Using
the toolsin this book, you can write an application that can communicate with
another application anywhere in the world using a modem, a network
connection, wireless, or what have you. Y ou don’t even need to use the
Internet to benefit from this technology. Y our application is separated from the
network, and will work on any machine that uses the TCP/IP protocol.

Without getting too much ahead of myself, the method by which you as a
Visual Basic (VB) programmer will access the Internet is Windows Sockets
(Winsock). The tools included with this book make this extremely easy. The
good news is that Winsock isn't just for the Internet. Y ou can just as easily
communicate with another application on the same machine, as you can with
an application on your Local Area Network (LAN), or within your domain, or
anywherein the world. A domain issimply alarger group of smaller groups of
computers. Y ou can develop both the client and the server applications on your
desktop. When you move them to separate locations the only thing that
changes is the Socket, or the address of the application. Add to that a robust
network architecture that does error checking for you so you can concentrate
on writing software. Sounds nice, doesn’t it?

Given the robustness of Winsock, you may choose to useit in place of the
following technologies:

1. Direct seria port modem programming.
2. Dynamic Data Exchange (DDE).

3. Network DDE.

4. Maildots.

It is easy to see why Winsock should be used in place of direct serial port
access. reliability and abstraction. By using Winsock you can support awider
market than those who only use modems can. Not only that, but you remove
yourself from the hardware. There are at |east two layers between your
application and the hardware, and sometimes three, as you will read shortly.
The new generation of operating systems utilizes the modem directly as
another piece of the network architecture. If your customer has trouble with
the modem, they contact the modem manufacturer, or if thereis a problem
with the network software, they contact Microsoft (or the network software
manufacturer). You like thisidea, I'm sure.

Previous|Table of Contents’Next ‘
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DDE programming is always frustrating. The reason for thisis applications
that expose functionality via DDE do not follow any kind of standards. The
implementation presents alearning curve for each application that usesit. For
example, manipulating data in an Excel spreadsheet is very different from
sending afax with WinFax Pro. Also, thereisn’t any liaison between a DDE
client application and a DDE server application. This lendsitself to errors
beyond the scope of most VB programmers. DDE was actually a steppingstone
to OLE (Object Linking and Embedding), Microsoft’ s inter-application
communication system.

Y ou may not have heard of Maildlots. Mailslotsis a network Application
Programming Interface (API) for inter-application communications on abasic
send-and-receive level. Y ou don’'t hear much about Mailslots. | have tried
using it and it didn’t live up to my expectations. Presumably for the same
reason DDE doesn’t always work, there isn’'t any abstraction between your
application and another application, and there is no reliability intelligence built
into Maildlots.

Picture this: Y ou wake up in the morning, pour some coffee, rub the fruitcake
out of your eyes, and sit down at the PC equipped with Windows 2000 and a
satellite-based Internet connection. There is alittle icon on your desktop that
looks like a newspaper. You click it, and you are reading a summary of the
daily news. You sip your coffee. Y ou observe the wallpaper bitmap on the
Windows desktop, a satellite weather photo taken just 15 minutes ago. Y ou
look at it, noticing a storm approaching from the east. Y ou open the shade and
seeit’s snowing like crazy (for those of you not familiar with snow, it’s what
happens when rain freezes). Realizing that the roads are closed, you resign
yourself to alittle chat with your electronic pen-pal in Barbados. Y ou
double-click an icon that says “ SuperChat” on the desktop. Y ou pick your
friend’s name from alist and within afew seconds you see your friend’s
greeting at the top of the window, “Hello there, what’s up?’ Y ou type, “Not
much, what are you doing?’ Y our friend replies, “ Sitting on my porch looking
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at the ocean and soaking up the sun, how about you?’ Y ou type, “ Sitting in my
office watching the snow fall and feeling the heat from the furnace on my
feet.”

WEell, daydream no more. After reading this book, you will be writing
applications just like these, and even cooler ones.

Protocols and Data

Upon looking in Webster’ s Dictionary for the word protocol, | found a slew of
different meanings ranging from “first sheet of a papyrusroll bearing data of
manufacture” to “glue” to “record or minute” to “code.” In the context of
computers and networking, a protocol is a set of codes or rules; a method by
which datais moved between devices.

The simplest example of areal-world protocol that | can think of is calling
information for somebody’ s phone number. It starts with you dialing 411. The
operator then answers and asks “What city please?’ Y ou reply with the name
of acity. The operator then says, “Yes?’ prompting you to say the name of the
party whose number you are looking for. The operator looks up the number
and givesit to you.

Thereisaset of rules that must be followed for acommunication to be
effective. If you do not know the rules, you might get the wrong number, or it
just might take more time for you to get the right number. Can you imagine
what would happen if you were following one set of rules, and the operator
was following another? Actually, this premise has been used as the basi s of
many famous comedy routines:

Operator: “What city please?’

Me: “Yes, I'll have a Jumbo with extra cheese, small
fries, and a medium root beer.”

Operator: “Excuse me?”’

Me: “Oh, I'm sorry, make that alarge fry.”

Operator: “What city?!”

Me: “Oh, | see. .. makeit anumber 3 meal!”

Operator: “What city?!”

Me: “What?’

Operator: “Wheat city does the party livein?’

Me: “The party’sat my house in Mystic.”

Operator: “And the namein Mystic?’

Me: “Franklin, Carl Franklin. ... Why do you want my. .

Operator: “The number is 555-5742.”

Me: “You mean, | have to take a number!? How long is
the wait?’

Have you ever tried to upload afile manually to someone with aterminal
program, and the other person has no idea what they’re doing? Y ou say to
them, “Use the Zmodem protocol,” and they pick Y modem by accident. Y ou



both start the transfer and nothing happens. Why? Because one of you is
waiting for the city name, and the other is ordering a Jumbo with extra cheese.
The protocols don’t match.

Using a protocol in networking isn’'t any different than using a protocol to
transfer afile with amodem. The only difference is that network protocols are
used to move all forms of data, not just files, between machines on the
network, in real time.

Which brings me to the data itself. Different protocols have different names
for chunks of data: messages, packets, streams, datagrams. These are all names
for the same thing—a definable chunk of datathat is passed through and
processed by the network and its protocols.

Y ou can write your own protocol if you wish. A protocol does not have to
have incredibly complex algorithms. It can be as simple as one machine
sending another machine a one-byte command, and the other machine sending
back n bytes of data based on the command it received. In this book, we will
be implementing popular protocols used on the Internet as Visual Basic code,
which you can reuse in your own applications. These protocols are
documented at the Internet Network Information Center (InterNIC) in
documents called RFC documents.

RFC stands for Request For Comments, a collection of public documents that
act both as an open forum for new ideas pertaining to the Internet, and as a
source of documentation of existing protocols. RFCs are numbered. The
CD-ROM that comes with this book contains all of the RFCsin their current
form as of the fourth quarter of 1998.
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Protocol Stacks and the OSI Model

If you are not familiar with what a protocol stack is, and are merely interested
in how to write applicationsin Visual Basic that access the Internet, | am here
to tell you that you can skip over this section with a clear conscience.
Understanding the protocol stack is not crucial for successful Internet VB
programming. However, knowledge of these concepts can help you understand
where your Visual Basic application fits in the big picture.

The term stack comes from the conception of the Open Systems
Inter-connection (OSI) Reference Model, a conceptual framework for the
design and implementation of computer networks developed in the early 1980s
by the International Standards Organization (1SO). Although the Internet
doesn’t adhere exactly to the OSI Reference Model, the model is a useful way
to understand how all networks operate.

The essence of the OSI model is alayer-cake metaphor, in which there are
seven discrete layers. At each layer afunction is performed by any number of
protocols when data is transmitted between applications on a network. At the
top is your application, at the bottom is the hardware, and everything in
between supports the top and bottom layers. Think of data originating in the
source application, moving down the stack to the hardware and up the stack at
the destination application. Figure 1.1 shows the seven layers. From bottom to
top they are: Physical, Data Link, Network, Transport, Session, Presentation,
and Application. Each layer has its own responsibilities. Y ou would not expect
code at the Application layer to manipulate hardware directly. That is a no-no
for proper network operation. These responsibilities will become clear shortly,
unless of course you are reading in the dark.

At the Physical layer, there are cables, wires, and other electronic gadgets
through which data travels. The responsibility at the Physical layer isfor the
circuits to be designed and implemented correctly. Data should move free of
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interference and noise, and the signal should be as strong as possible. Y ou get
the idea.

The Data Link layer defines the format of transmitted data relative to the
Physical layer, including the logistics of how datais moved around. How are
machines identified? How do you package data so that it is recognizable by
other machines? The answers to these questions are different depending on the
Physical layer (LAN, T1 line, modem, etc.). The DataLink layer doesn’t do
the actual sending and receiving of data, it isjust concerned with how datais
packaged and interpreted from the Physical layer. Y ou may be familiar with
the word packet. A packet isaunit of datathat is defined by the Data Link
layer. It isalso what you do to a suitcase.

The Network layer is responsible for moving packets of datafrom point A to
point B. For the Internet, thisis handled by routing packets through the path of
least resistance, so to speak, so that they get to their final destination in the
most efficient manner. The Internet Protocol (IP) handles this problem on the
Internet.

The Transport layer is concerned with managing the transmission of data from
point A to point B. Thisis where the actual delivery of datatakes place. In the
case of the Internet, thisis accomplished by Transmission Control Protocol
(TCP) or User Datagram Protocol (UDP), which we will talk about shortly.
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Figure1.1 OSl model.

The Physical, Data Link, Network, and Transport layers of the OSI Reference
Model make up what are called the lower layers of the stack. The top three
layers from bottom to top are the Session layer, the Presentation layer, and the
Application layer.

The Session layer is utilized in aLocal AreaNetwork and is responsible for
things such as managing when the network is accessed so that no two users
attempt to accessiit at the exact same time, and basically providing an
applications-oriented data stream to the session user.

The Presentation layer determines the format of data transmitted by
applications. For example, ASCII isthe most common format of transmitted
data. Any data encryption such as Pretty Good Privacy (PGP) is done at the
Presentation layer. Data compression and expansion is also handled at this

layer.
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The Application layer is where your Visual Basic application resides.
Programs such as terminals, electronic mail readers, web browsers, and so
forth all transmit and receive data on top of the Presentation layer of the OSI
Reference Model.

TCP/IP

TCP/IPisacollection (or suite) of protocols whose name stands for two of its
primary protocols, TCP (Transmission Control Protocol) and IP (Internet
Protocol). Just to help avoid unnecessary embarrassment, the proper
pronunciation isto spell out the letters. T-C-P-1-P, and not to say “Tick-pip” or
some such nonsense. TCP resides at the Transport layer, and IP at the Network
layer. What we call TCP/IP is not limited to these two protocols, but instead
describes the entire suite of protocols used with the Internet.

Names and Addresses

| P uses a special addressing scheme to identify a connection. | use the word
connection because although we identify computers by |P address, the address
actually defines the connection between the computer and the network. Don’'t
let it throw you, though. For all intents and purposes we can identify each
computer on the network by its | P address.

An IP address is made up of four 8-bit numbers (from O to 255) separated by
periods. For example, the IP address of the machine running Carl & Gary’s
Visual Basic Home Page is 206.210.64.181.

Because it is more difficult to remember numbers than it is to remember
names, every | P address can have a name. The name of Carl & Gary’s server is
www.cgvb.com. The rightmost word in the name s called the top-level
domain. Inside the United States, the top-level domain defines the type of
organization. For example, gov = government, com = commercial
organization, edu = educational institution, net = network, org =
noncategorized organization, and so on. Outside the United States, though, the
top-level domain usually identifies the country or continent. For example, jp =
Japan, uk = United Kingdom, and so forth.

| P addresses and names of domains are issued by the Internet Network
Information Center (InterNIC). For anominal fee you can apply to register a
domain name, which can then have several machines, the exact number of
which is defined by the class of domain you register. Without spending too
much time on this, different classes of |P addresses exist for accommodating a
small or large group of computersin a given domain. For more information
you can connect to the InterNIC’ s web site at www.internic.net.

Ports

An IP address identifies a machine or other device on the Internet. An P port
identifies an application running on an Internet host machine. Unlike serial
communications, where you may have four ports, thereis no functional limit to
the number of IP ports you can have. Thisis because aport isjust anumber. If
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you were to count the number of applications running on your machine right
now (or whenever you are at your machine), and assign each application a

number, you have grasped the concept of an IP port. It ssimply identifies an
application.
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There are some applications that will always have the same port number, and
you will see why in aminute. To access an application on an Internet host
machine you need to know the machine name (or IP address), and you need to
know the port number. If you have those two pieces of information, you can
communicate with that host application.

For example, al World Wide Web servers communicate on port 80. This
makes it easy for clients like Netscape and M S Internet Explorer to jump from
web server to web server in an instant. The port is a given—380. The only piece
of information needed to connect to aweb server is the machine name or IP
address. Once connected you can use the Hypertext Transfer Protocol (HTTP)
to communicate with the web server, retrieving documents, graphics, music,
video, or whatever is available.

There are quite afew reserved ports when using TCP/IP. Hereis alist of some
of the more popular Internet applications and the ports they use:

1. HTTP (WWW) 80
2.FTP 20 and 21
3. Gopher 70

4. SMTP (e-mail) 25

5. POP3 (e-mail) 110

6. Telnet 23

7. Whois 43

8. Finger 79

Name Resolution

As previously stated, any connection that has an I|P address can also have a
name. Names are not required but they do make it easier for people to access
machines on the network. The network doesn’t understand names, though. It
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understands | P addresses.

There are two methods for resolving names into addresses. The old method,
still in use, isto store all names and addresses in atext file called HOSTS. In
Unix, thistable is accessible in a shared directory. In Windows95 thisfile
exists in the \WINDOWS directory of each machine on the network. In
Windows NT it resides in the \WINNT\System32\Drivers\etc directory. It isup
to the user (usually) to edit thisfileif need be.

Thefileformat isincredibly simple. On each line, specify an IP address
followed by at least one space, and then one or more names separated by at
least one space. For example, you might have an entry for Carl & Gary’sVB
Home Page:

206. 210. 64. 181 >www. cgvb. conx

The disadvantage of this system is pretty obvious. Name resolution is a global
issue; it isnot local to your machine. If everyone in the world used aHOSTS
file for name resolution, you' d have to give everybody your IP address and
machine name, and they would have to make an entry before they even
connected to you. If your IP address changes, everyone’ s HOST S file needs to
be updated. The advantage of using the HOSTS file system is primarily for
systems that do not use the Internet, but use TCP/IP on alocal network. It
serves as a quick solution to name resolution when there is no other option.

The currently used method for resolving names is using a system called the
Domain Name System (DNS). DNS is a distributed database that contains IP
addresses for all registered Internet hosts.

Sockets

A socket is simply the combination of an | P address and port. It can be said,
therefore, that a socket identifies an application running anywhere on the
Internet. Thisidea originates from the Berkeley Software Distribution system,
created at the University of California at Berkeley. In this system, there lives
an APl called Berkeley Sockets, which iswidely used in the world of Unix
programming for Internet communications.

When you hear the word socket, it may mean several things. First and
foremost, it refers to the combination of an IP address and port, asin the
earlier definition. However, it can also refer to Berkeley Sockets, a set of
functions for Unix programmers that provides Internet access. Thereis one
other definition of sockets, though, and that is Windows Sockets, asimilar set
of functions for Windows programmers that provides Internet access. The
Windows Sockets 1.1 API (or Winsock) is consistent with release 4.3 of the
Berkeley Software Distribution, and also provides Windows-specific routines
to aid in the process of writing Windows applications that communicate via the
Internet. When | refer to a socket, | mean a Winsock socket connection,
consisting of an IP address and a port.

The reason Winsock is so cool is because of its high-level accessibility. There
areonly 44 functionsin Winsock 1.1, so implementation is fairly straight



ahead in a C/C++ environment.

But what about Visua Basic? Asyou would expect, there are afew people
(including Microsoft) trying to make Winsock programming even easier by
creating programming tools that simplify accessto the API. Asof thiswriting
there are a handful of commercial ActiveX controls, and a couple of shareware
controls. Microsoft also has a Winsock control. | can tell you from experience
that the best one I’ ve seen so far is a shareware ActiveX control called
DSSOCK, from Dolphin Systemsin Toronto, Canada. It supports all versions
of Visual Basic (aswell as other platforms), and they even have a.VBX for
you Visual Basic 3.0 enthusiasts. The latest version of DSSOCK isincluded
with this book, and all of the sample code uses them.

The TCP/IP Model

Although TCP/IP' simplementation closely resembles the OSI Reference
Model, the most widely accepted description of the TCP/IP model (although
there are many) has four layers: Application, Host to Host Transport, Internet,
and Network Access (see Figure 1.2). At each layer, a specia header is tacked
onto each packet as it passes down the stack. When data comes up the stack at
the receiving application, the header information is stripped off at each layer.
This process s called encapsulation.

At the lowest level in the TCP/IP model isthe Network Access layer. It
provides the functionality of the Physical, Data Link, and Network layers of
the OSI model. Its functions include mapping | P addresses to physical network
addresses, and encapsulating | P datagrams (packets) into data that the local
network understands. Because TCP/IP works with many different types of
networks, the Physical layer of the Internet is not handled by TCF/IP. In the
case of Windows, TCP/IP' s Network Access layer isin the form of a network
driver.

The Internet layer sits right above the Network Access layer, and isredly the
heart of TCP/IP. The Internet Protocol, or |P, does most of the work at this
layer. | P provides the framework for the delivery of datafrom point A to point
B. IPisaconnectionless protocol, meaning that it does not have to have an
acknowledgment of connection (or handshake) from the other side to begin
sending data. 1P instead relies upon other protocols (namely TCP) to handle
thisimportant function. IP also does not do any error handling. Again, this task
is left to other protocols.
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Let'ssay you have a Visual Basic command called TCP_Print that sends a
string of datato the host you are currently connected to via TCP/IP. Let’'s say
we call this command with a 1024-byte string. The task is to send 1024 bytes
from your application to your host application, which for the sake of argument,
let’s say, isasimple dataterminal running on aWindows NT machine in the
back office of abrewery in Munich (hey, thisis my fantasy). IP breaks the data
into several datagrams, each with a header containing, among other things, the
| P address and port of the terminal application in Germany. The |P sends each
datagram to a gateway that is connected to both the local network and an
Internet Access Provider’s network. The term gateway can mean any machine
that passes on received datagrams, but in this case | am talking specifically
about an P router, which is an intelligent device whose sole purposeis to
move datagrams to and from other connections. IP looks at the destination
address and decides where to send the datagram so that it will arrive at its
destination the fastest. This ability to determine the path of least resistanceis
what makes | P and the Internet extremely efficient and reliable. If arouter
goes down, IPjust finds a new route. This characteristic was extremely
important to the designers of TCP/IP. The network must be able to adapt to the
prospect of numerous gateways being shut down (or blown up) in the event of
nuclear war. Asyou can see, they did it right.
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Figure1.2 TCP model.

| know, | know, this book is about Visual Basic. You don't really need to
know how TCP/IP works in order to write applications that use it, but bear
with me. When you understand how rich this protocol is, it may change the
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way you approach writing VB applications, as you will see shortly.

The layer of the TCP/IP model directly above the Network layer is called the
Host-to-Host Transport layer. The two most important protocols used here are
TCP and UDP. TCP provides reliable data transmission and error correction
for moving data from source to destination. UDP is a connectionless datagram
delivery protocol that does not perform reliability checking or error correction;
it smply moves data blindly from point A to point B.

Y ou might be wondering “What good is UDP if it'snot reliable?” Plenty,
actually: Since UDP does not do any specia handling of data, it is faster than
TCP. Also, UDP isuseful for sending small blurbs of the same piece of data
over and over again, like the timeserver protocol on port 37. When you
connect to atimeserver on port 37 you receive a string containing the time of
day (GMT) over and over again. It does not matter if one of those time packets
did not make it to your application; you'll get the next one.

TCP, on the other hand, is a connection-based error-handling protocol, and is
widely used throughout the Internet for moving data around. TCP verifies that
data was sent across the network and that it is received in the proper sequence.
When datagrams are sent across the network, they may arrive at the destination
in random order. If there are five datagrams in a transmission, the destination
may receive number three first, then number four and five, followed by two
and then one. Thisis not uncommon because, if you remember, |P routes
datagrams according to the path of least resistance at the time of transmission.
Thisistherealy amazing part of TCP/IP. Fifty percent of your datagrams may
have arrived by way of New Zealand, 25 percent by way of the United
Kingdom, and 25 percent by way of Australia. To me, that’sjust incredible.

The Application layer of the TCP/IP model is the same asin the OSI model,
except that it performs all functions above the OSI model Transport layer,
which include the Presentation layer (how datais formatted and recognized)
and the Session layer (synchronizing access to the network, etc.). Among the
most widely known application protocols at this layer are Hypertext Transport
Protocol (HTTP), the language of the World Wide Web; File Transfer Protocol
(FTP), the most common way of accessing files through the Internet; Simple
Mail Transfer Protocol (SMTP), which deals with moving e-mail messages
around; and Network News Transfer Protocol (NNTP), which is used by
Usenet News clients and servers.

For more information on the inner workings of TCP/IP, | suggest the following
book: TCP/IP Network Administration, by Craig Hunt (O’ Reilly & Associates,
ISBN: 0-937175-82-X).

Hey, wake up! Class dismissed.
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CHAPTER 2
WINSOCK PROGRAMMING

Introduction

| n this chapter, you will learn about dsSocket, the Winsock ActiveX control included with this
book. Y ou will learn how to create both client and server applications quickly and easily.

dsSocket was first released as a shareware VBX for VB 3.0. The implementation is the best I ve
ever seen, but you should be aware that unregistered copies exhibit a quite annoying splash
screen when loaded into memory. It will cost you afee for the registered version, which does not
have a splash screen. In my opinion, it iswell worth it. If you are just going to mess around with
Winsock and the Internet, you may be willing to live with the splash screen, but it is not wise to
ship acommercial application that displays someone else’ slogo when it starts up. If you wish to
purchase a registered copy of dsSocket, you can call, write, or e-mail Dolphin Systems at:

Dolphin Systems

20132 Shaws Creek Rd.

Alton, Ontario LON 1A0

Phone: (519) 942-0344

Fax: (519) 942-8111

E-mail: stephenc@dophinsys.com

| should point out that Microsoft does ship a Winsock control with Visual Basic. The reason that
| don’t recommend it is because it is not complete enough to use in areal-world situation.
dsSocket, on the other hand, has been used in the real world by its designers, is bug-free, and has
been well-supported since version 1.0.

Why Not Use the Winsock API?

Thisisagood question. Ambitious programmers may want to use the Winsock API directly from
Visua Basic, but it requires more work. However, if you want to maintain the ultimate level of
control, | recommend using Spyworks from Desaware, Inc. It comes with Winsock objects
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written in VB, so you always have source code to refer back to. However, you don’t gain any
real technical advantage by using the Winsock API in VB, and you certainly don’t gain speed.
All you gainisan increase in your learning curve as well asin your development time. | like
working at the level of aWinsock control. That is, higher than the Winsock API, with substantial
control over everything you’ re doing.

Installing the Software

Y our CD-ROM disc comes with sample code, as well as an unregistered version of Dolphin
Systems’ dsSocket ActiveX control for Winsock programming. Installing is easy. Simply load
the disc into your CD-ROM reader and wait for 30 seconds. If the install program does not pop
right up, smply run SETUP.EXE from the root of the CD-ROM drive. Follow the instructionsin
the setup program and reboot your machine. That’'s all thereisto it.

Loading DSSOCK32.0CX into Visual Basic

Before you can load dsSocket into VB, you must register it. Thisis done from Visual Basic's
Components window (see Figure 2.1). Pop up the box by either pressing Ctrl-T or selecting
Components from the Project menu. For VB 4.0 users, select Custom Controls from the Tools
menul.

The Components window pops up and displays alist of all registered ActiveX controls. To add
dsSocket to the list, click the Browse button. Navigate to your System directory and select
DSSOCK32.0CX by either double-clicking on it, or single-clicking on it and then clicking the
Open button (see Figure 2.2). Make sure that the entry “ Dol phin Systems dsSocket TCP/IP
Control” is checked off in the list, and click the OK button. dsSocket is now registered on your
machine as an OLE server. If you have not installed the CD-ROM software, do so before
attempting to register dsSocket.

Next, you must register the dsSocket Type Library (.TLB), which lets you access the control
without using aform. Asyou will see, thisiswhat all of my sample code is based upon, and |
feel it isthe best way to use the control in VB.

To register the Type library, select References from the Projects menu. Click the Browse button,
and select DSSOCK32.TLB from your system directory. Just as you did with the OCX,
double-click on the filename or press the Open button, and verify that “ Dolphin Systems
dsSocket TCP/IP Control” is checked off in the list, and press the OK button.

Figure2.1 Componentswindow.

e | |

Figure 2.2 Add Custom Controls,

DSSOCK.BAS

DSSOCK.BAS isamodule containing global constants, types, variables, arrays, and afew
simple utility functions that are always coming in handy.
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SocketConnect

The SocketConnect function is a nice synchronous wrapper for everything that needs to happen
when you connect to a host machine. Here is the calling syntax:

Di m Err Code As I nteger

Err Code = Socket Connect (dsSocket 1, Port, Host Address, Ti nmeout)

where dsSocket1 is the dsSocket control, Port is the port number of the host application,
HostAddress is a string containing either a host name such as www.cgvb.com or aDOT address
such as 206.210.64.181, and Timeout is the number of seconds you want it to wait for a
connection before it gives up. If no Timeout value is specified, it will wait forever and your
program will be hooped (that’s Latin for really messed up).

SocketConnect returns zero if you’ ve connected; otherwise, it returns an error code.
IsDotAddress

IsDotAddress is another useful function. You passit astring and it tells you whether or not it'sa
valid IP address. A valid IP address must have four numbers ranging from 0 to 255 separated by
periods. The following strings will cause IsDotAddress to return false:

Invalid | P address: Reason:

this.is.not.!|egal characters are not all owed

100. 2A. 11. 33 contains the letter A

100. 14. 7 only three nunbers specified
199.22..3 m ssing the third nunber
80.-2.40.8 contains a negative nunber

256. 120. 20. 13 contai ns a nunber greater than 255

ParseString

The ParseString function returns a section of a string given a delimiter and a section number.
Thisis useful when walking through received data looking for specific pieces of information.
Here is the calling syntax:

Dim SubString As String

SubString = ParseString(Data, Delimter, SegnmentNunber)

where Data is the string you' re examining, Delimiter is the delimiter, or the string that separates
the segments of the Data string, and SegmentNumber is the segment that you want to return.
Hereisan example:

SubString = ParseString(“The quick brown fox”, “ 7, 3)

In this example, SubString would be “brown.”

Getting Started with dsSocket

Place a dsSocket control on Forml. You can do this by selecting Form1, and then
double-clicking the dsSocket Toolbox icon, or single-clicking the dsSocket Toolbox icon and


http://www.itknowledge.com/reference/standard/0471314986/ch02/www.cgvb.com

drawing the control on Forml. If the Toolbox is not visible (on the left-hand side of the screen),
you can make it visible by selecting Toolbox from the View menu.
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Let’s start out by looking at two properties: LocalDotAddr and LocalName. Note: although these
properties exist, they do not show up in the Properties window or the list of properties that drops down
in the editor. LocalDotAddr contains the | P address (sometimes called the Dot Address) of the local
machine, and L ocalName contains the machine name. As afirst exercise, add the following code to
Forml' s Form_L oad event to display the | P address and machine name:

Private Sub Form Load
Caption = dsSocketl. Local Dot Addr & “ - " & dsSocket 1. Local Nane

End Sub

Run the application by pressing F5, clicking the Run button, or selecting Start from the Run menu. This
program simply displays the local |P address and machine name in the caption. The LocalDotAddr and
L ocalName properties are both string properties (see Figure 2.3).

Making a Sockets Connection

This book comes with a starter project called WINSOCK.VBP, located in the Winsock directory, which
contains aform with a dsSocket control on it. Load the WINSOCK project now, and save it as a new
project.

Place a second dsSocket control on Form1. Next, add a new form to the project (Form2) and place a
dsSocket control on it. Add a command button to both Form1 (name = btnEnd, caption = “End”) and
Form2 (name = btnAction, caption = “Connect”). Size the forms so they appear as they do in Figure 2.4.
If you have not already done so, set the startup form to Form1. The task hereisfor Form1 to open up a
server socket on an arbitrary port and have a client socket connect to it from Form2. Before | discuss
what isreally happening here, let’simplement and run the code.

Figure2.3 Local |P address.

The code required for Forml is shown in Figure 2.5. The code required for Form2 is shown in Figure
2.6. You cantypeital inif you like, or if you prefer to load the source code from disk, the name of the
project is SAMPLEL.VBP in the Winsock directory on the CD-ROM.
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Figure 2.5 Codefor Form1 in the Samplel application.
Option Explicit
Private Sub Form Load()

‘-- Show the client form
For n2. Show

‘-- Set the local port nunmber to 2700 (arbitrary)
dsSocket 1. Local Port = 2700

‘-- Open a server socket to Listen to port 2700
On Error Resune Next ‘-- Trap errors

dsSocket 1. Li sten

If Err Then
‘-- An Error occurred, display the error
MsgBox Error, vbExclamation, “Listen Error”
End If

‘-- |If there was no error, the dsSocketl Listen event
‘ should fire, indicating that dsSocketl is |istening
‘ to port 2700.

End Sub

Private Sub dsSocketl Listen()

‘-- W are now nonitoring port 2700 on this machine.
‘ When a client connects, the dsSocket1l_ Accept event will fire.

Caption = “Listening to port 2700"
End Sub

Private Sub dsSocket1l Accept(SocketlD As Integer)

‘-- Aclient is attenpting to connect. W nust conplete
‘ t he connection by setting the Socket property of

‘ *any* dsSocket control to SocketID. In this case, we
‘ wi Il use the second dsSocket control.

On Error Resune Next ‘-- Trap errors
dsSocket 2. Socket = Socket| D

If Err Then
‘-- An Error occurred, display the error
MsgBox Error, vbExclamation, “Accept Error”
El se
‘-- No errors. We are connect ed!
Caption = “Connected!”

End | f

End Sub



Private Sub dsSocket2 C ose(ErrorCode As Integer, ErrorDesc As String)

-- The client closed the connection
Caption = “Listening to Port 2700"

End Sub
Private Sub btnEnd_Cdick()

‘-- Wen the “End” button is pressed, unload the client
‘ form which cl oses the connection, and then unload this

form which closes all connections and sockets and ends.
Unl oad For nR

Unl oad Me
End Sub

Private Sub Form Unl oad(Cancel As Integer)

‘-- Make sure the socket is closed
On Error Resune Next
‘-- Trap errors

dsSocket 1. Cl ose
End

End Sub

Figure 2.4 Two dsSocket controls.

Figure 2.6 Code for Form2 in the Sample application.
Option Explicit
Private Sub Form Load()

‘-- Tell everyone we are not connected to anyt hing.
Caption = “Not Connected”

End Sub
Private Sub btnAction_Cick()

I f btnAction. Caption = “Connect” Then
‘-- Set the port of the server socket

dsSocket 1. Renot ePort = 2700

‘-- Set the address of the server conputer.

‘ In this case it is the same as the client.
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dsSocket 1. Renot eDot Addr = dsSocket 1. Local Dot Addr
‘-- Try and connect.
On Error Resune Next ‘-- Trap error

dsSocket 1. Connect

If Err Then
‘-- An Error occurred, display the error
MsgBox Error, vbExclamation, “Connect Error”
End | f

‘-- |f there was no error, than the
‘ dsSocket 1_Connect event will fire, indicating
that we’ve connected to the server.
El se
‘-- Close the connection (if there is one)
On Error Resume Next
dsSocket 1. d ose

‘-- Reset the button and form captions
bt nActi on. Capti on = “Connect”
Me. Caption = “Not Connect ed”
End If
End Sub
Private Sub dsSocket1l Connect ()

‘-- W& have connected to the server!
Caption = “Connected!”

‘-- Reset the functionality of the command
button to closing the port.
bt nActi on. Caption = “Cl ose”
End Sub
Private Sub Form Unl oad(Cancel As I nteger)
‘-- Make sure the socket is closed
On Error Resune Next
‘-- Trap errors
dsSocket 1. Cl ose

End Sub

Run the program. The two forms appear, with Form1'’s caption reading “Listening to port 2700” and
Form2' s caption reading “Not Connected.” Press the Connect button on Form2. If everything works,
you should see the word “Connected” in both the client and the server application, and the Connect
button should now read “Close.” Press the Close button and the program should look exactly asit did at
startup, with Form1'’s caption reading “Listening to port 2700” and Form2’s caption reading “Not
Connected.”

Repeat the process as many times as you like, connecting and disconnecting the socket. When you are
satisfied that it’ s actually working, click the End button on Form1 to exit the program. Do not click
VB'’s Stop button to end the program. Y ou will see why in a minute.



What's Going On Here?

The two controls on the server form serve two different purposes. The first control acts as an answering
socket. Itsjob isto answer the port, if you will. The second control is the data socket. The data socket
takes over the connection, leaving the answering socket ready to answer the next connection request. All
socket activity between client and server occurs with the data socket.
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Take alook at the Form_Load event of Forml1 in Figure 2.5. Thefirst thing
that happens is that Formz2 is displayed, after which a socket is opened on port
2700. 2700 is an arbitrary number, and you can change it to whatever you like,
aslong asthereisn’t already an application using it. Port numbers are 16-bit,
so they can be as high as 32767 in Visual Basic (actually you can use negative
numbers for values greater than 32767). If you plan on using an arbitrary port
number for an application, use a number above 1024. The reason for thisis
that many reserved portsfall below 1024, so it just makes good sense to use
higher numbers.

The socket is set to port 2700 via the Local Port property. Then, dsSocket is
told to listen to that port, or become a server when Listen method is invoked.
By using On Error Resume Next, we can trap any error that occurs. In this
case, thetypical error isthat the local port is already being used. This can
happen if you do not close the connection before the program is exited.

The Form_Unload event procedure, which is run right before the formis
unloaded from memory, closes the connection. Again, by using On Error
Resume Next, we can discard any error, such as “ Socket not connected,” that
might occur. Y ou should not end the program by clicking Visual Basic’'s Stop
button because doing so does not alow the Unload event procedure of each
form a chance to run. The Form_Unload event is where open sockets are
usually closed. If you do not close any open listening sockets, they will remain
open until you reload Visua Basic. In the words of NOMAD, “Error!,
sterilizel”

If there is no error when you attempt to listen, then the dsSocketl Listen event
will fire, indicating that a server socket has been opened on port 2700. Check
out the dsSocketl Listen event procedure. In this procedure, we set the form’s
caption to “Listening to port 2700.” If you do not see thisin the caption when
you run this program, then the socket was not opened properly. But, if this
were the case, you would get an error message, so the fact that the form comes
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up without an error means that it is listening on port 2700.

Now, let’s jump over to Figure 2.6 to the btnAction_Click event. When you
click this button, an attempt to connect to the server on port 2700 is made.

To connect aclient to aserver, you must set the RemotePort property and
either the RemoteDotAddr or RemoteName property. If you specify the
RemoteName property and the name exists outside of your domain, your
Domain Name System (DNS) service will kick in and resolve the IP address
(see Chapter 1). If you specify the IP address, the connection will be made
without the need for resolving a name. In this case, the server machineisthe
same as the client machine, so we just specify the RemoteDotAddr property to
be the LocalDotAddr property, our | P address.

If an error occurs here, it will most likely be that either the connection is
already open or the connection failed because the server is either not running
or out of connections. There is no predefined limit to the number of
connections a server application can handle. Basically, you must decide on a
limit based on performance. For example, if your server application isfile
intensive and running on an Intel P-60 or lower, you may want to limit the
number of active connectionsto 30 or 40. Only your observations can
determine how many connections to alow. | will talk more about handling
multiple connections later, but | wanted to bring it up here in context for your
benefit.

SocketlID and the Socket Property

At this point, the client (Form2) has attempted to connect to the server
(Forml). Let’sjump back to Figure 2.5, the server application, to the
dsSocket1 Accept event procedure. This occurs on the server when a
connection attempt is made. The argument SocketID is passed to the Accept
event. Thisisthe Socket Identifier number. Think of it as atoken, or ahandle,
that identifies one side of a socket connection. Y ou are free to assign this
connection to any dsSocket control. Typically thisis done by loading a new
instance of an array of dsSocket controls, and assigning the SocketID to the
new instance, which keeps the listening control (in this case dsSocket1) open
to accept more connections.

| will show you how to handle multiple connections shortly, but for our
example, we are going to accept only one connection. The second dsSocket
control on Form1, called dsSocket2, is used in the communication. dsSocket1
is used to accept only incoming connections. Thisistypical of TCP/IP server
applications. In our example, we pass the connection to dsSocket2 by setting
its Socket property to the SocketID. If no error occurs, the caption displays the
word “ Connected.”

At this point Form2.dsSocket1 is connected to Form1.dsSocket2. If these two
forms were inside of two applications anywhere in the world, they could send
data back and forth to each other, the speed of the transmission limited only by
the speed of one's Internet connection, which can range from a slow modem
connection to alightning-fast direct connection. Think of it, thereis some
extremely cool software to be written here!



Closing the Connection

When you click the btnAction button at this point, as the caption “Close”
indicates, the client will close the connection. Take alook again at Figure 2.6
at the btnAction_Click event procedure. If the caption of the button is*Close,”
then the second piece of code in this procedure is executed. The Close method
isinvoked, inside alocal error handler of course, and the button and form
captions are reset.

The server detects that the connection was closed and fires the
dsSocket2 Close event (shown in Figure 2.5). In this event, the server form’s
caption isreset to “Listening to port 2700” and the whole processis ready to

happen again.

The Close event occurs only when the other side closes the connection. It does
not fire when you close the connection by invoking the Close method.

Two properties, Timeout and Linger, determine what happens when you close
a connection yourself. When the Linger property is True and the Timeout is
greater than zero, then when you close the connection the connection isn’t
closed until either all datain the send buffer is sent, or Timeout number of
seconds have elapsed.

If Linger is True and Timeout is false, dsSocket closes immediately without
waliting for datato be sent. If Linger isfalse, and Timeout is greater than zero,
then dsSocket waits Timeout number of seconds before closing, and does not
close prematurely even if all data has been sent.

The only thing left to talk about for this example is what happens when the
End button is clicked. What happensisimportant. Instead of just executing a
Visual Basic End statement, the forms are unloaded. In each form’s Unload
event, any and all socket controls on that form are told to close their
connections, whether or not there are any connections. Using On Error
Resume Next prevents any “ The connection is already closed” errors from
rearing their ugly heads. In the main form’s Unload event procedure, after all
the other forms are unloaded, an End statement can safely end the program.

Visual Basic's End statement, like the Stop button, does not allow forms
Unload event to fire, which means that data can be lost and connections
stranded. Can you imagine if you were running a web server, which absolutely
must listen and respond to connections on port 80, and an error brought the
application down? 'Y ou would have to reboot. Oops!
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Handling Multiple Connections on the Server Side

This sample we' ve been looking at is fine for demonstration purposes, but you and | both know that in the
real world a server has to handle multiple connections at the same time. Fortunately, with alittle smart code
you can handle as many connections as your server can handle.

The main idea behind multiple connectionsis that one instance of a dsSocket control equals one connection.
So, for every incoming connection you must have an available dsSocket control loaded in memory to act asa
data socket. Therefore, you must have at least one socket control as a control array (Index Property set to 0)
so that new instances can be loaded as needed. Y ou still use only one listen control to act as an answer agent.

Assuming that dssDatais a control array, here is how you would load a new instance:

Load dssDat a(l ndex)

where Index is the control index that you want to load. Y ou must keep track of thisindex. Every time you
load a new instance, you have to keep track of itsinstance. For example:

Private NunSockets As Integer
NunSocket s = NunBSockets + 1

Load dssDat a( NuntSocket s)

Since NumSockets keeps track of how many Socket controls are being used, the index will always be
correct. If dssData(1) is not loaded, you can load dssData(3); but if you have already loaded dssData(3) and
you try and load it again, you will get an error.

Right now you might be thinking that you could just keep loading new instances of the dsSocket control for
each new connection. Although this will work up to the point where you run out of memory, it is not a good
idea. Every time you get a connection you have to first look at each of the loaded controls and use the first
one that is not aready in use.

The source code to the project \Winsock\Serve'\SERVERTEST.VBP is shown in Figure 2.7. This project
demonstrates the smallest amount of code required to handle multiple connections effectively. ServerTest
makes use of a user-defined Type array (Socket) that holds information about the sockets used in the project.
Every time a new dsSocket control isloaded, the Socket array grows so that the new control’ sindex isthe
same as the highest index in the Socket array. Therefore, for a given index the following is always true:
Socket(Index) holds information about DSSock1(Index).
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Figure 2.7 SERVERTEST handles multiple connections.
Option Explicit

Private Type SockStat usType

Connected As Integer ‘-- |Is the socket connected?
SendReady As Integer ‘-- Is the socket ready to send data?
End Type

Private Socket() As SockStatusType
Private NunSockets As Integer

Private Sub dssAnswer Accept (Socket| D As | nteger)
‘-- Assign a dsSocket control instance to this connection

Di m I ndex As |nteger
Debug. Print “New connection at ” & Now

For Index = 1 To NunfSockets
| f Socket (I ndex). Connected = Fal se Then

‘-- This socket control is not in use. Use it.

Socket (I ndex) . Connected = True
dsSocket 1( 1 ndex) . Socket = Socket| D
Exit Sub

End | f

Next

‘-- Al | oaded socket controls are in use. Load a new one.
NunBockets = NunSockets + 1
Load dsSocket 1( NunSocket s)

-- Grow the Socket array

ReDi m Preserve Socket (1 To NunSockets) As SockStatusType
Socket ( NunSocket s) . Connected = True
‘-- Assign the socket connection
dsSocket 1( NunSocket s) . Socket = Socket| D
Caption = “Controls used:” & Str$(NunBockets)

End Sub

Private Sub dsSocketl1l Close(lndex As Integer, ErrorCode As I|nteger
ErrorDesc As String)

‘-- Default SendReady to Fal se
Socket (I ndex) . Connected = Fal se

Debug. Print “Connection closed at ” & Now
End Sub

Private Sub dsSocketl1l Exception(lndex As |Integer, ErrorCode As I|Integer,
ErrorDesc As String)



‘-- Default SendReady to Fal se
Socket (I ndex) . Connected = Fal se

Debug. Print “Connection Error at " & Now
End Sub
Private Sub Form Unl oad(Cancel As Integer)
Dimi As | nteger

On Error Resume Next
dssAnswer . Cl ose

For i = 1 To NunSockets
dsSocket 1(i ). C ose

Next

End Sub

dsSocket has a property called State. It is used to determine whether or not the socket is connected. | choose
not to use it because the documentation states that if an exception has occurred, the State property may not
be accurate. Instead, my code sets the Socket(Index)Connected array member to True when the socket is
initially connected, and to False if and when either the Close event isfired or the Exception event with a
closeerror isfired.

Y ou can test ServerTest with the Windows Telnet client from a command window. Open a command
window (\Start Menu\Programs\Command Prompt), and at the prompt enter:

TELNET <Myl PAddr ess> 200

where <MylPAddress> is the | P address of your machine. Y ou can determine this with the first sample
program in this chapter. Telnet will connect to your server on port 200. Closing the Telnet client will cause
the close event to fire.

When a new connection attempt is made in the Accept event, the code walks through the Socket array
looking to seeif one of the controls already loaded is available. Itdoes this by checking the
Socket(Index).Connected value. If oneis available, the SocketID is assigned to it, and its corresponding
Connected valueis set True.

If the loop completes indicating that no free socket controls were found, a new one isloaded, NumSockets,
the number of sockets variable isincremented by one, the Socketl D is assigned, and its corresponding
Connected valueis set to True. Using this technique, there are only as many controlsin memory as the
highest number of simultaneous connections.

Sending Data

What could be easier than sending data? dsSocket1.Send = <string>. Well, yes, it isthat easy, but a problem
can occur that you should be aware of . If you send data to Winsock faster than it can send it down the stack,
it will return an error. The error is Winsock 1.1 error 21035, or “Operation Would Block.” This occurs when
the underlying network is busy sending other data, and cannot send your data right away. Blocking is what
happens when an application goesinto atight loop waiting for the availability of some other process, and in
doing so it locks up the system.
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DSSOCK.BAS includes aroutine called SendData, which accepts astring of data and makes sureit is
sent to the server if aWould Block error occurs. Let’slook at how SendData works.

Sub SendDat a(dsSocket As Control,

Data As String)

Initialize this flag to Fal se

Error?

Before calling DoEvents,
turn RecvBl ock on to prevent
receive events fromfiring.

Wait for the SendReady event

whi ch sets the
m SendReady flag to True.

Turn Recei ve events back on.

Do
m SendReady = Fal se L
On Error Resune Next ‘-- Catch errors
dsSocket . Send = Dat a ‘-- Send the data
If Err = SOCK ERR OPERATI ONWOULDBLOCK Then *--
dsSocket . RecvBl ock = True Lo
m Ll

‘ to fire,
DoEvent s

Loop Until m SendReady = True
dsSocket . RecvBl ock = Fal se Lo
‘-- At this point the SendReady event
‘ has fired, | oop back and try again.

El se
‘-- No errors. Exit.
Exit Do

End If

Loop

End Sub

Inthisroutine, if a Would Block error occurs when trying to send the data (Data), the code goesinto a
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loose loop (for lack of a better word), calling DoEvents so the system doesn’t lock up. Theloopis
broken when the m_SendReady global variable is set to True, which occurs only when dsSocket’ s
SendReady event is fired after a Would Block error is resolved.

The only other gotcha in the SendData routine is that you must turn off receive events before you go into
the DoEvents loop. When DoEventsis called, your program is allowing other code to execute. If a
Receive event occurs, and then your code executes in the Receive event, sending data with the SendData
method, you could overflow the stack due to arecursion error. At the very least, it could upset the flow
of data through your application, which could result in bad data.

Receiving Data

The smooth operation of your Winsock program depends almost entirely on how you handle received
data. There are many different ways to do this, and you will have to make the final decision asto how
you are going to approach it.

The dsSocket Winsock custom control fires a Receive event when datais received:

Private Sub dsSocket1l Receive (ReceiveData As String)

End Sub

Anytime data is received by dsSocket, this event fires. The Receive event will not fireif your codeisin
atight loop, or aloop in which DoEventsis not called. If the Receive event does not fire when it has to,
you will lose your data, unless the RecvBlock property is set to True.

LineMode, EOLChar, and DataSize

There are two ways to tell dsSocket to receive data, in line mode or binary mode. When dsSocket isin
line mode then the Receive event isfired for every line of text received. A line of text usually ends with
alinefeed (ASCII 10) but you can tell dsSocket which character to recognize as an end-of-line character
with the EOL Char property. When dsSocket isin binary mode (the default), the Receive event isfired
after every block of datais received by Winsock.

To set dsSocket into line mode, set the LineMode property to True. Define the end-of-line character by
setting the EOL Char property to the ASCII value of the character. The default value is 10 (line feed).

Figure 2.8 Simple example of handling received data.

Private Sub dsSocket1l Receive (ReceiveData As String)
‘-- A one-line command was received fromthe server.
DmCnd as String

‘-- The leftnost two characters define the command.
Cnd = Left $(ReceiveData, 2)

‘-- BEverything fromthe third character on is data.
Recei veData = M d$(Recei veData, 3)

‘-- VWhat does the server want us to do?
Sel ect Case Cnd

Case “@" ‘-- CGetDate command.
Cal | Get Dat e( Recei veDat a)



Case “SD’ *‘-- SetDate conmand.
Cal | Set Dat e( Recei veDat a)

End Sel ect

End Sub

When LineMode is False, indicating binary mode, the DataSi ze property defines the maximum size of
the RecelveData variable, or the largest amount of data dsSocket will receive before firing the Receive
event.

The Simple Approach

Thefirst and easiest method for handling received dataisto write the data processing code right in the
Receive event itself. For example, let’ s say you connect to a server application, and the server
application sends you one line command to which you must respond. It would be very easy to write it
like the code shown in Figure 2.8.

A New Twist

Since dsSocket isin line mode, and every line consists of acommand and data, you can parse the data
easily with a Select Case statement. What if the server sent two lines per command, the first line being
the command and the second line being data? How would you discern the command from the data? I's
the command afixed length? If so, then you can test the length of ReceiveData to determine whether
you are receiving acommand or data. The code in Figure 2.9 shows how to handle this scenario.

If the datareceived isfour bytes (characters) long, then we have received a command. The Static
keyword tells VB to preserve the value of this variable. When a command isreceived, it is saved into the
Cmd string variable, and saved for the next time the Receive event is fired. When that happens, if
RecelveDatais not a command, then the last command received is processed, the data associated with
the command being the current ReceiveData variable. The only problem with this approach occurs when
the datais exactly four bytes, the same size as a command.

Figure 2.9 A dlightly more sophisticated example of handling received data.

Private Sub dsSocketl Receive (ReceiveData As String)

‘-- Save the value of Cnd between events.
Static Cnd as String

.

-- |Is this a command?

| f Len(ReceiveData) = 4 Then
‘-- Yes. The leftnpst two characters define the command.
Cmd = Left$(ReceiveData, 2)

El se

-- What was the | ast command we received?
Sel ect Case Cmd

Case “@" ‘-- CetDate comrmand.
Cal | CetDat e( Recei veDat a)

Case “SD’ *‘-- SetDate comrand.
Cal | Set Dat e( Recei veDat a)

End Sel ect



‘-- Reset the command to an enpty string because
‘ we are done with it.
Cd = *""

End | f

End Sub
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Splitting Up the Process with Flags

Sometimes your program executes a series of commands, each of which must be handled differently.
Many times, the data cannot be identified simply by itslength or its content. It isfor thisreason | like to
use flags. A flag isavariable that is set in one part of the program and read in another part of the
program to help your program communicate with itself across its functions and subroutines.

Many people have adislike for flags because they can be easily abused and you feel you have lost
control. | disagree. Ever since the days of assembler programming, flags have played an important part
in determining states of code and data. If you are careless in how you use flag variables they can make
your life miserable. However, the problem isn’'t the use of flags, but simply knowing when, and when
not, to use them.

Consider the following scenario. Y ou are requesting to download afile from a server, but first you need
to know how many files there are. The protocol dictates that first you must send a DIR command to get
alist of files. The server then sends one filename per line followed by a period on aline by itself to
indicate the end of the list. Let’s also say that you want to write a routine to handle the whole process.
The routine sends the DIR command to the server. How is your routine going to know when the list of
files has been completely received? Consider the code in Figure 2.10.

Figure 2.10 Receiving data with flags—example 1.

Option Explicit

Di m Nunii nesRecei ved As Integer ‘-- Nunber of |ines received.
Dim Conpl ete As Integer ‘-- Flag set True when data has

‘ been conpletely received.
Dim Data() As String ‘-- String array that holds

recei ved dat a.

Private Sub dsSocketl Receive (ReceiveData As String)
‘-- A new line has been received. Up the count

Nunii nesRecei ved = Nunii nesReceived + 1

‘-- Gowthe szData array by one el enent

Redi m Preserve Dat a(NunlLi nesRecei ved) As String
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‘-- Set the data into the new array el enent
Dat a( NunLi nesRecei ved) = Recei veDat a

‘-- Is this data a period on a line by itself?

| f ReceiveData = “.” & vbCrLf Then
‘-- Yes. Tell the app we’ve received all the data.
Conpl ete = True

End If

End Sub

Private Sub Commandl _Cdick ()
‘-- W are assunmi ng the dsSocketl1l control
‘ al ready connected to the server.

Di m I ndex As | nteger

‘-- Initialize

Commandl. Enabl ed = Fal se
Conpl ete = Fal se

Redi m szData(0) As String
Nunli nesRecei ved = 0

‘-- Send the conmand to get the list of files.
dsSocket 1. Send = “DIR* & vbCrLf

‘-- Wait for flag to clear
Do Until Conplete

DoEvent s
Loop
‘-- Fill alist box with the file nanes.
Li stBoxl.Clear ‘-- clear the contents first.

‘-- Indexes 1 through NunLi nesReceived - 1 hold
the list of files. The last line is the period.
For Index = 1 To NuniinesReceived - 1
Li st Box1. Addl t em Dat a( | ndex)
Next

Commandl. Enabl ed = True

End Sub

This code shows the interaction between an initiating process (Com-mandl1_Click) and the Receive
event where data is received. The code assumes that you have alist box and a dsSocket control on the
form, and that the dsSocket control is already connected to its host. Also, it is assumed that the dsSocket
control’s LineMode property is set to True, and that the EOL Char property is set to 10 (linefeed). The
goal isto receive an array of filenames from the server by issuing a DIR command. The server responds
by sending alist of files, one per line, ending with a period on aline by itself.

The NumLinesReceived variable, Complete variable, and the Data string array are shared between all
subs and functionsin the form because they are defined in the form’s Genera Declarations section.



Every time anew lineisreceived, the NumLinesReceived integer isincremented by one, a new element
is added to the Data array, and the received data is copied to the new array element. If the received data
isaperiod on aline by itself, then the Complete flag is set to True.

In Commandl_Click, the DIR command is sent to the server, which prompts the server to send the list
of filenames. After the command is sent, the code waits in a DoEvents loop until the Complete flagis
set, indicating that al the filenames have been received. It isimperative that you use DoEventsin this
loop; otherwise your application will appear to hang as it executes the loop over and over again without
allowing other processes to occur. People will begin to think you are aterrible programmer. You'll be
fired, and you'll lose al your friends. Y ou think I’ m kidding?

A Slight Variation

OK, what if your commands elicit short, one- or two-line responses from the server, with no period on a
line by itself to indicate the end of the server’ s responses? What if all you have to go by is the number of
lines that should be received? Simple: Just wait in your loop until x number of lines have been received.
Skip the Complete flag altogether. Consider the code in Figure 2.11, amodification to Command_Click
in Figure 2.10. The difference is that instead of waiting for a period to be received signifying the end of
transmission, simply wait until the appropriate number of lines have been received. If the server is
supposed to send back two lines of text, wait until two lines are received. Also, in the Receive event,
increment the NumLinesReceived variable last so that the loop will not exit until the routine has

compl eted.

Figure 2.11 A dight modification to the codein Figure 2.10.

Private Sub Commandl_Cick ()

‘-- W are assuming the dsSocketl1l control
‘ al ready connected to the server.

‘-- Initialize

Commandl. Enabl ed = Fal se
Redi m Data(0) As String
NurlLi nesRecei ved = 0

‘-- Send some command that elicits a two-1ine response
dsSocket 1. Send = “FOO

‘-- Wit to receive two lines
Do
DoEvent s
Loop Until Nunlii nesReceived >= 2
‘-- At this point the data has been received. Process it here.
Commandl. Enabl ed = True

End Sub

Event Driven = No Loops

What if you don’t want to use DoEventsin your code? Y ou’ ve heard that excessive use of DoEvents can
cause recursion (see recursion). Thisis both true and not true. It could cause problemsin this case only
if the user could press the Command button again while your loop is executing. Fortunately, though,
setting the Enabled property of the button to False at the top of the code and re-enabling it at the bottom
of the code prevents this from happening, so you are safe.
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It does bring up a good point, however. What if you don’t want to sit in aloop for any particular reason?

Y ou could instead have the Receive event call a particular routine when it has completely received the data.
Imagine now that the server responds to two commands: DIR and GET. DIR is the same as before, but a
new command, GET, tells the server to send afile. In your client application you want to let the user pick a
filename from the list box we filled in Figure 2.10, and then once the file has been received you want it to
show up on the Windows95 desktop.

The codein Figure 2.12 does this by introducing CommandNumber, a new variable that will identify the
last command sent to the server. Clicking the command button sets CommandNumber to
COMMAND_DIR, or 1, sends the DIR command, and exits. No loops are necessary in this case.

Figure 2.12 Receiving data with flags—example 2.

Option Explicit

Di m NunLi nesReceived As Integer ‘-- Nunmber of |ines received.
DmData() As String ‘-- String array that holds

‘ recei ved dat a.

Di m CormmandNunber As Integer ‘-- Holds the command | ast issued.
Const COWAND DIR = 1 ‘-- Command nunber constants.

Const COMVAND CGET = 2

Private Declare Function Get WndowsDirectory Lib “kernel 32" Alias _
“Get WndowsDi rectoryA” (ByVal |pBuffer As String,
ByVal nSize As Long) As Long

Private Sub dsSocketl Receive (ReceiveData As String)

‘-- A newline has been received. Up the count
Nunmii nesRecei ved = NunLi nesReceived + 1
‘-- Gowthe szData array by one el enent
Redi m Preserve Dat a( NuniLi nesReceived) As String
‘-- Set the data into the new array el enent
Dat a( NunlLi nesRecei ved) = Recei veDat a

-- Is this data a period on a line by itself?
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I f ReceiveData = “.” & vbCrLf Then
‘-- Yes. Call the appropriate procedure
Sel ect Case CommandNunber
Case COVWAND DI R
Call FillListBox
Case COMVAND GET
Cal |l SaveFil eToDeskt op
End Sel ect
End If

End Sub

Private Sub Conmandl_Click ()
‘-- W are assunming the dsSocketl contro
‘ al ready connected to the server.

-- Initialize

Commandl. Enabl ed = Fal se
Redi m Data(0) As String
Nunli nesRecei ved = 0

‘-- Set the nCommandNunber
CommandNunber = COMVAND DI R

‘-- Send the conmand to get the list of files.
dsSocket1l. Send = “DIR’ & vbCrLf

Commandl. Enabl ed = True
End Sub
Private Sub ListBox1l Cick ()

‘-- W are assuming the dsSocketl contro
‘ al ready connected to the server.

-- Initialize

Commandl. Enabl ed = Fal se
Redi m Data(0) As String
Nunli nesRecei ved = 0

‘-- Set the nConmmandNunber
CommandNunmber = COVMAND GET

‘-- Send the conmand to receive the currently selected file.
dsSocket 1. Send = “GET " & ListBox1. List(ListBox1.Listlndex) & vbCrLf

Commandl. Enabl ed = True
End Sub
Private Sub FillListBox ()

Dim | ndex As | nteger
‘-- Fill alist box with the file nanes.

Li stBoxl.Clear ‘-- clear the contents first.

‘-- Indexes 1 through Nunii nesReceived - 1 hold



‘ the list of files. The last line is the period.
For Index = 1 To Nunii nesReceived - 1

Li st Box1. Addl t em Dat a( | ndex)
Next

End Sub
Private Sub SaveFil| eToDesktop ()

Dim Fil eNum As | nt eger
D m I ndex As Integer
Dim Buffer As String

Di m LenBuf fer As Long
Dim WndowsDir as String

‘-- CGet the Wndows directory name

Buf fer = Space$(255)

LenBuf fer = Get WndowsDi rectory(Buffer, Len(Buffer))
W ndowsDi r = Left$(Buffer, LenBuffer)

Fil eNum = FreeFil e

‘-- Index 1 holds the nanme of the file.
Open WndowsDir & “\DESKTOP\” & Data(1l) For Qutput As FileNum
‘-- Indexes 2 through Nunlii nesReceived - 1 hold
‘ the file data. The last line is the period.
For Index = 1 To Nunili nesReceived - 1
Print #FileNum Data(lndex);
Next

Cl ose Fil eNum

End Sub

The Receive event receives al the data, and just likein Figure 2.10, determines if the data is complete by
looking for aperiod on aline by itself. When complete, it calls the appropriate routine, based on the value
of CommandNumber. In the case of COMMAND_DIR, the FillListBox routineis called, which fillsthe list
box with the names of thefiles, just asin Figure 2.10.

When the user clicks on afilename in the list box, CommandNumber is set to COMMAND_GET, or 2, the
GET command is sent to the server, and the routine exits. Again, no looping is necessary. Let’s assume that
the server will send the name of the file on thefirst line, then the file data itself line by line, and ending, of
course, with a period on aline by itself. Once the file has been completely received in the Receive event the
SaveFileToDesktop routine is called, which gets the desktop directory name and saves the file right on the
Windows95 desktop. The user seesthefile just appear. This approach to receiving data makes the most
sense in an event-driven language, such as Visua Basic, because the code is never polling or sitting in a
loop waiting for something.

Which Approach Is Better?

Use whatever is appropriate for the task at hand. If you are processing only afew commands, and you
know the requirements will not grow, then you are extremely naive. No! Y ou should use whatever
approach fits the requirements. There is no best approach for all situations across the board. If you are
going to have lots of different types of transactions that all require different processing then use the
event-driven method. If there islots of conversation between the client and server for a particular
transaction, use the polling method, where you wait in aloop until x number of lines have been received.
Aslong as you know what options are available to you, you can use the best method for the job.



Error Handling

Error handling is an essential part of communications programming. Communications applications are
among the hardest to debug because they happen in real time. It is absolutely vital that you implement some
method of error handling. In this section I’ll show you afew techniques that you can use to help you write
the perfect application.

Winsock Errors

dsSocket catches all of the Winsock errors and reports them via the Exception event. Figure 2.13 shows a
list of al the possible Winsock errors. If you are confused about what they mean, don’t worry. There are
only two people on the planet who actually do. If it sounds like I’ m brushing off an opportunity for some
extended research, you'reright. | am doing exactly that. The fact is that you are an applications
programmer and you don’t care why your Winsock isn't working. All you need to know isthat it doesn’t
work. There are plenty of diagnostic tools available for network administrators that help pinpoint problems
with the network. Besides, your users don’t want to see seven consecutive dialog boxes that say stuff like
“Address family not supported by protocol family” or some other wacky message. When | write Winsock
applications, | usually just throw up adialog box saying that the connection has been broken when it breaks
because of an error. The only time | will attempt to reconnect isif the application isin the middle of
transferring afile or some other valuable information.
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Figure 2.13 Winsock error codes and descriptions.
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WEAEHOSTDOVWN 21064 Host is down

WSAEHOSTUNREACH 21065 No Route to Host

WSAENOTEMPTY 21066 Directory not enpty

WSAEPROCLI M 21067 Too many processes

WSAEUSERS 21068 Too many users

WEAEDQUOT 21069 Di sc Quot a Exceeded

WSAESTALE 21070 Stale NFS file handle

WSAEREMOTE 21071 Too many | evels of renbte in path
WEASYSNOTREADY 21091 Net wor kK SubSystem i s unavail abl e

WEAVERNOTSUPPORTED 21092 W NSOCK DLL Version out of range

WSANOTI NI Tl ALI SED 21093 Successful WBASTARTUP not yet perforned
WBAHOST_NOT_FOUND 22001 Host not found

WSATRY_AGAI N 22002 Non- Aut horitative Host not found
WSANO RECOVERY 22003 Non- Recoverabl e errors: FORMERR, REFUSED, NOTI MP
WEANO DATA 22004 Valid nane, no data record of requested type

Even though you should shield the user from these errors when they occur, you should monitor them while you are
writing and debugging your code. There are times when you go to open a socket and it’s already open because you
stopped the program in the middle somewhere before it had a chance to close.

For the final version the only exception you need to be concerned with (other than Operation Would Block) is the
close error SOCK_ERR_CLOSED. If the connection islost due to an error, you have a decision to make. Do you
attempt to reconnect, do you do nothing, or do you ask the users if they want to attempt to reconnect? It totally
depends on the design of your application.

Error-Handling Techniques

| have afew general error-handling techniques up my sleeve that lend themselves very nicely to communications
programming, and let metell you, they itch! The most valuable technique for debugging is using error-handling
options, which can be controlled by the user viathe command line. | like to give my applications a command line
switch that tells me whether or not to catch errors and whether or not to display them.

Visual Basic's Command$ function returns the entire command line, or everything after the executable name that
is used to launch your program. For example, say that your application’s nameis NETZAP.EXE and the command
used to start it is defined like so:

C:. \ NETZAP\ NETZAP. EXE / D

In this case, Command returns /D. Anywhere in your program you can use the Command$ function as a string
variable that contains /D, or whatever the command line consists of.

Y ou might want to establish a command line option /D that stands for debug mode. Immediately following the /D
the user enters a number to indicate the mode; for example, /D1, /D2, and so on.

Minimal Error Trapping

When your application is not in debug mode, that is, no command line switch, it is best to present only those errors
that the user can do something about. For example, if your Winsock connection is unexpectedly broken because of
anetwork error you will first get an Exception event indicating the network error, then you will get another
Exception event with the close error, indicating that the connection is closed.

Don't just pop up a MsgBox in the Exception event. Ignore the first error. When the close error (viathe Exception
event) occurs, inform the user that the connection was unexpectedly broken and that he or she might want to wait a
few minutes before reconnecting in case there is a problem at the other end. Y ou might want to explain that this
kind of thing happens from time to time and that he or she can still save her data, or whatever. The more you make
the user feel at ease, the more enjoyable the experience of using your software. | can’'t tell you how invaluable that
advice has proven itself to be in my part of the world.

Every time an error occurs, you could save the description, date, and time in module-level variables. If an error
causes the connection to be lost, display a message box with the last error that occurred and when it occurred, if at
al. Thisisanice level of error handling to give the user. Y ou might also want to display any helpful tips at this



time to restore the user’s confidence.
Debug.Print Error Trapping

The Visua Basic Debug window is anice way to monitor your application during development. Y ou can display
any string with the Debug.Print method like so:

Debug. Print “This is what |’ mdisplaying in the debug w ndow’

Since you can print any string, you can comprise your own error and status messages from variables that you wish
to monitor. For example, let’s say you want to monitor the number of lines of text received. With LineMode set to
True, you could use the following code in the Receive event:

Sub dsSocket 1_Recei ve( Recei veData As String)
Static LineCount As |nteger
Li neCount = LineCount + 1
Debug. Print Str$(LineCount) & “ lines received”

-- Process data here

End Sub
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Message Dialog Reporting

Thisisthe most widely used and abused method of reporting errors. Most programmers don’t realize
that reporting errors during development and reporting errors to the user are two totally different
globs of petroleum. When you are developing you want errors to be short and to the point. The user,
however, is probably not a developer and has not spent half as much time using the program as you
have developing it. Therefore, it is absolutely vital that you clean up error messages for the user
before you ship your product. Did | mention that this was important?

Error Log Reporting
Thisis my favorite method of debugging. Y ou can write errors and datato alog filein real time as

you are sending and receiving data. A little extra code is required to implement this, but when you
need it, it will save your behind (see Figure 2.14).

Figure 2.14 Intelligent error handling.

Sub dsSocket 1 Exception(ErrorCode As Integer, ErrorDesc As String)

Static LastError As String
Static LastTime As String
Dim Msg As String

Dim ErrorMsg As String

ErrorMsg = “Error” & Str$(ErrorCode) & “ " & ErrorDesc

Sel ect Case m DebughMbde
Case DEBUG MODE_M NI MAL
| f ErrorCode = SOCK ERR _CLOSED Then
Msg = “The connection has been unexpectedly broken.”
| f Len(LastTine) Then
Msg = Msg & vbCOrLf &

“The Last error to occur was " & _
Chr$(34) & LastError & Chr$(34) & _
“ which occurred at ” & LastTine

End If


http://www.itknowledge.com/
http://www.itknowledge.com/pick-account.html
http://www.itknowledge.com/PSUser/usrreg.htm?AdminAction=InitAdd&Locale=en&URI=/
http://www.itknowledge.com/PSUser/psuserauth.htm?cmd=login&URI=/
http://www.itknowledge.com/search/
http://www.itknowledge.com/PSUser/EWIPOMain.html
http://www.itknowledge.com/faq/faq.html
http://www.itknowledge.com/sitemap.html
http://www.itknowledge.com/contactus.html
http://www.itknowledge.com/search/
http://www.itknowledge.com/search/
http://www.itknowledge.com/search/search-tips.html
javascript:bookMarkit();

MsgBox Msg, vbl nformation

End If

Case DEBUG_MODE _DESI GNTI ME
Debug. Print Error Mg

Case DEBUG MODE DI ALOG
MsgBox Error Msg

Case DEBUG MODE WRI TELOG
WitelLogFile ErrorMsg

End Sel ect

LastError = ErrorMsg
Last Ti ne = Now

End Sub

UDP—User Datagram Protocol

UDP, or User Datagram Protocol, is a Transport layer protocol like TCP that can be used to move
data. Since UDP is part of the TCP/IP protocol suite, it isreadily available. In fact, dsSocket is
among the available Winsock controls that support UDP in addition to TCP.

The main difference with UDP isthat it is connectionless and unreliable. Connectionless means that a
handshake is not required before data can be sent, and unreliable means that no error checking is
performed on the datato insure that it arrived intact at its destination.

Since UDP does not have to do so much work to send data, it is faster than TCP. Since thereisno
error checking, however, UDP is not aways used over TCP. Remember my motto, “Use the right
tool for the job.” Sometimes UDP is the right tool for the job and sometimes TCP is. Y ou might not
be able to think of a situation in which reliability is not an issue; however there are many different
situations where UDP is very desirable.

One such situation is the broadcasting of digital audio and/or video over the Internet. Many of the
high-tech Internet audio and video systems on the market today use UDP over TCP because it is fast
and error checking is not necessary. What happensif you are listening to digital audio in real time
and you miss afew bytes? Considering that you are probably listening to eight thousand or more
bytes per second, you won't even notice it. CU-SeeMe isavery popular Internet videoconferencing
program that uses UDP. For more information on CU-SeeMe, check out the Y ahoo! database list of
CU-SeeMe links at the following URL :

http://www.yahoo.com/Computers and Internet/Multimedia/Videoconferencing/CU seeme/

Another good application of UDP isthe U.S. Naval Observatory’s Time server, which gives you an
accurate time of day via UDP by connecting to their server. For more information on the U.S. Naval
Observatory’s Network Time Services, check out their home page at the following URL :

http://tycho.usno.navy.mil/ntp.html
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Because of the lack of error handling there are risks that go along with using
UDP. Onerisk isthat you may receive packets out of sequence. One of the
things TCP does very well is the resequencing of packets. Every TCP packet is
numbered, and TCP guarantees that the packets are moved up the stack at the
destination in the correct order. UDP does not employ such a method. UDP
does no processing at all to the data except to tack a source address and a
destination address onto each packet. If arouter between the source and
destination went down in midtransmission of your packets, and then came
back on again before the transmission was complete, you might receive your
packets out of order. This can be helpful, however, if the application using
UDP wishes to handle packet sequencing itself and doesn’t want the added
overhead of TCP. Because of the sequencing issue, UDP is used mostly when
sending either small and complete pieces of data or broadcasting streams of
data, the idea being that if one packet misses the boat there are plenty more
chances for successful transmission.

Another risk isthat the data may not get to the destination at all. If aTCP
packet fails to reach the destination, TCP re-attempts to send the data until it is
received. UDP packets are not so lucky. Therefore, UDP iswell suited for
guery-response systems in which aresponse is required for each transmission.
If aresponseis not received, then another query is sent until aresponseis
delivered.

Y et another risk associated with UDP is that some routers filter out UDP
packets entirely. The Network File System (NFS) is afile-sharing system that
allows users to mount drives, like the way Windows95 Explorer or Windows
3.1 File Manager allows you to attach or connect other users’ drives and
directories to your machine. Well, NFS uses UDP. Therefore, many firewalls
block UDP packets so outsiders can’t mount local directories and access the
network unlawfully (asif there are actual lawsto protect us from such crimes).

Since UDPisfast, it is desirable to use as an interprocess communication
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system on alocal area network. Useit like you would use NetDDE (gasp) to
send messages between applications on a network. Notify all the clients
attached to the same server database that you' ve just changed the data they are
viewing, and to refresh their display, and so on. dsSocket has a property called
SocketType. When set to O (default), Winsock is used. When set to 1,
however, dsSocket uses UDP if it is available. Since no connection is
necessary, simply set the RemotePort and RemoteDotAddr properties, and
send data with the send property.

Terminal—A Winsock Terminal Program

The Termina program that comes with this book (TERMINAL.VBP) will help
you determine the input and output requirements of any Winsock application
you write. Terminal simply lets you connect to any machine on any port, lets
you send data, and displays received datain awindow.

Figure 2.15 shows the main screen of Terminal. Y ou can open a connection by
either clicking the Open button, or selecting Open from the Connection menu.
Doing so displays the dialog box shown in Figure 2.16.

Enter the address and port number you wish to connect to. The Host Name can
be either aname or IP address. If you check off the Line Mode Character
option, the ASCII value given will be interpreted as the end of aline. If Line
Mode is not checked off, the ASCII value given will not be used. Clicking the
Cancel button cancels the operation of connecting.

Once connected, you will see received data displayed in the window asit is
received. Sending data requires a bit more explanation, however. Typicaly
when talking to servers on the Internet, you will be required to send single-line
commands and parameters. Enter the text you want to send in the send window
below the display window. To send, either press Enter or click the Send
button. Y ou can optionally append the text you send with a carriage return, a
linefeed, or both. Typically a server will require a carriage return/linefeed
(CR/LF) pair at the end of each line. Thisis not always the case, however;
hence the option.

| originally wrote Terminal to help me visualize how the protocols | write
about in this book work. It’s alot of fun to connect to an NNTP server, for
example, and browse Usenet articles with the raw protocal. It really givesyou
an idea of how things work.

Epilogue

By now you should have a good understanding of some of the most efficient
techniques for communications programming, and you should have a working
knowledge of the dsSocket custom control. The chapters that follow use these
techniques to access the more popular resources on the Internet: Gopher,
Usenet, e-mail, FTP, and the World Wide Web.

| feel it iswise to keep your protocolsin Visual Basic so that they may be
changed or updated easily and quickly as changes in technology advance. It is
not necessary to spend alot of money on tools that basically manipul ate text



through a high-level network connection. By using Visual Basic, you are
leveraging VB’ s greatest strength, short development time, and at the same
time keeping the size and requirements of your application to a minimum.

Ll

o

!
Figure2.15 Main terminal screen.

Asyou read these next chapters, try to think of ways that you can integrate the
protocolsinto your own real-world problems and opportunities. Thetimeis
now for the creative spark to redefine completely how computers are used in
the twenty-first century and beyond.

Figure 2.16 Connection dialog box.
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CHAPTER 3
SIMPLE PROTOCOLS

Introduction

| n this chapter you'll cut your teeth on Internet programming by writing a few
very ssimple protocols. NTP, WHOIS, and FINGER. These are very simple
protocols that simply make a connection on a specified port, send a command,
and receive an answer.

NTP (Network Time Protocol)

NTPisavery simple protocol that returns the current time (in Universal Time)
from atime server. A Winsock client connects on port 13 to atime server, and
the server immediately sends back the current time in the following format:

DDD MW DD HH: NN: SS UTC YYYY <CRLF>

For example:

Mon Jul 27 14:55:52 UTC 1998
After sending this string, the server closes the connection. That'sit!

OK, let’swrite asimple NTP client application. Create a new project in Visual
Basic. Press Ctrl-T to bring up the components window. Check off Dolphin
Systems dsSocket TCP/IP Control and click OK. Add a dsSocket control to the
form. Double-click on the form, and enter the following line in the Form L oad
event:
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Private Sub Form Load ()
dsSocket 1. Li neMbde = True
End Sub

This code sets the LineM ode property to True, which tells dsSocket to fire the
Recelve event after receiving aline feed. Next, add a new button, name it
btnGetTime, and enter the following lines of code in the btnGetTime_Click
event:

Private Sub btnGetTinme _Cick()

dsSocket 1. Renpt eHost
dsSocket 1. Renot ePor t
dsSocket 1. Connect

“tycho. usno. navy. m|”
13

End Sub

This code connects to a machine named tycho.usno.navy.mil, on port 13. It
does not do any error handling, in the event that the control cannot connect,
but that’s OK for our purposes. Next, add the following code in the
dsSocketl Receive event:

Private Sub dsSocket1l Receive(ReceiveData As String)
MsgBox Recei veDat a

End Sub

This code simply displays the date/time string that is sent by the time server
machine. Now, go ahead and run the program. Click the button. In afew
seconds, the current date and time will pop up. Figure 3.1 showsthe NTP
sample program. Remember, thisisin Universal time. If you want to convert it
to your time zone, check out the following web page:

sandbox.xerox.com/stewart/tzconvert.cgi

| can’t think of asimpler example of writing an Internet client than accessing a
Time server. The next two examples are similar, but a bit more involved in that
they require sending a string after connecting.

.?.FE:‘;I.'(W
Figure3.1 NTP example program.

WHOIS

WHOIS was originally developed as a central database that held information
about everyone on the Internet. Well, we al know what happened. The
Internet grew so quickly that the original goals proved to be pointlessif not
impossible. WHOIS is now used by network administrators who want to
publish information about their network and its users.
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Using the WHOI'S protocol isjust as easy as NTP, except that after
connecting, the client sends a string. Then the server sends a response and
closes the connection. When you use WHOIS, you connect on port 43 and
send the name of the user or machine (or whatever) you are inquiring about.

Let’ s create avery simple WHOIS client that returns information about
domains registered on the Internet with the InterNIC. This application will
return information about who owns a given domain name, such as
microsoft.com.

Create anew project with dsSocket just as we did with NTP, including setting
the LineMode property to True in the Form_L oad event.

Add a button to the form and name it btninquire. Double-click on the button
and enter the following code:

Private Sub btnlnquire _dick()

“rs.internic.net”
43

dsSocket 1. Renpt eHost
dsSocket 1. Renot ePor t
dsSocket 1. Connect

End Sub
This code connects to an InterNIC domain database machine on port 43. Next,
add the following code to the dsSocketl Connect event:

Private Sub dsSocketl1l Connect ()
dsSocket 1. Send = “m crosoft.conf & vbCrlLf

End Sub

This code sends the domain name microsoft.com to the WHOI S server.
Substitute any domain you wish for microsoft.com. Thisis only an example.
You canleaveit asis, if you like, however. The point is, you can enter any
domain name, even if it does not exist. In fact, this application is most useful
in determining whether or not a given domain name is already registered.

Next, enter the following code in the dsSocket1.Receive event.

Private Sub dsSocket1l Receive(ReceiveData As String)
Debug. Print Recei veDat a;

End Sub

This code prints the information that the WHOI S server sends back into the
debug window. Press Ctrl-G to make sure the debug window is visible when
you run this program.

Figure 3.2 shows the output of the WHOIS sample. Thisisjust aquick



example of how the protocol works. There is a more complete WHOIS and
FINGER application in the Finger directory of the sample code.

FINGER

FINGER, like WHOIS, is a protocol that was designed when the Internet was
initsinfancy. FINGER was designed to provide nonspecific information about
auser or adevice. It was simply designed as away to ask a machine a question
and get aresponse.

In the mid-seventies, computer science students at Carnegie-Mellon University
found a now infamous use for the FINGER protocol. They installed a small
serial device connected by FINGER in a Coke machine in the CS department
that would report the different kinds of sodain the machine, as well as which
button would yield the coldest drink. Since it was accessible by FINGER, the
entire Internet could constantly check the status of the now famous Coke
machine.

Fi'gure 3.2 WHOI S example program.

Even though that original machine is not online anymore, you can still use
FINGER today to check the status of numerous other copycat Coke machines,
including the Pepsi machine at Columbia University. Let’swrite a program to
check the status of this machine.

Create anew application project in exactly the same manner as we did in both
of the previous examples in this chapter, including setting the LineMode
property to Truein the Form_L oad event.

Add a button to this form named btnFinger, and enter the following code in the
btnFinger_Click event:

Private Sub btnFinger_Cick()

dsSocket 1. Renpt eHost
dsSocket 1. Renot ePor t
dsSocket 1. Connect

“<www. cc. col unbi a. edu>”
79

End Sub

Previous|Table of Contents’Next ‘



javascript:displayWindow('images/03-02.jpg',532,403 )
javascript:displayWindow('images/03-02.jpg',532,403)

Products | Contact Us | About Us | Privacy | Ad Info | Home

Use of this site is subject to certain Terms & Conditions, Copyright © 1996-2000 EarthWeb Inc.
All rights reserved. Reproduction whole or in part in any form or medium without express written permission of EarthWeb is
prohibited. Read EarthWeb's privacy statement.



http://www.itknowledge.com/products.html
http://www.itknowledge.com/contactus.html
http://www.itknowledge.com/aboutus.html
http://www.earthweb.com/about_us/privacy.html
http://www.itmarketer.com/
http://www.itknowledge.com/
http://www.itknowledge.com/agreement.html
http://www.itknowledge.com/copyright.html
http://itnews.earthweb.com/
http://www.earthweb.com/about_us/privacy.html
http://www.itknowledge.com/reference/standard/0471314986/ch03/ITKN1a2b3c4d5e6f7g8h9idefcon4.html

© © © 6 0 0 06 0O

HOME  ACCOUNT INFO

&, SEARCH
ITKNOWLEDGE

SUBSCHRIBE LOGIN

Go!

Keyword
® Briet O Full

# Advanced
Search

# Search Tips

L] srowse
8y ToRlc

SEARCH MY ITKNOWLEDGE FAQ SITEMAF CONTACT LS

To access the contents, click the chapter and section titles.

Visual Basic 6.0 Internet Programming

(Publisher: John Wiley & Sons, Inc.)
Author(s): Carl Franklin

ISBN: 0471314986

Publication Date: 02/01/99

|Bookmarkiit]
Search this book:

Go!

Previous|Table of Contents|Next

This code connects to the Internet Coke machine on the FINGER port (79).
Next, add the following code to the dsSocketl Connect event:

Private Sub dsSocketl1l Connect ()
dsSocket 1. Send = “/w pepsi” & vbCrLf

End Sub

This code sends the name of the user or machine to query, in this case “coke.”
Y ou do not always need to use the /w query, but in this case you do. Next, add
the following code to the dsSocketl Connect event:

Private Sub dsSocket1l Recei ve(ReceiveData As String)
Debug. Print Recei veData

End Sub

This code prints the information that the FINGER server sends back into the
debug window. Press Ctrl-G to make sure the debug window is visible when
you run this program.

=]

Figure 3.3 FINGER example program.

Figure 3.3 shows the output of the FINGER sample. Thisisjust aquick
example of how the protocol works. There is a more complete WHOIS and
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FINGER application in the FINGER directory of the sample code.
SetTime Application

And now the moment you’ ve been waiting for, your first real Internet
application. This application will get the current time from the NTP server at
the University of Manchester, in Manchester, England. It converts the time to
your time zone, and sets your clock accordingly.

Start with the NTP sample you wrote at the beginning of this chapter, but
change the address from tycho.usno.navy.mil to ntp2a.mcc.ac.uk. Enter the
codein Figure 3.4 in the Receive event. This code looks complex, but all it
doesis convert the time string into aformat that VB can recognize asavalid
date.

Y ou will also need to enter the declare statements and type definitions in
Figure 3.5 into the declaration section of the program.

Figure 3.4 SetTime Application Receive event.

Private Sub dsSocket1l Receive(ReceiveData As String)

D m Pos As Long

Dim TZI As TI ME_ZONE_| NFORVATI ON
Di m Thi sTi ne As SYSTEMTI ME

Di m Adj ust ed As Date

| f GetTi meZonel nformation(TZl) Then
Mns = TZl.Bi as

‘ Exanpl es: Mon Jul 27 14:55:52 UTC 1998
‘ Thu Jul 30 14:40:53 1998

‘-- Renobve CR & LF characters
Pos = InStr(Recei veData, vbLf)

| f Pos Then

Recei veData = Left$(ReceiveData, Pos - 1)
End If
Pos = InStr(Recei veData, vbCr)
| f Pos Then

Recei veData = Left$(ReceiveData, Pos - 1)
End If

‘-- Is UTCin this string?
Pos = InStr(ReceivebData, “UTC")
| f Pos = 0 Then
‘“-- No. Take the Year off the end.
Yr = Ri ght $(Recei veData, 4)
Recei veData = Left $(Recei veDat a,
Len( Recei veData) - 5)



El se
“-- Yes. Parse out the Year
Yr = M d$(Recei veData, Pos + 4)
Recei veData = Left$(ReceiveData, Pos - 2)
End If

-- Take the day of week off the |eft
“hand side of the string.

Pos = InStr(Recei veData, “ ")
| f Pos Then
Recei veData = M d$( Recei veData, Pos + 1)

‘-- Take the nonth off the left.
Pos = InStr(ReceiveData, “ ")
I f Pos Then
Mon = Left$(ReceiveData, Pos - 1)
Recei veData = _
M d$( Recei veData, Pos + 1)

“-- Day the day off the left.
Pos = InStr(ReceiveData, “ )
| f Pos Then
Dy = Left$(ReceiveData, Pos - 1)
Recei veData = _
M d$( Recei veData, Pos + 1)

‘-- Create the date.
Date = Mon & “ " & Dy & " 7 & Yr

‘-- The tinme is what's left.
Ti me = Recei veData
“-- Adjust for our tinme zone.
Adj usted = DateAdd(“n”, _
-TZl .Bias, Date & “ " & Tine)
-- Set the date and tine.
Dat e = Adj usted
Ti me = Adj usted

‘-- That’s it. Play the
‘ defaul t beep.
Beep
End If
End If
End If
End If

End Sub




Figure 3.5 SetTime Declar ation section.

Private Type SYSTEMII VE
wYear As | nteger
whvbont h As | nt eger
wDay Of Week As | nteger
wDay As | nteger
wHour As | nteger
wM nute As | nteger
wSecond As | nteger
wM | |i seconds As I nteger
End Type

Private Type Tl ME_ZONE_ | NFORVATI ON
Bi as As Long
St andar dNane(32) As | nteger
St andar dDat e As SYSTEMII ME
St andar dBi as As Long
Dayl i ght Nane(32) As Integer
Dayl i ght Date As SYSTEMII MVE
Dayl i ght Bi as As Long
End Type

Private Decl are Function GetTi neZonelnfornation _
Lib “kernel 32" (| pTi meZonel nformation _
As TI ME_ZONE | NFORVATI ON) As Long

The Bias portion of the TIME_ZONE_INFORMATION type specifies the
current bias (or offset), in minutes, for local time translation on this computer.
The biasisthe difference, in minutes, between Coordinated Universal Time
(UTC) and local time. All tranglations between UTC and local time are based
on the following formula:

UTC =loca time+ bias
OR
local time=UTC —Dbias

As| said earlier, almost al of the code in thisroutineis just to parse the date
and time information so that it can be processed by VB. Although this
particular string algorithm works for this server, there is no guarantee that it
will work for another server. Y ou always have to tweak stuff like this because
itistied to the format of the received data.

The DateAdd function is used to subtract bias number of minutes from the
UTC time. This new date, Adjusted, is the current date and time. Using the
Date and Time statements, the code resets the date and time on the local
machine. Once you hear the beep your machine’ s date and time has been
correctly updated.



Epilogue

In this chapter you’ ve successfully programmed three simple protocols that use
the Internet. All of the other protocolsin this book work in the exact same
way, except more information is sent back and forth. In the next chapter, you
will see how easy it isto post articles to and read articles from a Usenet News
server. Stick around, and HEY! Don’t ever change.
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CHAPTER 4
USENET NEWS

Introduction

Next to electronic mail and the World Wide Web, Usenet news is the most
widely utilized service on the Internet. The ARPANET and Internet
communities have always been big on the idea of news. In the beginnings of
the Internet, scientists and researchers needed a way to distribute memos
throughout the Internet to keep everyone up to date on research and other
projects. Usenet provides away for news messages (called articles) to spread
throughout the Internet community at afair speed.

Usenet is a network of news servers within the Internet that propagate
messages spanning a huge number of discussion groups (called newsgroups).
There are thousands of newsgroups with topics ranging from software bug
fixes to recipesto fan clubsto diaper fetishes (I’'m not making this up). If you
are familiar with messaging on electronic Bulletin Board Systems (BBS) you
may be familiar with FIDONet, a network similar to Usenet that operates
within the BBS community. Usenet is similar except that the messages are
propagated throughout the entire Internet. Y our Internet access provider should
offer Usenet service viaan NNTP server at their network site.

The first Usenet software used UUCP (Unix-to-Unix Copy Protocol) as adata
transport mechanism. UUCP is a somewhat outdated protocol for moving data,
being replaced by TCP/IP. However, it is still used in some places for dialup
access to Usenet.

Usenet actually preceded the Internet, starting in 1979 at Duke University and
the University of North Carolina, Chapel Hill. Graduate students from both
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universities created the Usenet rules and wrote the first programs to handle the
flow of news articles. They had over 50 sites signed up after the first year.
Once TCP/IP hit the streets, Usenet news took the Internet by storm.

News articles bounce around from news server to news server viathe NNTP
(Network News Transfer Protocol), a text-based protocol that you will have no
trouble utilizing in Visual Basic. Like most mainstream Internet protocols,
NNTP isline-based, employing a command and response system that we have
come to know and love.

Once you learn how to use NNTP in Visual Basic you can do many powerful
things. How would you like to write a program that monitors your favorite
Usenet newsgroups, searches for several key words, and based on the
existence of those words, e-mails the articles to you or archivesthem in a
database? L ooking for ajob? Monitor the bc.jobs or the biz.jobs.offered
newsgroup. Be quick to respond to posted articles thanks to your special
program that’ s constantly scanning the newsgroups for you. Interested in a
specific topic? Start archiving articles in a database. When you have a question
that people in the newsgroup might have an answer to, search your database.
There are hundreds of vertical applications waiting to be written that involve
Usenet news.

In this chapter 1’1l show you how to log onto an NNTP server, get lists of
articles (new and old), retrieve specific articles, and post new articles. You
won't believe how easy it redlly is.

NNTP

NNTP is atext-based protocol used to send and receive Usenet news articles
between anewsreader client and an NNTP server, and also between two
NNTP servers. If your Internet Access Provider gives you the ability to read
Usenet news, then it probably has an NNTP server on site. Request For
Comments (RFC) 977 states that “NNTP specifies a protocol for the
distribution, inquiry, retrieval, and posting of news articles using areliable
stream-based transmission of news among the ARPA-Internet community.
NNTPis designed so that news articles are stored in a central database
allowing a subscriber to select only those items he wishes to read. Indexing,
cross-referencing, and expiration of aged messages are also provided.”

Although it sounds like all the newsisin one central repository, thisis not
true. Unlike popular online services such as CompuServe, America Online, or
the Microsoft Network, Usenet news articles are instantly replicated
throughout the Internet by connected servers. Servers must subscribe to
specific newsgroups in order to be able to send and receive articles on agiven
topic.

NNTP servers maintain 24-hour socket-connections to each other. Any one
server may be connected to three or four (or many more) other servers. There
are commands that ask questions such as “Do you have message number
11233 in at.winsock.programming?’ to which the other side says yeaor nay.
This should give you some idea of the intricate network that is Usenet.



NNTP servers accept connections on port 119, which are maintained
throughout the entire session until either the client or server closesit. If you
wish you can use the Winsock Terminal included with this book to connect to
an NNTP server and actually navigate through newsgroups and articles by
using NNTP manually as you are reading and learning about NNTP.

MessagelDs vs. Message Numbers

First of all, a message number is anumber and a Messagel D is a combination
of aphanumeric characters. Hereis atypical Messagel D:

<1995Nov1. 133231@pexsc. conp

A message number isrelative to the server, and aMessagel D is relative to the
Internet. A message number is simply a number that identifies an articleon a
server. Think of anewsgroup as atable in a database, and each article in that
newsgroup is a separate record. The Messagel D is the primary key of the table.
It's ameans for local identification.

A Messagel D isastring that identifies a single Usenet article throughout the
entire Internet. For this reason, servers have to make sure to assign

Messagel Ds carefully, so that there is no chance of creating a duplicate.
Typically, aMessagel D consists of some extraction of the system time, an @
sign, and the domain that assigned it.

Some of the NNTP commands accept both message numbers and Messagel Ds
as ways to specify a particular article. You can’'t go wrong if you follow this
rule: If you are anews client use message numbers. If you are a server, use

Messagel Ds.
NNTP Versions

Aswith all public protocols, NNTP is constantly changing. At the time of this
writing, the current NNTP standard is defined by RFC 977 by Brian Kantor
(U.C. San Diego) and Phil Lapsley (U.C. Berkeley), dated February 1986.

Although thisis the most current RFC regarding NNTP, today’s NNTP servers
support extended NNTP commands that are not defined in RFC 977. These
commands were derived from an Internet Draft Document called
draft-barber-nntp-imp-01.txt, which was released June 26, 1995. Internet
Drafts have alife span of six months and are not meant to be reference
material, but since almost all of Usenet operates with the commands set forth
in this document | am choosing to ignore this. After all, why let alittle thing
like reality spoil our fun?
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To learn the current status of any Internet Draft, you can download the file, lid-abstracts.txt listing contained in the
Internet Drafts Shadow Directory on the following FTP servers:

ftp.is.co.za (Africa)
nic.nordu.net (Europe)
munnari.oz.au (Pacific Rim)
ds.internic.net (US East Coast)
ftp.isi.edu (US West Coast)

Thisfile contains the current filenames and versions of al Internet Drafts.

NNTP Commands

NNTPisatext protocol. All commands are single words, some of which require parameters. Parameters are always
separated by a space Chr$(32) or atab Chr$(9). Commands are always terminated with a carriage return and a
linefeed (VbCrLf).

For example, the GROUP command sel ects a Usenet Newsgroup. Here are two examples of an assembled GROUP
command string ready to be sent to the NNTP server:

Cnd$

or

“GROUP al t.w nsock. programm ng” & vbCrLf

Crd$ = “GROUP rec. audi 0. pro” & vbCrLf
Sample Conversation

Figure 4.1 shows atypical conversation between a newsreader and an NNTP server. <T> stands for the Tab character
(ASCII 9). Note that the header and body are separated by a period. Lines starting with an apostrophe are comments.

Figure4.1 A typical conversation between an NNTP client and server.

[ CONNECT]

‘-- This line is the first thing received. It identifies the server and
‘ indicates whether or not posting is allowed.

[ RECV] 200 joes.net InterNetNews NNRP server INN 1.4 22-Dec-93 ready
(posting ok).

‘-- The LI ST command returns a detailed |ist of newsgroups avail able on the
server. The first field is the nane of the newsgroup. Second is the

first known article nunber. Third is the last known article nunber.
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The last field is y or nto indicate whether the article is currently
avai |l abl e.
[ SEND] LI ST<CRLF>

‘-- The first line should be 215 to indicate that the server is sending

‘“ the list.

[ RECV] 215 list of newsgroups foll ows<CRLF>

‘-- The server then sends a listing of newsgroups followed by a period on a
line by itself.

alt.1d 0000001252 000000459 y<CRLF>

al t.0d 0000001257 000000364 y<CRLF>

al t.2600 0000024553 000001183 y<CRLF>
<CRLF>

‘-- The GROUP comand sel ects a newsgroup
[ SEND] GROUP conp. | ang. basi c. vi sual . m sc<CRLF>

‘-- The server sends back a 211 reply indicating the nunber of articles,
first article nunmber, last article nunmber, and the name of the newsgroup.
[RECV] 211 61 14614 14674 conp. | ang. basi c. vi sual . m sc<CRLF>

‘-- The XOVER command receives the Subject, From address, Date, ArticlelD,
‘ Byte Size, and nunber of lines for each article in the specified range.
[ SEND] XOVER 14614- 14616<CRLF>

‘-- The server sends a 224 reply to indicate that the list of messages follows.
[ RECV] 224 data foll ows<CRLF>

‘-- The server then sends the sel ected header information for each article
‘* followed by a period on a line by itself

14614 <Subj ><T><Fr omp<T><Dat e><T><Arti cl el D><T><Si ze><T><Li nes><CRLF>
14615 <Subj ><T><Fr onp<T><Dat e><T><Arti cl el D><T><Si ze><T><Li nes><CRLF>
14616 <Subj ><T><Fr omr<T><Dat e><T><Arti cl el D><T><Si ze><T><Li nes><CRLF>

‘-- The ARTICLE conmand tells the server to send the header and nessage body
‘ of a specified article (by article nunber or ID)

[ SEND] ARTI CLE 14615<CRLF>

‘-- The server sends a 220 reply indicating that it is sending the article.

‘ Also included in this line is the poster’s email address.

[ RECV] 220 14615 <From Address> articl e<CRLF>

‘-- The server then sends the header followed by a period on a line by
‘“itself. This is imediately followed by the article body ending with a

‘ period on a line by itself.

<HEADER TEXT>

<BODY TEXT>

-- The quit command ends a session
[ SEND] QUI T<CRLF>

‘-- The server acknow edges the QUI T command by sending a 205 reply, and
‘ drops the connection.

[ RECV] 205<CRLF>

[ SERVER DI SCONNECTS]

The WILDMAT Format

WILDMAT isaformat for specifying a search pattern. Some NNTP commands use the Wildmat format for text
arguments such as a newsgroup pattern like comp.lang.basic.visual.* Here is adefinition of thisformat taken from the
Internet Draft file draft-barber-nntp-imp-01.txt by S. Barber, June 1995;



The WILDMAT format was first developed by Rich Salz to provide a uniform mechanism for matching
patterns in the same manner that the UNIX shell matches filenames. There are five pattern matching
operations other than a strict one-to-one match between the pattern and the source to be checked for a
match. Thefirst is an asterisk (*) to match any sequence of zero or more characters. The second isa
guestion mark (?) to match any single character. The third specifies a specific set of characters. The set is
specified as alist of characters, or as arange of characters where the beginning and end of the range are
separated by aminus (or dash) character, or as any combination of lists and ranges. The dash can aso be
included in the range as a character if it is the beginning or end of the range. This set isenclosed in
square brackets. The close square bracket (]) may be used in arangeiif it isthe first character in the set.
The fourth operation is the same as the logical not of the third operation and is specified the same way as
the third with the addition of a caret character () at the beginning of the test string just inside the open
square bracket. The final operation uses the backslash character to invalidate the special meaning of the
open square bracket ([), the asterisk, or the question mark.

Examples

["]-] Matches any character other than a close square bracket or a minus sign/dash.

*hbdc Matches any string that ends with the string bdc including the string bdc (without quotes).
*bdc* Matches any string that contains the string bdc including the string bdc (without quotes).
[0-9a-zA-Z] Matches any a phanumeric string.

a7 Matches any four-character string that begins with a and ends with d.

Server Responses

Server responses consist of athree-digit number and a space Chr$(32), usually followed by one or more parameters
(also separated by spaces), and ending with a carriage return and alinefeed (vbCrLf).

For example, the appropriate positive response from the aforementioned GROUP command is the number 201
followed by the number of messagesin the newsgroup, the first article number, the last article number, and then a
message indicating the group is selected:

“201 112 43211 43323 alt.w nsock. programm ng group sel ected” & vbCrlLf
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This response from the GROUP command indicates that the alt.winsock.programming group has been selected, that
there are 112 articles available, and that the first article number is 43211 and the last is 43323. “Being sel ected”
means that any ARTICLE or HEAD commands (or any other commands that refer to article numbers) are to be acted
upon within the selected newsgroup.

Figure 4.2 Theresponse code sfirst two digits classifiesit according to these general rules.

The first digit indicates broad success or failure:

1xx - Informative message. You can generally ignore these.

2xx - Command CK

3xx - Command OK so far, send the rest of it.

4xx - Command was correct, but couldn’t be perforned for sonme reason.
5xx - Command uni npl enented, or incorrect, or a serious programerror occurred.
The second digit indicates the response’ s category:

x0x - Connection, setup, and m scel | aneous nessages

x1x - Newsgroup sel ection

x2x - Article selection

x3x - Distribution functions

x4x - Posting

x8x - Nonstandard (private inplenmentation) extensions

Xx9x - Debuggi ng out put

I know thisis not really the place to discuss the 201 response, but you cannot always count on the first argument
(number of articles) to be accurate. Sometimes the value may be zero, sometimes it may be incorrect. Y ou also cannot
count on getting the number of articles by subtracting the first article number from the last. Don’'t ask me why, it's
just theway itis. My feeling is that you should check both, and when in doubt go with the second method (subtracting
the first number from the last number). Besides, who caresif the number is off by a couple messages? The point is
that you should never assume anything in your application, except that the user has not paid for his or her copy of
your software.

Figure 4.2 shows what each digit of the response code represents, and Figure 4.3 shows a summary of NNTP server
responses. The first number identifies the message to your program, and the text describes the reply.

Figure 4.3 Summary of NNTP server responses.

100 help text follows
190- 199 debug out put

200 server ready - posting allowed
201 server ready - no posting all owed
202 sl ave status noted
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205 cl osi ng connection - goodbye!
211 n f | s group sel ected headers.

n = estimated nunmber of articles in group,
f =first article nunber in the group

| = last article nunber in the group,

s = name of the group.

215 list of newsgroups follows

220 <article nunber> <message-id> article retrieved
221 <article nunber> <message-id> article retrieved
222 <article nunber> <nmessage-id> article retrieved
223 <article nunber> <message-id> article retrieved
230 list of new articles by message-id foll ows

235 article transferred ok

240 article posted ok

282 XOVER data foll ows.

335 send article to be transferred. End with <CR-LF>. <CR-LF>
340 send article to be posted. End with <CR- LF>. <CR-LF>

head and body foll ow
head fol | ows

body fol | ows

request text separately

400 service discontinued

411 no such news group

412 no newsgroup has been sel ected

420 no current article has been sel ected
421 no next article in this group

422 no previous article in this group
423 no such article nunber in this group
430 no such article found

435 article not wanted - do not send it
436 transfer failed - try again |ater
437 article rejected - do not try again
440 posting not allowed

441 posting failed

480 Transfer perm ssion denied

500 command not recogni zed

501 command syntax error

502 access restriction or perm ssion denied
503 program fault - command not perforned

Usenet Article Format

A Usenet article is comprised of a header and the text body. Figure 4.4 shows a sample of a Usenet article header. The
article format is essentially the widely accepted ARPANET mail message format with afew extensions required by
Usenet. For a complete description of the Usenet message format, see RFC 850 entitled “ Standard for Interchange of
USENET Messages,” by Mark R. Horton.

Sometimes an article header can have the following older format:

Figure 4.4 Sample Usenet article headers.

Pat h: mi ndport. net! newsfeed.internetnti.com news
From mmguyen@l ark. net (CDSI)

Newsgroups: alt.w nsock. progranmm ng

Subject: Q: w nsock progranm ng server

Date: 4 Sep 1995 13:58:32 GMI

Organi zation: Cark Internet Services, Inc., Ellicott Gty, M USA
Li nes: 14

Message- | D. <42f OnB$9ho@! ar knet . cl ark. net >
NNTP- Post i ng- Host: cl ark. net

M me-Version: 1.0

Cont ent - Type: TEXT/ PLAIN; charset =] SO 8859-1
Cont ent - Tr ansf er - Encodi ng: 8bit



X-Newsreader: TIN [UNI X 1.3 950726BETA PLO]

Rel ay- Versi on: version B 2.10 2/13/83; site cbosgd. UUCP
Posti ng- Version: version B 2.10 2/13/83; site eagl e. UJCP
Pat h: cbosgd! mhuxj ! mhuxt! eagl e!jerry

From jerry@agle.uucp (Jerry Schwarz)

Newsgroups: net. gener al

Subj ect: Usenet Etiquette -- Please Read

Message- I D. <642@agl e. UUCP>

Date: Friday, 19-Nov-82 16:14:55 EST

Fol | omup- To: net. news

Expi res: Saturday, 1-Jan-83 00:00: 00 EST

Dat e- Recei ved: Friday, 19-Nov-82 16:59:30 EST

Organi zation: Bell Labs, Murray Hill

From chbosgd! mhuxj ! mhuxt!eagle!jerry (Jerry Schwarz)
Newsgr oups: net. general

Title: Usenet Etiquette -- Please Read

Article-1.D.: eagle.642

Posted: Fri Nov 19 16:14:55 1982

Recei ved: Fri Nov 19 16:59:30 1982

Expires: Mn Jan 1 00: 00: 00 1990

Either way, you will be able to retrieve specific header lineswith NNTP, so if there is no Subject header, you can get
the Title header instead.

VB Programming Technique

I have found that the best way to write for this type of protocol is by writing a response handler in the Receive event
or within the event or subroutine that receives incoming data. Y ou must use LineMaode with dsSocket. If you are
using another tool, make sure it fires a Receive event for each line of text it receives. Chapter 2 covers programming
with dsSocket, and you should refer to it if you have any questions specific to dsSocket as you read the rest of this
chapter.

Fortunately, | have already done the dirty work of writing an NNTP classin Visual Basic (cFNNTP.cls) that you can
drop right into your application, or simply referenceasaDLL. | have put commentsin the code for each of the
responses so you can step through the handler code for each response and modify it if need be. See Chapter 9 for
more information on using cfNNTP object.

NNTP commands can be sent anywhere from within your program, such as from a command button, menu option, or
list box double-click. Unlike some of the other code in this book, it is not necessary to wait for aresponse in aloop
after sending a command. The client code is state-oriented, meaning a command is sent and a state is entered, the state
of waiting for a response. Once the response has been received, the state changes back to idle. The response handling
code operates on the response codes differently depending on the state when the code was received. Thiswill become
more obvious when we start looking at the code.
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Take alook at the sample code in Figure 4.5, which simply sends the server a GROUP command to specify the
alt.winsock.programming newsgroup, and retrieves the number of articles and their number range. This code clip
assumes that you are aready connected to the NNTP server on port 119 using a dsSocket control. When the
Command1l button is clicked, the GROUP command is sent, which tells the server to select the
alt.winsock.programming newsgroup. The application is at that time waiting for a response from the server, which
could be either a211 indicating success, or a411 indicating that there is no such newsgroup.

Figure 4.5 This code sends the server a GROUP command to specify the alt.winsock.programming newsgroup,
and retrievesthe number of articlesand their number range.

Sub Commandl_dick ()
SendDat a dsSocket 1, “GROUP alt.w nsock. programm ng” & vbCrlLf
End Sub

Sub dsSocket 1l Recei ve(Recei veData As String)

Di m nPos As | nteger
Di m nCode As I nteger

Dim | NumArticles As Long
DmlFirstArticle As Long
Dim | LastArticle As Long

I f Len(ReceiveData) > 3 Then

‘-- Determine the reply code
nCode = Val (Left$(ReceivebData, 3))
Sel ect Case nCode

Case 211 '-- Article information for sel ected newsgroup
‘-- Trimthe reply code off the left of the string
nPos = I nStr(ReceiveData, “ ")

Recei veData = M d$( Recei veData, nPos + 1)

‘-- Cet the number of articles

nPos = I nStr(ReceiveData, “ ")

I NumArticles = Val (Left$(ReceiveData, nPos - 1))
Recei veData = M d$( Recei veData, nPos + 1)

‘-- Cet the first article nunber
nPos = I nStr(ReceiveData, “ ")
IFirstArticle = Val (Left $( Recei veData, nPos - 1))
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Recei veData = M d$(Recei veData, nPos + 1)

‘-- Get the last article nunber

nPos = I nStr(ReceiveData, “ ")

| Last Article = Val (Left$(ReceiveData, nPos - 1))
Case 411

MsgBox “No Such Newsgroup Exists”

End Sel ect
End Sub

If the 211 reply string is received via the Receive event then the number of articles, the first article number, and the
last article number are parsed out of the reply string. If the 411 reply string is received, a message box pops up to tell
the user that the specified newsgroup does not exist on the server.

String Parsing

The string parsing code is fairly common for this type of programming. Let me explain the first four lines of code
following the “Case 211" line. These four lines (actually the first, third, and fourth lines) are all you need to parse
values from a string.

Step 1 isto identify the position of the next space within the string. The Instr function returns the position of one
string within another string:

‘-- Suppose ReceiveData = “211 100 1200 1300~
nPos = InStr(ReceiveData, " ")
‘-- nPos equal s 4 because the space after “211" is the fourth character.

Step 2 isto trim the 211 and the space from the | eft of the string. The Mid$ function returns the portion of the string
(first argument) starting with the character position (second argument):

‘-- ReceivebData = “211 100 1200 1300" and nPos = 4
Recei veData = M d$(Recei veData, nPos + 1)
‘-- ReceivebData now equals “100 1200 1300”

Step 3isarepeat of Step 1, which returns the position of the next space within ReceiveData using the Instr function:
‘-- Suppose ReceiveData = “100 1200 1300”

nPos = InStr(ReceiveData, “ ")
‘-- nPos equal s 4 because the space after “100” is the fourth character.

Step 4 isto retrieve the value of the string up to but not including the space. The Left$ function returns the leftmost
number of characters (second parameter) of the string (first parameter). The Val function returns the value of the
string returned by the Left$ function:

‘-- ReceivebData = “100 1200 1300" and nPos = 4
I NumArticles = Val (Left $(Recei veData, nPos - 1))

‘“-- I NumArticles = 100

The szParseString Function

Although it isimportant to understand how to parse strings using VB, it is not always desirable to do it manually.
That's why | wrote the szParseString function for returning portions of a string. szParseString isafunction in

DSSOCK.BAS that will return a portion of a string given the string, adelimiter character, and the segment number.
For example, say we have the following string:

szText = “The Qui ck Brown Fox”

The following code will return “The’:



Debug. Print szParseString(szText, “ ", 1)

The following code will return “Brown”:

Debug. Print szParseString(szText, “ ", 3)
Sample Program—NNTP.VBP

Figure 4.6 shows NNTP, asimple newsreader application. Y ou can use it to browse and view news in any newsgroup
and post new articles (if posting is allowed). The code snippets discussed here are all taken from this sample
application.

Enter the news server name or address in the NNTP Server Name text box and click the Connect button. The client
connects to the NNTP server on port 119. After a successful connection, you can view a newsgroup by entering its
name in the Newsgroup Name text box and pressing the Retrieve button. The client then logs onto the specified
newsgroup and sends you alist of articles, as shown in Figure 4.7. Y ou can view any article by double-clicking onit.
The client downloads the article and displaysit, asin Figure 4.8.

Figure4.6 The NNTP sample newsreader program.

If you want to post to any newsgroup, hit the Post button. The post form, shown in Figure 4.9, pops up. Fill in the
newsgroup, your e-mail address, the subject, and the article text, and hit the Post button to post the message. When
the client receives a positive reply it shows a confirmation dialog box, shown in Figure 4.10.

Connecting to an NNTP Server

Connect to your NNTP server the same way you' d connect to any Internet server. NNTP listens to port 119.
Therefore, the following syntax will do nicely:

I f Socket Connect (dsSocket, 119, “your.nntp.server”, 30) Then
MsgBox “Error Connecting to server”, vblnformation

El se
MsgBox “Connected!”

End If

Upon connection you will receive either a 200 or a 201 reply and a welcome line that might look like the following:

Figure4.9 Click the Post button to pop up the Post form. Enter a message and press the Post button on the
Post form.
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Figure4.10 Theclient givesyou confirmation following a successful post.

200 mi ndport.net InterNetNews NNRP server INN 1.4 22-Dec-93 ready (posting ok).
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The 200 reply indicates that posting is allowed, and a 201 reply indicates that it isn’t. The reply number isfollowed by
the domain name, the version of NNTP software, and sometimes a textual indication of posting being allowed or not.
After receiving thisline, you should send the command, “MODE READER” to tell the server that you are a
newsreader. The server sends back another 200 reply. At this point you are ready to converse with the server.

Retrieving an Article Header

Now that you know how it works, let’s add some complexity to the above example. When the number of articles and
first and last article numbers are received, the code should send the HEAD command to retrieve the header for the first
articlein the newsgroup, and display the date, subject, and sender’s name in the debug window.

Now there must be two states, or modes if you will. State 1 is when we are receiving reply strings, and state 2 is when
we are receiving text (the article’' s header).

The header is sent asindividua lines of text terminated by a period on aline by itself (with a CR/LF on either side of
it). The HEAD command isfairly simple. The format is“HEAD” followed by a space and the article number, and
terminated with a CR/LF.

The examplein Figure 4.11 adds onto the Receive event from the previous example with code to return and parse the
header of the first article in the archive. There are some fundamental differences between this example and the first
one. Besides using szParseString to return the different portions of ReceiveData, the nCode variable is among several
variables declared Static. Static variables hold their values for the life of the program. When the subroutine runs, the
Static variables will be whatever their values were when the subroutine was previously exited. nCode is Static so that
the last reply code received is always available.

Figure 4.11 This code logsinto a newsgroup, then returns and par sesthe header of thefirst article.

Sub dsSocket 1_Recei ve(Recei veData As String)

DimnPos As Integer ‘-- Used with Instr

Const chrSpace = “ " ‘-- Used with Instr”

Const szPeriod = “.” '-- Used to determ ne the end of x-m ssion.
Static INumArticles As Long ‘-- Nunber of articles in group
Static IFirstArticle As Long ‘-- First Article Nunber

Static |ILastArticle As Long ‘-- Last Article Number

Static szSubject As String ‘-- Article Subject

Static szDate As String ‘-- Creation Date

Static szSender As String ‘-- Who posted the article

Static szArticleText As String

Static nText Mode As Integer ‘-- \When True, we are receiving data
‘When Fal se, reply codes.
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Static nCode As Integer ‘-- The last reply code received.

If nText Mode = Fal se Then
‘-- Receiving reply codes

nCode = Val (Left $(ReceiveData, 3))

Sel ect Case nCode
Case 211 ‘-- Article information for sel ected newsgroup

‘-- Cet the nunmber of articles
I NumArticles = Val (szParseString(Recei veData, chrSpace, 2))

-- Get the first article nunber
IFirstArticle = Val (szParseString(Recei veData, chrSpace, 3))

-- Get the first article nunber
| Last Article = Val (szParseString(Recei veData, chrSpace, 4))

-- Retrieve the Header for the first article
SendDat a dsSocketl, “HEAD'" & Str$(lFirstArticle) & vbCrlLf

Case 220, 221, 222
‘-- 220 Header and Body foll ows
‘-- 221 Header follows
‘-- 222 Body follows
‘-- Prepare to receive data
nText Mode = True

Case Is > 399 ‘-- An error occurred
MsgBox szParseString(Recei veData, 2), vblnformation

End Sel ect
El se
‘-- Transni ssion conpl ete?
| f SuperTrint(Recei veData) = szPeriod & vbCrLf Then
‘-- VWhat was the last code received?
Sel ect Case nCode
Case 220 ‘-- Header and body foll ows
‘-- szArticleText holds the conplete article text.
Debug. Print szArticl eText
Case 221 ‘'-- Header follows
Debug. Print szSubj ect
Debug. Print szDate
Debug. Print szSender
End Sel ect
‘-- Done receiving text. Ready for another code.
nText Mode = Fal se
El se
‘-- What was the last code received?
Sel ect Case nCode

Case 220 ‘-- Header and body foll ow
szArticleText = szArticleText & ReceiveData & vbCrlLf
Case 221 ‘-- Header follows

If Left$(UCase$(ReceivebData), 8) = “SUBJECT:” Then
szSubj ect = ReceiveData

El sel f Left$(UCase$(ReceiveData), 5) = “DATE:” Then
szDat e = ReceiveData

El sel f Left$(UCase$(Recei veData), 5)
szSender = ReceiveDat a

“FROM " Then



End |f
End Sel ect
End |f
End |f
End Sub

Also static are string variables szSubject, szDate, and szSender. These will hold the values extracted from the article
header until the header has been completely received, at which point they are displayed in a message box.

nCommandMode is a flag that indicates whether we are receiving reply strings or header data. If nCommandMode is
False (the default value) then we are receiving reply strings. When nCommandMode is True, then we are receiving
header text.

After sending the HEAD command you should receive a 221 message indicating that the header is being sent to you.
The next severa lineswill be the text of the header ending with a period on aline by itself. Remember that every line
endswith a CR/LF.

If the code received is 221, then nCommandMode is set to True. When aline of header data is received, then the nCode
valueistested, indicating the last reply code received. If this code is 221, then ReceiveDatais aline of header text.

Retrieving a Complete Article

With just aslight modification of the preceding code, we can tell the NNTP server to send us a specific article. The
code is exactly the same, except that you send the ARTICLE command instead of the HEAD command. Where HEAD
retrieves the header for an article, ARTICLE retrieves the entire article. To return just the body text of the article, send
the BODY command.

Instead of this;

‘-- Retrieve the Header for the first article

SendDat a dsSocket1l, “HEAD' & Str$(lFirstArticle) & vbCrlf
specify this command:

‘-- Retrieve the whole article
SendDat a dsSocket1l, “ARTICLE’ & Str$(lFirstArticle) & vbCrlf

Retrieving Article Information

When you use a newsreader program, such as Netscape, Microsoft Internet News, or Outlook Express application, to
browse a newsgroup you are usually presented with a one-line description of each article. Thisline may include the
date, subject, sender’s e-mail address, number of lines, and so on. Where does this information come from? The answer
isthe XOVER command. Here is the syntax for this command:

XOVER <article nunber range. ex: 200-400> <CRLF>

See the XOVER command definition at the end of this chapter for range options.

XOVER returns the following information on aline for each article in the specified range, ending with a CR/LF on a
line by itself:

<Article Nunber> <Subject> <Date> <Article ID> <Size in bytes> <Nunber of Lines>
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Example: Displaying Article Descriptions in a List Box

The following example shows how to ask for alist of al articlesin a newsgroup using the XOVER command,
and displaystheresult in alist box (it is assumed that you are already connected).

‘-- Send the XOVER conmand to retrieve all messages.
SendDat a dsSocket1, “XOVER 1-" & vbCrlLf

The server sends back a 211 reply, indicating the number of messages in the group, and the first and last
Messagel Ds. At that point the XOVER command is sent to retrieve the descriptions of all messagesin the entire

group.

The server then sends back a 224 reply, indicating that the list is about to be sent. At that point aflagis set to
indicate that we are receiving the list. Each line received after that is parsed and the data displayed in alist box.
At the end of the list, the server sends a period on aline by itself. When thisis received, the connection is closed.

Posting an Article

Before you can post an article, you must have received the words “ posting ok” in the first line received when you
connect to the server. If you don't receive this string there’ s agood chance the server is not accepting posts.

To initiate a posting, send the POST command like so:

SendDat a dsSocket1l, = “POST" & vbCrlLf

Y ou will receive back either a 340 reply indicating that you can go ahead and send the article, or a 440 reply
indicating that posting is not allowed. If you get a 340, you can immediately start sending the article text.

To post amessage, you need to create at least aminimal header. In NNTP land the following fields are
considered required:

From. Name and e-mail address of the sender having the following format:

Carl Franklin <carl @ranklins. net>
Newsgroups. List of groups to post to separated by comma
Subject. Subject of your message
Here is a perfect example of a header that you will create when posting a new article:
From Carl Franklin <carl @ranklins. net>

Newsgroups: test.newsgroup
Subject: This is a test post
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The NNTP server fillsin al the detail header fields, such as the Message-1D, Date, and so on.

The message body follows the header, from which it is separated by a blank line. The body ends with a period on
aline by itself. Figure 4.12 shows an example of a complete article ready to be posted. All lines are terminated
with aCR/LF.

Figure4.12 A complete Usenet articleready to be posted.

From Carl Franklin <carl @ranklins.net>

Newsgr oups: test.newsgroup

Subject: This is a test post

This is a test post froma Visual Basic Application.

Carl Franklin

Figure 4.13 Example: Posting an article.

SendDat a dsSocket1l, “From Carl Franklin <carl @ranklins.net>" & vbCrlf
SendDat a dsSocket 1, “Newsgroups: test.newsgroup” & vbCrlf

SendDat a dsSocket1, “Subject: This is a test post” & vbCrlf

SendDat a dsSocket1, vbCrlf

SendDat a dsSocket1, “This is a test post froma Visual Basic Application!” &
vbCrl f

SendDat a dsSocket1, vbCrlf

SendDat a dsSocket1, “Carl Franklin” & vbCrlf

SendDat a dsSocketl1, “.” & vbCrlf

After sending the POST command and receiving a 340 reply, you can execute the sample code shown in Figure
4.13 to post a message. Of course, you would want to let your user specify the actual article data, but thisisa
good example from a programmer’ s perspective.

After executing this code, you will either receive a 240 indicating success, or a 4xx series error, indicating awide
variety of errors all meaning that the post was rejected for one reason or another. Figure 4.14 shows the actual
errors you could receive.

Figure4.14 Possible errorsresulting from posting an article.

400 service discontinued

TIP: Itisnot efficient to send your text one line at atime; | wrote the exampl e this way to bring attention to the
different lines that make up the sent text. It would be better to concatenate the entire message together into one string,
and then send that string.

435 article not wanted - do not send it
437 article rejected - do not try again
440 posting not all owed

441 posting failed

500 conmand not recogni zed

501 command syntax error

502 access restriction or perm ssion denied
503 program fault - comrand not perforned




Figure 4.15 What the sample article might look like when read with a newsreader.

Pat h: m ndport. net! news

From Carl Franklin <carl @ranklins. net>
Newsgroups: test.newsgroup

Subject: This is yet another test post
Date: 30 Cct 1995 14:39:07 GV

Organi zation: M ndport Internet Services

Li nes: 3

Message- | D: <47202b$98c@r aco. m ndport . net >
NNTP- Post i ng- Host: 199. 35. 240. 135

This is a test post froma Visual Basic Application.

Carl Franklin

Assuming that you receive a 240 reply back from the server, you can immediately retrieve the article with the
ARTICLE command, although you will need to get the article number. Thereis agood chance that it will be the
last article posted to the group, although thisis not 100 percent guaranteed because someone else could be
posting at the exact same moment as you. It’s best to do an XOVER on thelast 10 or so articlesto find your
article number. Figure 4.15 shows what the article might look like when read with a newsreader.

Posting a Reply to a Previous Message

When posting areply, you need to fill in just one other header, the Reply-To header. For example, Figure 4.16
shows the same message posted as areply to an article posted by Jon Smith. The original messageis enclosed in
guotes, as is the common practice when replying to an article.
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Figure 4.16 Posting areply to a previous message.

SendDat a dsSocketl1l, “From Carl Franklin <carl @ranklins.net>" & vbCrlf
SendDat a dsSocket1, “Newsgroups: rec.audio.pro” & vbCrlf

SendDat a dsSocket1, “Subject: Re: Wiy should | get a sanpler?” & vbhCrlf
SendDat a dsSocket1, “Reply-To: Jon Smith <jons@onewhere.net>" & vbCrlf
SendDat a dsSocket 1, vbCrlf

SendDat a dsSocketl1, “> Wiy woul d one buy a sanpler?” & vbCrlf

SendDat a dsSocketl1, “> What is a sanpler, anyway?” & vbCrlf

SendDat a dsSocket1l, “> Just Curious,” & vbCrlf

SendDat a dsSocketl1, “> " & vbCrlf

SendDat a dsSocketl1l, “> Jon Snmith” & vbCrlf

SendDat a dsSocket1l, vbCrlf

SendDat a dsSocket1l, “Jon,” & vbCrlf

SendDat a dsSocket1, “A sanpler lets you record snall digital clips” & vbCrlf
SendDat a dsSocket1, “of your favorite instrunents and themreproduce themi & vbCrlf
SendDat a dsSocketl, “with a MDI controller. They are great for druns.” & vbCrlf
SendDat a dsSocket 1, vbCrlf

SendDat a dsSocketl, “Carl Franklin” & vbCrlf

SendDat a dsSocketl1l, “.” & vbCrlf

Retrieving a List of Newsgroups

The LIST command retrieves alist of newsgroups from the server. By sending the LIST command you are really asking for
trouble in that the server will return the monster list of all newsgroups. The server sends a 215 reply followed by each
newsgroup’ s information on separate lines and ending with aperiod on aline by itself. Each line has the following format:
<newsgroup> <l ast article nunber> <first article nunber> <posting allowed (y or n)>

For example, the following command:

SendDat a dsSocket1, “LIST” & vbCrlLf

would return the following:

215 List Foll ows

al t. barney. di nosaur. di e.die.die 1100 1000 y

al t. bar ney. di nosaur . why. why. why 320 297 y
<and so on>

If you are writing a newsreader, it would be best to save the output of the list command to a database or some other file and
give the user the option of retrieving it every time.

LIST ACTIVE Returns Selective Newsgroups
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LIST ACTIVE returns alisting of active newsgroups, and perhaps more importantly, lets you limit the range of groups for
which information is returned. The server returns a 215 reply followed by alist of newsgroups. For example, the following
command:

SendDat a dsSocket1, “LIST ACTIVE conp. | ang. basic.visual.*” & vbCrLf
could return the follow ng data

215 list follows

conp. | ang. basi c. vi sual . 3rdparty 2200 1923 y

conp. | ang. basi c. vi sual . announce 240 237 y

conp. | ang. basi c. vi sual . dat abase 11293 11245 y

conp. | ang. basi c. vi sual . m sc 23098 22432 vy.

TIP: It has been my experience that LIST ACTIVE does not always accept an argument, and will only return a complete list of
active newsgroups.

XGTITLE Returns Newsgroup Descriptions

The XGTITLE command returns alist of newsgroups that fit the specified WILDMAT search mask. The server returns a
282 reply followed by alist of newsgroups. On each lineis returned the name of the newsgroup and a short description. For
example:

SendDat a dsSocket1, “XGTI TLE conp. | ang. basi c. vi sual . *” & vbCrLf

would return the following:

282 list foll ows

conp. | ang. basi c. vi sual . 3rdparty Add-ins for Visual Basic.

conp. | ang. basi c. vi sual . announce Oficial information on Visual Basic.
(Moder at ed)

conp. | ang. basi c. vi sual . dat abase Dat abase aspects of Visual Basic.
conp. | ang. basi c. vi sual . m sc Vi sual Basic in general.

Y ou could return the description of just one newsgroup by specifying it without any wildcards. For example:

SendDat a dsSocket1, “XGTIITLE conp. | ang. basi c. vi sual . mi sc” & vbCrLf

would return this:

282 list follows
conp. | ang. basi c. visual . m sc Visual Basic in general.

LIST NEWSGROUPS also Returns Newsgroup Descriptions

The LIST NEWSGROUPS command does essentially the same thing as XGTITLE, but it returns a 215 result code. For
example, this command:

SendDat a dsSocket1, “LIST NEWSGROUPS conp. | ang. basi c.visual.*” & vbCrLf

would return the following:

215 Descriptions in form*“group description”.

conp. | ang. basi c. vi sual . 3rdparty Add-ins for Visual Basic.

conp. | ang. basi c. vi sual . announce O ficial information on Visual Basic. (Mderated)
conp. | ang. basi c. vi sual . dat abase Dat abase aspects of Visual Basic.

conp. | ang. basi c. vi sual . m sc Vi sual Basic in general.

TIP: It has been my experience that LIST NEWSGROUPS does not always accept an argument, and will only return a complete
list of newsgroups.
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Retrieving a List of Article Numbers

You canretrieve alist of just the valid article numbers for a newsgroup with the LISTGROUP command. LISTGROUP takes
as an argument the name of a newsgroup. Here is the syntax:

LI STGROUP <newsgroup nane> <CRLF>

After receiving a LISTGROUP command the server sends a 211 reply followed by alist of article numbers, each on aline by
itself and ending with a period. For example, the following command:

SendDat a dsSocket 1, “LISTGROUP conp. | ang. basi c. vi sual . announce” & vbCrLf

would return the following output:

211 List foll ows
11143
11145
11146

Retrieving a Specific Header Field

The XHDR command lets you retrieve a specific header field for agiven article. Here is the command syntax:
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XHDR <Fi el d Name> <Article Nunber> <CRLF>

The server returns a 221 reply followed by aline containing the article number and header information and a period on aline
by itself. For example, the following command:

SendDat a dsSocket1, “XHDR Subject 14619” & vbCrLf

could return the following server output:

221 Subject fields foll ow
14619 Re: VB Deconpil er

Thisis very handy when you want only specific pieces of the header. For example, if you were to write an application that
routes certain newsgroup articles by e-mail, you would not need all the distribution headers, and whatnot. Y ou just want the
sender’ s name, e-mail address, and the date and subject of the message.

Searching for Articles by Header

The XPAT command is used to search for Usenet articles. XPAT retrievesalist of articles in the current newsgroup given a
range of articles, a header field, and a match pattern. XPAT returns the article number and the specified header field for all
articles where the header field matches the pattern. Here is the syntax:

XPAT <Header > <Range| Message- 1 D> <W Il dmat String> [<WIldmat String>] <CRLF>

Here is some example code that searches for all articles where“VVB6” appears in the subject for the
comp.lang.basic.visual.misc newsgroup:

SendDat a dsSocket 1, “XPAT Subject 1- *VB6*” & vbCrLf
Hereis an example that returns all messages posted by Carl Franklin:

SendDat a dsSocket 1, “XPAT From 1- *carl @ranklins.net*” & vbCrlLf

The server returns a 221 reply followed by a list of articles ending with a period on
exanpl e, consider the output of XPAT From 1- *carl @ranklins. net*:

221 From mat ches fol | ow

10894 Carl|l Franklin <carl @ranklins. net>

There are many great practical uses for this type of search. Are you having trouble finding someone who you know is active on
Usenet? Pick out alist of newsgroups that he or she frequents and search them on a daily basis for any articles with your
friend’ s name in the From header field.



Is someone you know looking for ajob? Search biz.jobs.offered headers for keywords like “Engineer” or “ Sacramento.” Just
for kicks, e-mail all the desired articlesto yourself, or throw them into an Access database.

Y ou see, programming the Internet is not just about accessing the Internet, it’s about disseminating the information available
for real-world practical reasons.

Server-to-Server Communication

NNTP is much more than a protocol for news clients, it’s also how NNTP servers communicate with each other. An NNTP
server will have at least one other server connected to it at all times, although it is not uncommon for it to be linked to three or
four other servers. Whenever your site receives a post from alocal user it is quickly passed on to the other servers using the
IHAVE command. Y our server is constantly receiving news from the other servers with the IHAVE command also. IHAVE is
the way news s replicated throughout the I nternet.

Here is a conversation that takes place between two servers to successfully replicate an article:

RECV: | HAVE <krwaosRREdf 3. 342@et com con> <CRLF>

SEND: 335 send article to be transferred. End with <CR-LF>. <CR-LF>

RECV: [Server sends the article ending with a period on a line by itself]
SEND: 235 article transferred K <CR-LF>

Here is a conversation that takes place between two servers when the receiver already hasthe article:

RECV: | HAVE <krwaosRREdf 3. 342@et com con> <CRLF>
SEND: 435 article not wanted - do not send it <CR-LF

Using the cfNNTP Object

Now that you know how NNTP works you can use the cfNNTP object in your own projects without having to cut and paste
my sample code into your project. Chapter 9 shows you how to drop this object into your own projects with just afew lines of
code.

Epilogue

NNTP may seem at first like it wouldn’t fit well into an existing framework. However, you can use NNTP to supplement an
information system by tapping the largest source of subject-oriented material the Internet can offer.

One practical (and profitable) use of Usenet is archiving. Write an application to archive news articles for one or more
newsgroups and then provide search capabilities either on the subject line or on the articles themselves. | know that on Carl &
Gary’s Visua Basic Home Page our news archive database isarea crowd-pleaser. We receive a steady stream of compliments
on it. Although it was originally written with Perl scriptsin Unix, the same thing could easily be written in Visual Basic. You
can store the articles in any database format from Accessto MS SQL Server.
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CHAPTER 5
ELECTRONIC MAIL

Introduction

Electronic mail, or email, is the most widely used resource on the Internet.
Many modern companies, large and small, rely on e-mail astheir primary
source of communication. The world of electronic mail seems mysterious
when you first approach it. There are all these computers whizzing your
messages around the world at the speed of light. How do they work? What
happens when you send mail? What’ s the difference between e-mail and
CompuServe or America Online mail messages?

After reading this chapter, you'll understand how e-mail systems work, and
you will know how to use the SMTP and POP3 protocols to send and receive
e-mail messages and files using Visual Basic.

Electronic mail isakind of catch-all phrase that describes any transfer of
textual (and binary) data from one computer user to another via some sort of
communications network. For me, asfor many of us, my first encounter with
electronic mail was CompuServe. | went nuts when | saw CompuServe for the
first time. | could send mail to people. | could get into the CB simulator and
talk in real time (almost) with other people all over the world.

CompuServe usesitsinterna network and software to move messages around
from mailbox to mailbox. Thisincludes pieces of the Internet at certain points
of transmission, but the whole process is managed by CompuServe. America
Online, Prodigy, and the Microsoft Network are other examples of commercial
networks that offer electronic mail.

But there is another type of electronic mail that is much broader in scope and
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definition. Its roots are in the academic institutions of the world. Internet mail
can be set up and accessed by anyone, not just a CompuServe or an AOL. In
fact, there are many new Internet Service Providers (ISPs) that offer
connectivity to the Internet including e-mail for a monthly fee, using alocal
access phone number. These ISPs are increasing daily all over America, and
arereally representative of the open architecture of Internet protocols. Most all
| SPs have amail server that speaks SMTP and POP3. Y ou can access e-mail
from this server with one of many shareware or commercia e-mail
applications like Pegasus, Eudora, or Microsoft Outlook Express, which do
exactly what the sample code in this chapter does.

If you couldn’t wait and have already |ooked at the sample code for this
chapter, you may be struck by how ssmpleit is. The truth is that these and
other Internet protocols are so easy that a big marketing focus of the large
commercial networks is convincing the masses that using their system is better
than using just the public Internet systems, which in reality are some of the
biggest reasons for the Internet’ s incredible popul arity. In most cases
commercia online services add alayer between you and the mail gateway.

I’m not saying that commercial networks are not excellent sources of
information and Internet services, I'm merely trying to help you understand
that there is a difference between CompuServe mail and Internet mail. This
difference really becomes apparent when you try to write programs to access
e-mail on acommercia network versus an Internet server. To access e-mail on
CompuServe you need either a high-level system such as Microsoft Exchange
or you need to write a serial communications program to access CompuServe
with amodem, coding your way to the e-mail section and sending the right
strings to send or get your mail. Each commercial network has a different
protocol (or set of rules) for sending and receiving mail. Some networks may
not even offer away for you to write code to get your mail, instead making
you use their own applications. Thisiswhy it’s very important that there be
some sort of standard protocol for sending and receiving mail with a mail
server. Enter SMTP (for sending) and POP3 (for receiving).

If you access the Internet through an ISP, you need to know the name of your
mail server. Call them up and ask them if they have an SMTP/POP3 mail
server, and if you could please have the address. This information is usually
supplied with your sign-up package that you should have received from the

| SP. With only the address of the server and your name and password, you are
ready to use some very simple Visual Basic code to send and receive e-mail.

The SMTP Protocol

The Simple Mail Transport Protocol (SMTP) is used to send mail messages.
SMTP uses port 25. That is, to send a message to amail server with SMTP
you must first connect to that server on port 25. Once connected, thereis an
exchange of commands and responses back and forth between you (the client)
and the mail server. Every line you send must end with acarriage
return/linefeed pair.

Take alook at the sample session in Figure 5.1, which sends an e-mail
message to an SMTP server taken from RFC 821. The letter S stands for Send



and the letter R for Recelve.

Thefirst line sent tells the server who the mail is from, to which the server
responds with a 250 OK reply. The number 250 is a code that means OK.
Other numbers mean other things, but we'll get to that in a minute.

The next line sent to the server identifies the receiver. The server responds
with OK. This can be repeated for as many recipients as required. The third
line sent in this example shows what happensiif the specified receiver does not
exist at the domain. The server will send back the number 550 followed by an

error message.

Figure 5.1 Sample session between an SMTP client and server.

S: MAIL FROM <ne@ryhouse. conp

R 250 K

S: RCPT TGO <you@our house. conp

R 250 K

S: RCPT TGO <soneone@onewher e. conp

R. 550 No such user here

S: RCPT TQO <anot her one@onewher e_el se. conp
R 250 K

S: DATA

R 354 Start mail input; end with <CRLF>. <CRLF>
S: Bl ah bl ah bl ah...

S. ...etc. etc. etc.

S: <CRLF>. <CRLF>

R 250 K

Jumping down to the fourth block, thisis where the message itself is sent. If
the server accepts the DATA command indicating it is ready to receive data, it
will send back the number 354, at which point the client sends the message
followed by carriage return/linefeed pair, a period, and another carriage
return/linefeed. If the message was sent successfully the server sends back 250
OK.

SMTP Commands

SMTP uses a series of ssimple four-character commands such as MAIL and
QUIT that perform the various tasks required to send an e-mail message.
These commands are listed in the SMTP Reference Appendix at the back of
this book. SMTP commands are always followed with a CR/LF pair.



Server Responses

After sending an SMTP command, you will receive areply that consists of a
three-digit number followed by a space and a text message. Figure 5.2 shows a
list of reply codes in numeric order. The full descriptions of these codes can be
found in RFC 821.
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Reply Code Categories

Each digit of the reply code has a specific meaning. There are five values for the first digit of the reply code: 1 is not
used in SMTP, 2 indicates a positive reply, 3 indicates a positive intermediate reply in which case the server is
waiting for more information, 4 indicates that the command was not accepted and the requested action did not occur
yet the condition istemporary, and 5 indicates absolute failure.

The second digit indicates the category of the reply: 0 indicates a syntax error, 1 indicates informational content, 2
indicates a message concerning the transmission channel, 3 and 4 are not used, and 5 indicates a message concerning
the status of the mail system. The third digit merely specifiesthe level of granularity of messagesin a particular
category.

Figure 5.3 shows a quick summary of how to interpret SMTP reply codes. Y ou should consult RFC 821 for a
complete discussion of these.

VB Programming Technique

SMTP isacommand/reply protocol. That is, for every SMTP command, the server will respond with one or more
reply codes. In Visual Basic, thisis all handled in the Receive event of dsSocket.

Figure5.2 SMTP reply codes.

211 System status, or systemhelp reply
214 Hel p nessage
[Information on how to use the receiver or the neaning of a particular
nonst andard
command; this reply is useful only to the human user]
220 <donai n> Servi ce ready
221 <dommi n> Service closing transm ssion channe
250 Requested nail action okay, conpleted
251 User not local; will forward to <forward-path>
354 Start mail input; end with <CRLF>. <CRLF>
421 <domai n> Servi ce not avail able, closing transm ssion channe
[This may be a reply to any conmmand if the service knows it nust shut down]
450 Requested mail action not taken: mail box unavail abl e
[E.g., mailbox busy]
451 Requested action aborted: error in processing
452 Requested action not taken: insufficient system storage
500 Syntax error, command unrecogni zed
[This may include errors such as command |ine too |ong]
501 Syntax error in paraneters or argunents
502 Command not i npl enent ed
503 Bad sequence of conmmands
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504 Command parameter not i npl enented
550 Requested action not taken: mail box unavail abl e[E. g., nmail box not found, no
access]
551 User not local; please try <forward-path>
552 Requested nmil action aborted: exceeded storage allocation
553 Requested action not taken: nail box nane not all owed
[E.g., mailbox syntax incorrect]
554 Transaction fail ed

Figure5.3 How to interpret SMTP reply codes.

2XX Positive Reply

3xX Positive Internediate Reply

4xX Transitive Negative Conpletion Reply
5xx Per manent Negative Conpl etion Reply

x0x Syntax Error
x1x I nformation
X2X Connecti ons
X3X Unspecified as yet
X4X Unspeci fied as yet

X5x Mai | system

Brain-Dead SMTP

Don't laugh, it works most of the time. I'm talking about Brain-Dead SMTP, or sending blind without listening to the
server. You can just ignore al the servers responses if you are so sure of yourself, but | don’t recommend shipping
product with Brain-Dead SMTP. Still, it's good for demonstration purposes, so here’s how to do it.

Figure 5.4 shows the Visual Basic routine, SendBrainDead, which accepts a dsSocket control connected to a mail
server on port 25, a“from” string, a“to” string, a subject string, and a string containing the message, and sends it
blindly, in true brain-dead fashion.

The szCompleteMsg string is made up of a header, which is ssimply the date, from address, to address, and the subject
on four lines, and the message itself, with a blank line in between the header and the message. Notice that every line
ends with a carriage return/linefeed pair and that the whole message ends with a period on ablank line by itself.

Do you want to try it? Go ahead: Load the project called BRAINDED from the SMTP subdirectory. BRAINDED
uses this routine to send a mail message.

True SMTP

The cool thing about Brain-Dead SMTP is that you can write it quickly and useit right away. The obvious downside
isthat there is no error handling. What happens if the recipient doesn’t exist? Y our program should know if it sends
mail with a bad recipient address so the user can fix it. The server sends reply codes after every command it receives.
For example, if you specify a bad recipient address the server will send a 550 reply code, which means *mailbox not
available.”

Figure 5.4 SendBrainDead sends an e-mail message with no error checking.

Sub SendBrai nDead(dsSock As Control, szFrom As String, szTo As String,
szSubj ect As String, szMsg As String)
Di m szConpl eteMsg As String
szConpl eteMsg = "HELO " & szFrom & vbCrlf
& "MAIL FROM <" & szFrom & ">" & vbCrlf
& "RCPT TO <" & szTo & ">" & vbCrlf
& "DATA" & vbCrlf
& "DATE: " & Format $(Now, "dd mmmyy ttttt") & vbCrlf
& "FROM " & szFrom & vbCrlf
& "TO " & szTo & vbCrlf _
& “SUBJECT: " & szSubject & vbCrlf & vbCrlf



& szMsg & vbCOrIf & "." & vbCrlf
dsSock. Send = szConpl et eMsg

End Sub

To have atrue SMTP service, you must interact with the other machine on a command/reply basis. The basic idea
behind command/reply programming is that you set up areply code handler in the Receive event and take action
based on the reply code that you' ve received as well as on the last command that you issued. Y ou must react to reply
codes accordingly. Fortunately, SMTPisfairly simple.

Connecting and Disconnecting

When you connect to an SMTP server you will receive a 220 reply, at which time you should send a HEL O command
with the following format:

HELO <SP> <domai n> <CRLF>

where <domain> is the domain portion of your e-mail address. For example, if your e-mail addressis
santa@northpole.com, your domain is northpole.com.

When disconnecting, send the QUIT command. It is considered rude to simply disconnect the socket, althoughiit is
perfectly acceptablein most cases because SMTP servers are fairly thick-skinned and do not insult easily. Anyway,
here isthe format of the QUIT command:

QUI T <CRLF>

After sending the QUIT command, you will receive a 221 reply and then the socket will disconnect. When using
dsSocket, the lose event will fire.

Sample Application: SMTP.VBP

Figure 5.5 s(ows the main screen of the SMTP sample application and Figure 5.6 shows the code. It isimportant that
you keep track of the last command you sent the server so that you will know how to interpret the reply codes you
receive. The SendSM TP Command procedure sends a specified command string, and assigns the command portion to
aglobal string (gszCommand). At any time you can determine the last command sent by looking at gszCommand.

Figure 5.6 SMTP listings.

SMTP. BAS Li sting
Option Explicit
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Figure5.5 SMTP Main screen.

-- Holds the | ast command i ssued

d obal gszCommand As String

'-- These variables hold fields of the
nessage to be sent.

d obal gszTo As String

A obal gszFrom As String

A obal gszSubj ect As String
A obal gszMsg As String

Sub SendSMIPConmand( DSSock As Control, szCrd As String)

-- Save the | ast command sent
gszConmand = szParseString(szCnd, " ", 1)
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End Sub

SMIP. FRM Li sti ng
Option Explicit

Sub CheckFi el ds()

bt nSend. Enabl ed = Fal se

'-- Send the commmuand

SendDat a DSSock, szCnd & vbCrl f

'-- Enables the send button only
if all the fields are filled in.
If Len(txtHost) Then

I f Len(txtFrom

Then

If Len(txtTo) Then
If Len(txtSubject) Then

| f

Len(t xt Msg) Then
bt nSend. Enabl ed = True
Exit Sub

End |f

End | f
End | f
End | f
End If

End Sub

Private Sub bt nOK Qi ck()

End

Sub

Unl oad Me
Sub

bt nSend_Cl i ck()

Send an Email nessage. All we have to do here is

fill in the gl oba
fromthe text contr
the rest.

'-- Disable the but

strings that make up the nessage
ol s, and connect. The protocol does

tons

bt nSend. Enabl ed = Fal se

bt nOK. Enabl ed = Fal
Scr een. MousePoi nt er

se
= vbHour gl ass



"-- Fill in the global strings
gszFrom = t xt From

gszTo = txtTo

gszSubj ect = txt Subj ect

gszMsg = txt Msg

'-- Connect to the host
I f Socket Connect (dsSocket 1, 25, (txtHost), 30) Then
'-- An error occurred.
MsgBox " Coul d not connect”, vblnformation, "SMIP Cient”
bt nSend. Enabl ed = True
bt nOK. Enabl ed = True
Scr een. MbusePoi nt er = vbNor nal
End | f

'-- The protocol takes over fromhere (dsSocket1l Receive)
End Sub
Sub dsSocket1_Cl ose(ErrorCode As Integer, ErrorDesc As String)

gnConnect ed = Fal se
End Sub

Private Sub dsSocket 1l Connect ()
gnConnected = True
End Sub
Sub dsSocket 1l Recei ve(ReceiveData As String)
'-- SMIP dient Protocol in action!

Di m nPos As | nteger '-- Used with Instr

Di m nl ndex As | nt eger
D m szFul | Msg As String

Const chr Space = " " '-- Used with Instr
Const szPeriod =

'-- Used to determ ne the end of x-m ssion.



Static nText Mbde As | nteger '-- When True, we are receiving data
' When Fal se, reply codes.
Static nCode As |nteger '-- The last reply code received.

Static bRecei ved220 As | nteger "-- Set true after receiving the first
' 220, indicating a connection.

'-- Grab the reply code.
nCode = Val (Left $(ReceiveData, 3))

"-- VWhat is it?
Sel ect Case nCode

Case 220 '-- Connect and/or Command OK
"-- Is this the first 220?
I f Not bReceived220 Then
"-- Yep. Flip the flag.
bRecei ved220 = True

'-- This neans we're connected. At this
' poi nt Socket Connect will exit.
'-- Send the MAIL command to initiate the send
' pr ocess.
SendSMIrPComand dsSocket1l, "HELO <" &

M d$(gszFrom Instr(gszFrom "@)) & ">"
gnConnected = True

End If
Case 250 '-- Command OK

'-- VWhat was the | ast conmand?
Sel ect Case gszCommand$

Case "HELO'

'-- Send the MAIL command to initiate the send

' process.

SendSMrPCommand dsSocket 1, "MAIL FROM <" & gszFrom & ">"
Case "MAIL"

'-- After MAIL, send the RCPT command to

' establish the final destination

SendSMIrPCommand dsSocket1l, "RCPT TO <" & gszTo & ">"
Case " RCPT"



'-- After RCPT, send the DATA command
' to request permssion to send the mail nessage.
' This should yield a 354 reply.
SendSMIPCommand dsSocket 1, " DATA"
Case " DATA"
'-- This is the second tinme we get 250... after the
' mai | has been sent. W actually get a 354
' after sending the DATA conmand (see bel ow)
'-- Confirmation that the nessage was delivered.
MsgBox " Message Delivered”, vblnformation, "SMIP Cient”
bt nSend. Enabl ed = True
bt nOK. Enabl ed = True
Scr een. MousePoi nt er = vbNor nal
bRecei ved220 = Fal se

End Sel ect

Case 354
"-- There should only be one command... DATA
Sel ect Case gszCommuand$
Case " DATA"
'-- Now we have pernission to send the nessage.
' Conpose the conplete nessage. Note the date format.
' This is very inportant.
szFul | Msg = "DATE: " & Format $(Now, "dd mmmyy ttttt") & vbCrlf
"FROM " & gszFrom & vbCrlf
"TO " & gszTo & vbCrlf
"SUBJECT:. " & gszSubject & vbCrlf & vbCrlf
gszMsg & vbCrlf & "." & vbCrlf

Ro Qo Ro Ro

'-- Don't use SendSMIP conmmand, so the
' | ast command will still be "DATA"
SendDat a dsSocket1, szFull Msg

End Sel ect

Case |Is >= 400
"-- An error of some sort occurred. Display to the user and
reset everything.



MsgBox M d$(Recei veData, 4), vblnformation

bt nSend. Enabl ed = True
bt nOK. Enabl ed = True
Scr een. MbusePoi nter = vbNor mal
bRecei ved220 = Fal se
Case El se
'-- Something we weren't expecting
Debug. Print Recei veDat a
End Sel ect
End Sub
Sub dsSocket 1 SendReady()
gnSendReady = True
End Sub
Sub Form Load()
dsSocket 1. Li neMbde = True

End Sub
Sub Form Unl oad(Cancel As |nteger)

Socket Di sconnect dsSocket 1

End

End Sub

Private Sub txtFrom Change()
CheckFi el ds

End Sub

Private Sub txtHost Change()
CheckFi el ds

End Sub

"Error

From Server"



Private Sub txtMsg_Change()
CheckFi el ds

End Sub

Private Sub txtSubject Change()
CheckFi el ds

End Sub

Private Sub txtTo_Change()
CheckFi el ds

End Sub
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Check out the dsSocket1l Receive event procedure. The first thing that happens is the reply code is determined. Since this
code is always the first three digits of areceived string, we can simply use the Left$ function to return the three leftmost
characters, and convert thisto an integer with the Val function like so:

nCode = Val (Left $(ReceiveData, 3))

Next, a Select Case structure defines the reply handler. The first code you will receive after connecting is a 220 (Connect
OK or Command OK). Receiving this code is the true indication that you’ ve successfully connected to the SMTP server.
Therefore, the sample code sets the gnConnected variable to True upon receiving this code, rather than in the Connect
event.

Sending Mail

After receiving a 220 code for the first time the SMTP project code initiates atransaction by sending a MAIL command. At
this point you could substitute SEND, SAML, or SOML for the MAIL command depending on how you want the message
to be delivered. More on this shortly.

Y ou will receive a 220 code more than once, so in order to send at the appropriate time you must set a flag after receiving
220 thefirst time. Then, simply check to see that the flag is not set before sending the MAIL command. The bReceived220
variableis used for this purpose. Figure 5.7 shows how this static variable is used.

The MAIL command specifies the sender’s e-mail address. The correct syntax is as follows:

MAI L FROM <ermil| address>

After receiving the MAIL command the server will send back a 250 reply if it can accept e-mail. If you do not get a 250
then you cannot send mail. Figure 5.8 shows how the code handles a 250 reply. The code response will depend on the last
command sent. In this case, the last command was “MAIL” so the RCPT command is sent:

'-- After MAIL, send the RCPT command to
' establish the final destination
SendSMrPConmand dsSocket 1, "RCPT TO <" & gszTo & ">"

Figure5.7 Using static variables.

"-- What is it?
Sel ect Case nCode

Case 220 '-- Connect and/or Command OK.
'-- |Is this the first 2207
If Not bRecei ved220 Then
'-- Yep. Flip the flag.
bRecei ved220 = True
'-- This neans we’'re connected. At this
poi nt Socket Connect will exit.
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gnConnected = True

' Send the MAIL conmand to initiate the send

' process.

SendSMIPCommand dsSocket1l, "MAIL FROM <" & gszFrom & ">"
End I f

RCPT tellsthe SMTP server who the recipient is. The correct syntax for RCPT is as follows:

RCPT TO <emmil _address>

If the SMTP server has no problem with the RCPT command, you will again get a 250 reply. When a 250 is received after
sending a RCPT command, the DATA command is issued:

Case " RCPT"
'-- After RCPT, send the DATA comand
' to request perm ssion to send the mail nessage.
' This should yield a 354 reply.
SendSMIPComand dsSocket 1, " DATA"

Figure 5.8 Handling a 250 reply.

Case 250, 251 '-- Command K

'-- What was the |last conmand?
Sel ect Case gszCommand$
Case "MAIL"
'-- After MAIL, send the RCPT conmand to
' establish the final destination
SendSMrPConmeand dsSocket 1, "RCPT TGO <" & gszTo & ">"
Case " RCPT"
'-- After RCPT, send the DATA comrand
' to request perm ssion to send the mail nessage.
' This should yield a 354 reply.
SendSMIPConmand dsSocket 1, " DATA"
Case " DATA"
'-- This occurs after successfully sending an
' emai | nessage.

'-- Confirmation that the nessage was delivered.
MsgBox "Message Delivered", vblnformation, "SMIP Client"

bt nSend. Enabl ed = True
bt nOK. Enabl ed = True
Scr een. MousePoi nt er = vbNor nal
bRecei ved220 = Fal se
End Sel ect

DATA isjust sent asis. Thistellsthe server that you are about to send the message header and body. When the server is
ready for you to send the message it sends a 354 reply, which means “go ahead and send your message.” When you send the
message you are not sending a command, you are sending data. Therefore, you should just use the SendData routine and not
SendSM TP Command.

What happens hereis alittle tricky to code. After receiving the 354 you send the message and then you receive a 250 when
the server has successfully received it. Using our current programming technique, after receiving the 250 the last command
sent will be DATA. Figure 5.9 shows the code for handling the 354 reply. The format of the message is the most important
factor here. If it's not perfect it will be refused. Figure 5.10 shows a sample message. Assume that every line ends with a
CRILF.

OK, now you’ ve sent the message. Y ou will now receive a 250 from the server. Here is what happens when you receive
this:

Case "DATA"
'-- This occurs after successfully sending an



emai | nessage.
'-- Confirmation that the nessage was delivered.
MsgBox "Message Delivered", vblnformation, "SMIP Cient"

Figure5.9 Handling a 354 reply.

'-- What is it?
Sel ect Case nCode
Case 354
'-- There should only be one command... DATA
Sel ect Case gszCommand$ '-- what was the |ast command sent?
Case " DATA"
'-- Now we have pernission to send the nessage.
' Conpose the conpl ete nessage. Note the date fornat.
' This is very inportant.
szFul | Msg = "DATE: " & Format $(Now, "dd mmmyy ttttt") & vbCrlf
& "FROM " & gszFrom & vbCrlf _
& "TO " & gszTo & vbCrlf _
& "SUBJECT: " & gszSubject & vbCrlf & vbCrif _
& gszMsg & vbCrlf & "." & vbCrlf
'-- Don’t use SendSMIP command, so the
' | ast command will still be "DATA"
SendDat a dsSocket 1, szFull Msg
End Sel ect

bt nSend. Enabl ed = True

bt nOK. Enabl ed = True

Scr een. MousePoi nter = vbNor nal
bRecei ved220 = Fal se

Figure 5.10 Sample SM TP message.

DATE: 23 Nov 95 0800

FROM ne@rnydonmai n. com

TO soneone@onedomai n. com
SUBJECT: This is a test

Hello. This is the first line of an E-mail nessage
This is the second line

Above is a blank Iine. That’'s perfectly acceptable.
There MUST be a bl ank |ine between the SUBJECT
line and the first line of the nmessage.

You can include UUEncoded data (files) anywhere in this
nmessage body.

The nessage ends with a period on a line by itself.
Si ncerely,

Me.

!Previ ous !Tabl eof Contents!Next
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Thisiswhere you tell the user that the message has been sent. It’s important that you set the bReceived220 flag back to
false here, and do any other reset procedures that your application may need.

Sending versus Mailing

When you SEND (as opposed to MAIL) amessage, the message is delivered directly to the user’ sterminal if the user
indeed has aterminal and islogged on. SENDing isreally only appropriate for terminal-based Unix shell systems and
does not apply throughout the enterprise.

There are four commands for delivering a mail message. MAIL, the standard command for sending mail, sends a message
to auser’s mailbox. SEND sends the message directly to the user’ sterminal. SAML (Send And Mail) sendsto the user’s
terminal if available and also MAILs the message to the user’s mailbox. Finally, SOML (Send Or Mail) sends directly to
the user and only MAILsto the mailbox if thereis aproblem SENDing.

In today’ sworld, if you are going to write routines to send e-mail, you should stick to the MAIL command.
Replying to Mail

Sending areply uses the exact same mechanism as sending a standard message. The only difference isreally the subject
line, which should start with “Re:” (but thisis not necessary for delivery), and you may want to quote the original
document in the body of the code. In short, sending areply is sending a message. The content of the subject and body are
the only differences, and those differences are optional.

Forwarding Mail

Sometimes when you attempt to send a message, the recipient no longer has an account at the post office you are sending
to. The server notifies you after you send the RCPT command if forwarding is necessary. If you receive a 251 reply, then
the server will forward the mail for you in which case you don’'t have to do any special processing. Just tack 251 asa
criterion onto the 250 reply handler because 251 is a specific reply that occurs only under this condition. For example:

251 User not local; will forward to <Postel @QJSC- | SI F. ARPA>

This can be handled by the same code that handl es 250:

Case 250, 251

However, if the server cannot (or will not) forward the mail, you will receive a 551 reply like so:

551 User not |ocal; please try <Mbckapetri s@SC-1| Sl F. ARPA>

Figure 5.11 Handling e-mail redirection.

Sel ect Case nCode
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Case 551
'-- What was the | ast conmmand?
Sel ect Case gszConmand$
Case "RCPT"
'-- The specified recipient does not exist here but there is
a forwarding address. Parse it and resend the RCPT conmand
gszTo = szParseString(ReceiveData, "<", 2)
nPos = InStr(gszTo, ">"
I f nPos Then
gszTo = Left$(gszTo, nPos - 1)
SendSMIrPCommand dsSocket1, "RCPT TGO <" & gszTo & ">"
End If
End Sel ect

If you receive a 551 you should automatically substitute the new address for the current one, and resend the RCPT
command. Figure 5.11 shows how thisis handled.

Verifying an SMTP Address

The VRFY command lets you verify that a user does in fact have an account on the post office. The argument is the first
part of the user’s e-mail address (up to the @ sign), or the first or last name of the user. For example, my e-mail addressis
carl @franklins.net. If you were to connect to an SMTP gateway and send aVRFY command it would be as follows:
SendSMITPConmand dsSocket 1, "VRFY carl f"

There are four possible responsesto aVRFY command. A 250 command returns the full e-mail address of anyone
matching the last name specified. For example:

250 carl f<carl @ranklins. net>

If the user does not exist, you will receive a 550 reply like so:

550 String does not natch anythi ng
If the string you specify applies to more than one user you will get a 553 reply like so:

553 User anbi guous

If the user is not local, the server sends back a 551 reply with the forwarding address:

551 User not local; please try <carlf @onmewhere. el se. conp

Figure 5.12 shows how to handle the successful completion of aVRFY command. In this scenario aVRFY command has
been sent and a 250 code has been received. If upon receiving a 250 the last command sent was VRFY, a message box
simply shows the user the verification message. Y ou might want to use the VRFY command before sending a message to
make absolutely sure that mail goes through.

Figure5.12 Verifying an e-mail address.

Case 250, 251 '-- Command OK
'-- What was the | ast command?
Sel ect Case gszCommand$
Case "MAIL"
'-- After MAIL, send the RCPT conmand to
' establish the final destination
SendSMIrPCommand dsSocket 1, "RCPT TO <" & gszTo & ">"
Case " RCPT"
'-- After RCPT, send the DATA conmand
' to request permission to send the nail nessage.
This should yield a 354 reply.
SendSMIPCommand dsSocket 1, " DATA"
Case "DATA"
'-- W have just sent the nmessage successfully.



-- Confirmation that the nessage was delivered.
MsgBox "Message Delivered", vblnformation, "SMIP dient"

bt nSend. Enabl ed = True
bt nOK. Enabl ed = True
Scr een. MousePoi nter = vbNor mal
bRecei ved220 = Fal se
Case "VRFY"
MsgBox M d$(ReceiveData, 4), vbinfornmation, "User Verified"

Error Handling

Any code over 400 is considered an error and should at least be reported to the user, if not written to alog.

There may be times when a particular error received after sending a particular command would require some specific
action (how’ s that for mumbo-jumbo?). In this case, you can handle the error the same way positive replies are handled,
with a Select Case block.

Post Office Protocol 3 (POP3)

POP3 is the protocol by which e-mail messages are retrieved from an Internet server. Like SMTP, the client sends
commands to the server to which the server replies with coded responses. Y ou may think that POP3 has more commands
and codes than SMTP but actually thisis not the case. POP3 is extremely simple.

POP3 Commands

POP3 uses a series of simple four-character commands such as RETR and LIST that perform the various tasks required to
retrieve e-mail messages. These commands are listed in the POP3 Reference Appendix at the back of this book. POP3
Commands are always followed with a CR/LF pair.
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Server Responses

After sending a POP3 command, you will receive areply that begins with either
aplussign (+) to indicate success or aminus sign (-) to indicate failure. These
commands begin with either +OK or -ERR. Immediately following either of
these responses on the same line is an informative message for the user. Here are
acouple of samplereplies:

+OK nessage 2 del et ed
- ERR nessage not found

Figure 5.13 shows a sample POP3 session modified from RFC 1725. S stands
for “server” and C stands for “client,” indicating who is doing or sending what.
Asyou can seg, it’s pretty straightforward. After the client connects, the server
sends either a+OK message indicating that the server is available, or a—ERR
message if the server is not available. Actually, every command response from
the POP3 server either begins with +OK or —-ERR.

The client then sends the username and password: First the USER command,
then the PASS command. If either the user or password are invalid, the server
returns a—ERR message. The server sends a+OK after receiving the USER
command, and again after the PASS command.

TIP: By theway, an octet isabyte. More specificaly, it is eight bits. The
word only existsto distinguish eight bits from a byte, which in the world of the
Internet can mean a basic data unit containing more than eight bits on some
systems.

The STAT command returns the number of messages in the mailbox and the
total number of bytes used by the messages. In the preceding example there are
two messages that, combined, total 320 bytes, or octets.
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Note that the STAT command is being phased out in lieu of the server sending
the STAT information in the reply to the PASS command (after the user has
successfully logged on). Thisisrealy the current state of POP3, but | wanted
you to see the example from the RFC untouched.

The LIST command returns the number of bytes for each message. Y ou can
optionally specify a message number to get its size. Generally, you won't need
this information because you will most likely be receiving datain carriage
return/linefeed—delineated lines.

Figure 5.13 Sample POP3 conver sation.

<wait for connection on TCP port 110>

<opens a connect I on>

+OK POP3 server ready <popserver @onewhere. conr

USER sant acl aus

+OK Password required for santacl aus

PASS hohoho

+OK sant acl aus has 2 nessage(s) (320 octets).

TOP 1, O
+OK 120 octets
<t he POP3 server sends

RETR 1
+OK 120 octets
<t he POP3 server sends

DELE 1
+OK nessage 1 del eted

TOP 2, O
+OK 200 octets
<t he POP3 server sends

RETR 2
+OK 200 octets
<t he POP3 server sends

DELE 2
+OK nessage 2 del eted

t he header for nessage 1>

message 1>

t he header for nessage 1>

message 2>



QT

+OK POP3 server signing off (maildrop enpty)
<cl oses connecti on>

<wait for next connection>

Another command shown in this example, TOP, returns the header information
(From:, Subject:, Date:, etc.) from a specified message. Thisis used to create a
string to present to the user in alist box, say, to identify a message. More on this
later.

The RETR command retrieves the text of a specific message. Thefirst lineisa
+OK response followed by the size of the message. The text of the messageis
sent with every line ending in a carriage return/linefeed pair. A period on the last
line indicates the end of the message.

Finally, the DELE command del etes a message from the server’ s mailbox, and
the QUIT command ends the session by instructing the POP3 server to close the
socket connection.

POP3 States

The POP3 client and server enter into three different states during a session.
These are asfollows:

1. Authorization. The client must identify itself to the POP3 server.
2. Transaction. The client requests actions on the part of the POP3 server.

3. Update. The POP3 server releases any resources acquired during the
transaction state and says goodbye.

Authorization State

The authorization state is the first state and exists between the time of initial
connection up until the point where the client has successfully logged on. The
following commands are legal in the authorization state:

PASS
USER
QUIT

As soon as a connection is established the server sends back a +OK reply
indicating that a clean connection has been made. At this point you must send
the USER command with your username. The server sends back a +OK reply to
the USER command, at which point you must send the PASS command
followed by your password.

Once the server validates you then it sends back a+OK reply indicating the
number of messages you have like so:
+OK <usernane> has 2 nessage(s) (320 octets)

The number of messages is always preceded by the word HAS and followed by
the word MESSAGE. In parentheses at the end of the line is the total number of



bytes in your mailbox, or the total size of all your messages added together.

After receiving the previous line, you are now in the transaction state and can
exchange transaction commands with the server.

TIP: The username and password are the ones you use to log in to your POP3
server. If you only have one username and password for all Internet access,
then use this information.

Transaction State

The transaction state begins after the client has logged on and ends when the
client sends a QUIT command to end the session. The following commands are
legal in the transaction state:

DELE
NOOP
LIST
RETR
RSET
STAT

There are two main ways in which you can go about downloading messages.
Oneway isto first ask for the headers of each message, display the header
information on alinein alist box (or equivalent), and then only retrieve the
whole message when the user double-clicks on it in the list. The other method is
what most implementations do, and that is to download all of the messages and
immediately delete them from the post office, keeping them in alocal database
instead. Thisway the user hasto wait only until all the new mail is downloaded.
The other way, the user has to wait every time he or she wantsto read a

message.
Update State

The update state exists between the time that the server receivesthe QUIT
command and when the client is disconnected. When in the update state, the
server removes all messages marked as deleted and removes all locks on the
mailbox.

VB Programming Technique

The programming technique | recommend for POP3 access is exactly the same
aswith SMTP. All logic resides inside the Receive event. Since there are only
two types of replies (+OK and —ERR) the first test isfor a+OK reply. If you get
apositive reply then we look to see what the last command sent was. Action is
then taken based on the last command.

Sample Program: POP3.VBP

The POP3 sample application connects you to a POP3 mail server, downloads
descriptions of your mail and displaysthem in alist box, and lets you view any



message by double-clicking on amessage in thelist.
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Take alook at Figure 5.14, which shows the Receive event for a simple POP3 mail viewer. Just like the SMTP example,
there are two modes for receiving data: Command Mode and Data Mode. The nCommandM ode variable is True when
receiving commands, its default state. Any time you send a command that returns data, such as TOP or RETR, theflag is

switched off so that the program can collect the data in another part of the code.

Figure 5.14 Simple POP3 handler.

Private Sub dsSocket1 Receive(ReceiveData As String)

Static nBeenHere As | nteger
Static nCurMessage As | nteger
Static nNumVessages As | nteger
Static szReceived As String
Static szDate As String
Static szFrom As String
Static szSubject As String
Di m nPos As | nteger
Di m nPos2 As | nteger
DimszTenpl As String
Dim szTenp2 As String
Dim szTenp3 As String

-- nConmandMode is True when we are receiving conmands
I f nCormmandMbde Then
'"-- Is this a positive reply?
If UCase$(Left $(ReceiveData, 3)) = "+OK" Then
'-- Yes. Is this the first line we've received?
| f nBeenHere = Fal se Then
"-- Yes. Send the USER conmand (user's nane)
SendPOP3Command dsSocket1, "USER " & mszUser
El se
"-- Nope, we've been here before.
'-- What is the last command sent?
Sel ect Case nszCommand
Case "DEL" '-- DELE
MsgBox "Message Del eted", vblnformation
Case "LIS" '-- LIST
nCommandMode = Fal se

Case "NOO' '-- NOOP
'-- You can set a flag here if you want to
use the NOOP command.
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Case "PAS" '-- PASS
"-- Logged in! Cet the nessages.
szTenpl UCase$( Recei veDat a)
szTenp2 = UCase$(nszUser) & " HAS"
szTenp3 = " MESSAGE"
nPos = InStr(szTenpl, szTenp2)
I f nPos Then
nPos2 = InStr(szTenpl, szTenp3)
I f nPos2 Then
nNumvessages = Val (M d$(szTenpl,
nPos + Len(szTenp2), nPos2 -
(nPos + Len(szTenp2))))

frmMvai n. Caption = Str$(nNumvessages) & _
" New Messages"

-- Once we have the nunber of nessages
send the TOP conmand to retrieve the
header (once for each nessage).
nCur Message keeps track of the nessage
we're currently readi ng the header of.

nCur Message = 1

Scr een. MousePoi nter = vbHour gl ass

SendPOP3Comrand dsSocket1, "TOP 1 0"

End | f
End |f
Case "QUI" '-- QUT
'-- Reset the | ast conmand
nmszCommand = ""
Case "RET" '-- RETR

-- Here cones the nessage
nCommandMode = Fal se
Scr een. MousePoi nter = vbHour gl ass

Case "RSE" '-- RSET
nmszCommand = ""

Case "STA' '-- STAT

Case "TOP" '-- TOP

-- Here cones the header data
nCommandMbde = Fal se

Case "UD'" '-- UDL
Case "USE" '-- USER
SendPOP3Command dsSocket1, "PASS " & nszPassword
Case "" '-- First commnd
End Sel ect
End |f
El se

-- This is an error reply. Display the error portion
in a message box.
Scr een. MousePoi nter = vbNor nmal
MsgBox Super Tri nt5( M d$( Recei veData, InStr(ReceiveData, " ") +
1)), vblnfornmation

-- Reset the last command sent to nothing.
nmszCommand = ""
End |f

'-- Not in conmand node. W are instead receiving data. either a |ist

of nessages or a nessage itself



-- Is this the end of the data transm ssion?
If ReceiveData = "." & vbCrLf Then
'-- Yes.
'-- What was the | ast command sent?
Sel ect Case nszComand
Case "RET" '-- RETR (retrieves a nessage)
Scr een. MousePoi nter = vbNor nal
'-- Display the nessage
frnDi splay.txt Text = szRecei ved
frnDi spl ay. Show vbModal
Unl oad frnDi spl ay
Set frnDi splay = Nothing
'-- Go back to Command node
nComandMbde = True
Case "TOP"
'-- Display the header
If Len(szFrom) > 19 Then
szFrom = Left $(szFrom 19)
End If
If Len(szSubject) > 24 Then
szSubj ect = Left$(szSubject, 24)
End If
| bMessages. Addl t em For nat $(szFrom "!" & String$(23,
For mat $(szSubj ect, "!" & String$(27, "@)) & _
szDate
| f nCur Message < nNumvessages Then
nCur Message = nCur Message + 1
SendPOP3Comand dsSocketl, "TOP" & _
Str$(nCur Message) & ", 0"
El se
Scr een. MousePoi nter = vbNor nal
| bMessages. Enabl ed = True
End If
End Sel ect
'-- Flush the receive buffer
szReceived = ""
'-- Go back to Command node
nCommandMbde = True
El se
'-- No. We are still receiving data.
'-- What was the last command received?
Sel ect Case nmszConmand
Case "LIS" '-- LIST
| bMessages. Addl tem szTri nmCRLF( Recei veDat a)
Case "RET" '-- RETR (Retrieve a nessage)
szRecei ved = szRecei ved & Recei veDat a
Case "TOP" '-- Retrieves the header
szReceived = szRecei ved & Recei veData

"@)) & _

Sel ect Case UCase$(szParseString(ReceiveData, ":", 1))

Case " SUBJECT"

szSubject = szTri nCRLF(Tri nb(M d$(Recei veData, 9)))

Case "DATE"
szDate = szTri nCRLF(Tri nf(M d$( Recei veData, 6)))

Case "FROM
szFrom = szTri nCRLF(Tri nf(M d$( Recei veData, 6)))

End Sel ect
End Sel ect
End | f
End If

-- Make sure we know we've been here before.
nBeenHere = True



End Sub
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Let me first explain the code at the top of the routine, and then I'll get into the signal flow issues. The first
thing that happens when a string is received is atest for Command Mode. If indeed we are accepting
commands, then we check to seeif thisreply is positive (+OK) or negative (-ERR).

If the reply is negative, the error message is displayed to the user and the variables are reset. If thereply is
positive, then another flag (nBeenHere) istested. Thisflag is set at the bottom of the subroutine and
merely provides away to determineif thisisthefirst string being received for a particular session. If it IS
thefirst line received, the code automatically begins the login process by sending the USER command
and exiting the routine.

Just like with SMTP, it is absolutely necessary to keep track of the last command issued so that the code
can determine how to respond to a given command reply. The SendPOP3Command performs this service.
Shown in Figure 5.15, it simply sets the module-level mszCommand variable to the first three letters of
the command issued (three charactersis enough to identify a POP3 command).

Logging into the Server

To log into a POP3 server you first send a USER command (with your username), wait for a+OK, and
then send the PASS command (with your password).

Let’s say that the last command we sent was USER. We now know that we' ve sent the server our
username and it replied positively. Now it’s waiting for the password. So, send the PASS command.

The next time the Receive event fires, it should fall into the block where PASS is the last command
issued. In this block, we determine how many messages the user has based on the reply from the server,
and begin to retrieve the headers for these messages. Figure 5.16 shows the code that occurs when a +OK
isreceived after sending the password.

Figure 5.15 Keeping track of the last command sent.

Sub SendPOP3Comand( DSSock As Control, szCnrd As String)
nmszCommand = Left$(szCnd, 3)
SendDat a DSSock, szCmd & vbCrlLf

End Sub
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Figure 5.16 After sending the password tologin.

Case "PAS' '-- PASS
'-- Logged in! Get the nessages.

szTenpl = UCase$(Recei veDat a)
szTenp2 = UCase$(nszUser) & " HAS"
szTenp3 = " MESSAGE"

nPos = InStr(szTenpl, szTenp2)
| f nPos Then
nPos2 = I nStr(szTenpl, szTenp3)
I f nPos2 Then
nNumvessages = Val (M d$(szTenpl, nPos + _
Len(szTenp2), nPos2 - (nPos + Len(szTenp2))))

frmvai n. Caption = Str$(nNumvessages) & " New Messages"

'-- Once we have the nunber of nmessages send the TOP

' command to retrieve the header (once for each
nmessage). nCur Message keeps track of the nmessage
we're currently reading the header of.

nCur Message = 1

Scr een. MobusePoi nter = vbHour gl ass

SendPOP3Command dsSocketl1, "TOP 1 0"

End | f
End If

The server sends back a string like so:

+OK carlf has 3 nessage(s).

To get the number of messages out of this string, the code does a bit of manual string parsing. First the
word “HAS" isfound in the string (all Instr’s are done in uppercase). Then theword “MESSAGE” is
located. The number of messages lies between these two words, and is saved into the nNumM essages
variable.

Retrieving Message Headers

The next task is to retrieve header information for each of the messages so that they can be displayed in a
list box for the user to select. At this point afew things happen. The number of messagesis displayed in
the caption of the form. The nCurMessage variable, which keeps track of which message’ s header we are
currently retrieving, isinitialized to 1. The cursor changes to an hourglass (until the last header has been
received), and finally, the TOP command is sent to retrieve the header of the first message. Hereisthe
syntax of the TOP command:

TOP 1, O

Thistells the server, “give me the header lines for message 1 and zero lines of the message body.” The
TOP command takes two arguments. First is the message number. Message numbers always start at one
and go up from there. Y ou do not have to return a wacky message number for each message. Specifying
message number 1 means “for the first message.”

After receiving the TOP command, the server returns a+OK reply followed by all the header lines ending
with a period on aline by itself. Here is an example header:

Recei ved: by upsnot 02. msn.comid AA24082; Sat, 25 Nov 95 22:57:32 -0800
Date: Sun, 26 Nov 95 06:49:31 UT
X-U DL: 817369062. 000



From "Carl Franklin" <Carl Franklin@rsn. conp
Message- 1 d: <UPMAI LO2.199511260658180351@rsn. conp

To: "'carl @ranklins.net'" <carl @ranklins. net>
Subject: Hello
Status: RO

The header isreceived one line at atime, telling our code to look for specific header lines like Subject,
From, and Date. These header lines are sufficient for creating a string to present to the user to identify a

message.

Follow the code down to where we are not in command mode, and it is not the end of the data
transmission. Figure 5.17 shows that block of code. Once again, knowing the last command issued is
critical in determining actions. Look at where the last command is TOP. We know that thisis data. We
know that thisis a header line. All we need to do islook at the first word up to, but not including, the
colon. In this manner the subject, from address, and date are all kept in static string variables.

Now jump up to where thisis the end of data transmission and the last command given was TOP. Figure
5.18 shows this code. If TOP was the last command issued, then we have just received a compl ete header
for one of the messages. The code then concatenates the from address, subject, and date into a complete
string and adds it to the list box (IbM essages) on the main screen.

Next, we check to seeif the current message is less than the total number of messages. If so, then we have
another TOP command to issue (at least one more). The nCurMessage variable is increased, and the TOP
command is issued to receive the next header. If thiswas a TOP command for the last message, the mouse
pointer is restored to normal.

Figure 5.17 Parsing a POP3 mail header.

"-- No. We are still receiving data.

'-- VWhat was the | ast command sent?
Sel ect Case mszCommand

Case "LIS" '-- LIST
| bMessages. Addl tem szTri mCRLF( Recei veDat a)
Case "RET" '-- RETR (Retrieve a nmessage)
szRecei ved = szRecei ved & Recei veDat a
Case "TOP" '-- Retrieves the header
szReceived = szRecei ved & Recei veDat a
Sel ect Case UCase$(szParseString(ReceiveData, ":", 1))

Case " SUBJECT"
szSubj ect = szTri nCRLF(Tri nb(M d$(Recei veData, 9)))

Case " DATE"
szDate = szTri mCRLF( Tri n$(M d$( Recei veData, 6)))
Case " FROM'
szFrom = szTri mCRLF( Tri n#( M d$( Recei veData, 6)))
End Sel ect

End Sel ect

After the successful receiving of a complete block of data (not commands) the szReceived variable is
zeroed and Command Mode is set back to True so we can process the next command.
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Retrieving Messages

To retrieve a specific message, send the RETR command (with the message number). In our application thisisinitiated
inthe list box’s double-click event like so:

Private Sub | bMessages Dbl O i ck()

Scr een. MousePoi nt er = vbHour gl ass

SendPOP3Command dsSocket 1, "RETR' & Str$(| bMessages. Li stlndex + 1)
End Sub

Jumping back now to our Receive code, take alook at the block of code that executes when apositive reply is received
after sending the RETR command:

Case "RET" '-- RETR
'-- Here cones the message
nComrandMode = Fal se
Scr een. MousePoi nt er = vbHour gl ass

Figure 5.18 Displaying the received POP3 mail header.

Case "TOP"
"-- Display the header
If Len(szFron) > 19 Then
szFrom = Left$(szFrom 19)
End If
I f Len(szSubject) > 24 Then
szSubj ect = Left$(szSubject, 24)
End If
| bMessages. Addl t em For mat $(szFrom "!" & String$(23,
For mat $(szSubject, "!" & String$(27, "@)) & _
szDat e

"@)) & _

I f nCur Message < nNumMvessages Then
nCur Message = nCur Message + 1
SendPOP3Conmand dsSocket 1, "TOP' & Str$(nCur Message) & ", 0"
El se
Scr een. MousePoi nter = vbNor mal
| bMessages. Enabl ed = True
End If

'-- Flush the receive buffer
szReceived = ""
'-- Go back to Command node
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nConmandMbde = True

The only thing we need to do is turn the cursor to an hourglass and flip Command Mode off. The next line to be
received isthefirst line of the message:

Case "RET" '-- RETR (Retrieve a nessage)
szRecei ved = szRecei ved & Recei veDat a

All we are doing is adding the new line to szReceived, a static string variable that will contain the whole of the message
when it has been completely received.

The server will send a period on aline by itself after completely sending the message. The code snippet in Figure 5.19
shows what happens next. After a message has been received in full, szReceived will contain the entire thing. The
sample application simply throws it in aread-only text box and displaysit. As always, the code then goes back to
Command Mode.

Figure 5.19 Displaying an e-mail message.

'-- What was the | ast command sent?
Sel ect Case nszComrand
Case "RET" '-- RETR (retrieves a nessage)

Scr een. MousePoi nt er = vbNor nal
'-- Display the nessage (with a definite lack of imaginative U)
frnDi spl ay. txt Text = szRecei ved
frnDi spl ay. Show vbMbdal
Unl oad frnDi spl ay
Set frnDisplay = Not hing
'-- G0 back to Commmand node
nConmandMbde = True

Sending and Receiving Binary Files

Before abinary file can be sent viae-mail, it must be encoded such that all the characters that represent the file's data
are printable and viewable with any ASCI| editor. A process called UU encoding converts binary datainto printable
ASCII. The reciprocal processis called UU decoding. There are many simple utilities available for free on the Internet
that encode and decode files; however, | could not find any BASIC or Visua Basic source code to do the deed.

After acquiring the C source for UU encoding and decoding from my friend Tory Toupin (ttoupin@du.edu) and
figuring out how it would work in VB, | wrote some routines with alittle help from Steve Cramp of Dolphin Systems
(stephenc@dol phinsys.com) to make it easy to encode and decode on the fly in your Visual Basic apps. The routines
are included in UUCode.bas on the CD-ROM, and we will discuss them here.

How UU Encoding Works

The basic idea behind UU encoding is that for every three characters or bytes of data, you must convert into four 6-byte
characters that are offset by the space character, or 32. In other words, three 8-bit charactersis 24 bits. Four 6-hit
charactersis aso 24 hits. A value of 32 is added to each 6-bit character, to insure that the character is printable, or
greater than a space character. Here is another way to visualize the two ways to interpret 24 bits of data:

1234567812345678123456738
123456123456123456123456

Y ou may already be thinking there is no easy way to access 6-bit charactersin Visual Basic, and you areright. Thereis
not. The process requires the use of the bitwise AND operator, and division to coerce the right values out of the 8-bit
characters we use exclusively in Visual Basic.

Let me show you how it works. Let’s say we have afile in which the first three bytes are GSU. The UU encoding
process works on three ASCI | characters at atime, converting them into four printable ASCII characters. Here isthe
Visual Basic code to retrieve a UU-encoded character from the first of three bytes:

szA 1 = "G
szUU 1 = Chr$(((Asc(szA 1) And 252) \ 4) + 32)



Here is the same logic using binary arithmetic:

71 = 1000111 (ASCII 71 = "G")
252 = 11111100

4 = 100

71 AND 252 = 1000100 = 68

\ 4 = 10001 = 17

+ 32 = 110001 = 49

UU encoded Character 1 = Chr$(49) = "1"

Notice how in order to get 6 bits, you have to AND the 8-bit value with abinary number where al the desired bits are
true. Then, dividing by 4 shifts the bits to the right by two places, resulting in a 6-bit value. Adding 32 to this value
gives us a UU-encoded character.

There are four characters, however, to every three bytes. So the two unused bits on the right side of the first ASCII
character make up the first two bits of the second UU character. The first four bits of the second ASCII character make
up the rightmost four bits of the second UU character. Got it? Thisisthe kind of stuff that turns a mild-mannered VB
programmer into “Code-zilla.”

To accomplish thisin VB, you must multiply the remaining bits from the first ASCII character by 16 to shift them left
four bit positions, and then add this value to the first four bits of the second ASCII character, which have been shifted
to the right four places using the same method as the first character. The only differenceis, you AND the second ASCII
character by 240 and divide by 16 instead of ANDing with 252 and dividing by 4. Add 32 to the result to get the
UU-encoded value. Here isthe VB Code to get the remainder from the first character and create the second
UU-encoded character:

szA 2 = "S"

nRemai nder = (Asc(szA 1) And 3) * 16
szUU 2 = Chr$(nRenmai nder + ((Asc(szA 2) And 240) \ 16) + 32)

Figure 5.20 shows how the binary arithmetic works. Retrieving the third UU-encoded character from the three 8-bit
characters uses the same logic. The last four bits of the second ASCII character make up the first four bits of the third
UU character. The first two bits of the third ASCII character are the last two bits of the third UU character.

Thefirst four bits must be shifted left two places, which is done by ANDing the ASCI| character with 15 and
multiplying by 4. The next two bits, which come from the third ASCII character, must be shifted right by six positions.
Thisis done by ANDing the character with 192 and then dividing by 64. As before, adding 32 to the result renders the
UU-encoded character value. Here isthe VB code to retrieve the third character:

szA 3 = "U'

nRemai nder = (Asc(szA 2)) And 15) * 4
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Figure5.20 Encoding the first of three characters.

Acqui ring the Remai nder:

71 = 1000111 (ASCIlI 71 = "G")
3 = 11

16 = 10000

71 AND 3 = 11 = 3

* 16 = 110000 = 48

Acquiring the rightnost four bits:

83 = 1010011 (ASCI| 83="S")
240 = 11110000

32 = 100000

16 = 10000

83 AND 240 = 1010000 = 80

\ 16 = 101 = 5

+ 32 = 100101 = 37

+ 48 (rem = 1111010 = 122

UU encoded Character 2 = Chr$(122) = "z"

szUU 3 = Chr $(nRenmi nder + ((Asc(szA 3) And 192) \ 64) + 32)

Figure 5.21 shows the binary arithmetic, which illustrates the method clearly.

Finally, the last UU character is equal to the remaining six bits of the third ASCII character. To get the
UU-encoded value, AND it with 63 and add 32. Here isthe VB code:
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szUU 4 = Chr$((Asc(szA 3)) And 63) + 32)

Figure 5.22 shows the binary arithmetic. Therefore, the ASCII values GSU become UU encoded into
1z-5.

UUCODE.BAS Encoding and Decoding Routines

The UUCODE.BA S file contains two routines, UUEncode and UUDecode, which accept a source file
and a destination file, and produce an encoded ASCI|I file and a decoded binary, respectively.

Figure 5.21 Encoding the second of three characters.

Acqui ring the Renai nder:

83 = 1010011 (ASCIlI 83="8")
15 = 1111

4 = 100

83 AND 15 = 11 = 3

* 4 = 1100 = 12

Acquiring the rightnost two bits:

85 = 1010101 (ASCI| 85 "U')

192 = 11111100

64 = 1000000

85 AND 192 = 1000000 = 64
\ 64 = 1 = 1
+ 32 = 100001 = 33
+ 12 (rem = 101101 = 45

UU encoded Character 3 = Chr$(45) = "-"

Figure5.22 Encoding thethird of three characters.

85 = 1010101 (ASCIlI 85 "U")
63 = 111111

85 AND 63 = 10101 = 21
+ 32 = 110101 = 53

UU encoded Character 4 = Chr$(53) = "5"

UUEncode

Hereisthe prototype for UUENcode:



Functi on UUEncode(szFileln As String, szFileQut As String,
nAppend As Integer) As |nteger

It accepts an input file and an output file and aflag that tells UUENcode to append the new data to the
output file. The input fileisthe fully qualified path and name of any binary file, and the output fileis
the encoded ASCII file to be created. Y ou can specify afull path for the output file as well, so that you
can save your encoded file anywhere. If nAppend is False, the output fileis overwritten, otherwiseit is
appended.

UUENcode returns zero if no error occurs, or the error number if an error occurs while encoding. The
error number represents a standard Visual Basic error. If an error occurs you can retrieve a descriptive
error message by using the Error$ function. Here is an example of how you would call UUEncode:

Di m nErr Code As | nt eger
nErr Code = UUEncode("C.\ MYFI LE. EXE", "C.\ MYFI LE. UUE", Fal se)
I f nErrCode Then
MsgBox Error $(nErrCode), vblnformation
End If

UUDecode

Hereis the prototype for UUDecode:

Functi on UUDecode(szFileln As String, szFileQut As String) As Integer

Just as with UUENncode, UUDecode accepts two filenames, one for input and one for output. The input
fileisthe full path- and filename of an encoded ASCI| file, and the output file is the name of the binary
file which will be created. Y ou can specify afull path for the output file as well, so that you can save
your decoded file anywhere.

UUDecode returns zero if no error occurs, or the error number if an error occurs while decoding. The
error number represents a standard Visual Basic error. If an error occurs you can retrieve a descriptive
error message by using the Error$ function. Here is an example of how you would call UUDecode:

Di m nErr Code As | nteger
nErr Code = UUDecode("C:\ MYFI LE. UUE", "C:.\ MYFI LE. EXE")

I f nErrCode Then
MsgBox Error $(nErrCode), vblnformation
End | f

Sending an Encoded File with SMTP

To embed an encoded file into an e-mail message, simply tack on the encoded data to the end of your
e-mail message. To do this, you should first create the complete message including all encoded files
(you can send more than one) using the nAppend flag of UUEncode, and then send the file as your
message. Now, | know that probably involves some code, but you' re going to have to write it yourself.
Hal Just kidding. | already wrote it for you.

nSendFileAsMsg

Shown in Figure 5.23, thisisafunction in SMTP.BAS that sends afile viae-mail. The file can contain
one or more encoded files and text. Hereisalist of the parameters.

szFileName. The full path and filename of your encoded file (e.g., c:\myfile.txt).
dsSocket. The sockets control being used.



IBlockSize. The maximum size of each chunk of data sent.

szFrom. The sender’s e-mail address.

szTo. Therecipient’s e-mail address.

szSubject. The subject of the message.

szText. The textual portion of the message (if not already contained in thefile).
nSendFileAsMsg. Returns an error code if an error occurs, otherwise it returns zero.
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Figure 5.23 The nSendFileAsM sg function sends afilevia SMTP. Thefile can contain one or more
encoded files.

Function nSendFi | eAsMsg(szFil eName As String, dsSocket As Control,
| Bl ockSi ze As Long, szFrom As String, szTo As String,
szSubject As String, szText As String)

LI R S kb b S Sk S S b I S b I I I b b b S R R I b b S b b b b

' nSendFi | eAsMsg (by Carl Franklin)

This function sends a file via email.

If you want to send binary files you nust

' first UUEncode them Use the function

' nMakeMsgW t hFiles (in UUCODE. BAS) to create
' a file that has a text nmessage and one or
nmore binary files enbedded in it.

Paraneters: szFileNane Full path and fil enanme

' dsSocket Sockets control

' | Bl ockSi ze The maxi mum si ze of each bl ock
' (default is 8192)

' szFrom Sender's emai | address

' szTo Reci pient's emai|l address

' szSubj ect Subj ect of the nessage

' szText Any text you want to tag on

' to the top of the nessage.

LI R b S S S S I I I S S b S R R I I b S R S I b

D m nMsgFi | e As | nteger
Di m szLi ne As String
Di m szBuf fer As String

On Error GoTo nSendFil eAsMsg_Error
"-- Default block size = 8K
If | BlockSize = 0 Then
| Bl ockSi ze = 8192
End |f


http://www.itknowledge.com/
http://www.itknowledge.com/pick-account.html
http://www.itknowledge.com/PSUser/usrreg.htm?AdminAction=InitAdd&Locale=en&URI=/
http://www.itknowledge.com/PSUser/psuserauth.htm?cmd=login&URI=/
http://www.itknowledge.com/search/
http://www.itknowledge.com/PSUser/EWIPOMain.html
http://www.itknowledge.com/faq/faq.html
http://www.itknowledge.com/sitemap.html
http://www.itknowledge.com/contactus.html
http://www.itknowledge.com/search/
http://www.itknowledge.com/search/
http://www.itknowledge.com/search/search-tips.html
javascript:bookMarkit();

'-- Open the nessage file

nVvsgFile = FreeFile

Open szFil eName For Binary As nMsgFile
"-- szBuffer holds up to <bl ocksize> nunber of bytes
' and is sent when it becones full.

'-- Send the header first
szBuffer = "DATE: " & Format $(Now, "dd mmmyy ttttt") & vbCRLF _
& "FROM " & szFrom & vbCRLF _
& "TO " & szTo & VbCRLF _
& "SUBJECT: " & szSubject & VbCRLF & VvbCRLF _
& szText & vbCRLF
SendDat a dsSocket, szBuffer

'-- Send the file in chunks

Do Until EOF(nMsgFile)
szBuffer = Space$(!| Bl ockSi ze)
Get #nMsgFile, , szBuffer
SendDat a dsSocket, szBuffer

Loop

Cl ose nMsgFil e

'-- Send the final period.
SendDat a dsSocket, VvbCRLF & "." & vbCRLF

Exit Function
nSendFi | eAsMsg_Error:

nSendFi | eAsMsg = Err
On Error Resune Next
Cl ose nMsgFil e

Exit Function

End Functi on

Using the cfSMTP and cfPOP3 Objects

Now that you know how SMTP and POP3 work you can use the cfSMTP and cfPOP3 objects in your
own projects without having to cut and paste my sample code into your project. Chapter 9 shows you how
to drop these objects into your own projects with just afew lines of code.

Epilogue

E-mail is a powerful medium for moving data from one person to another anywhere in the world. By now
you know my mantra: Apply this technology to your own real-world problems and opportunities. Y ou can
use SMTP and POP3 to integrate nicely into any enterprise. Do you need the results of some
computer-based research? E-mail them. Do you need to supply up-to-date product information to your
customers? E-mail them.

How about this? Y ou have ateam of beta testers hammering on your program. They are all connected to
the Internet. Install an error handler in your application. Anytime someone has an error, e-mail yourself
important information about the state of your program and the machine. You'll have areport in your
hands before the tester has time to pick up the phone and call you (well, maybe not that fast). The point is
that e-mail isamedium. How you use it is completely up to you.
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CHAPTER 6
FILE TRANSFER PROTOCOL

Introduction

Up until 1994, when the World Wide Web took over the Internet, File Transfer Protocol (FTP) was the
most widely used Internet client application besides e-mail. It is used as aremote shell for file access on
an Internet host. Using an FTP application, you can connect to an FTP server, navigate through the
available directories, and transfer files.

An FTP site can be public, private, or both. With a private account, you can be given access to the entire
network’ s directory structure, or just specific areas. For the longest time | used a private FTP account to
manage the files on Carl & Gary’s Visua Basic Home Page (www.cgvb.com).

The Internet is also home to thousands of public access FTP servers that allow anyone to connect and
transfer files to and from specific directories regardiess of whether they have an account on the host.
Thisis called anonymous FTP. When you connect to an anonymous FTP site, you usually specify
“anonymous’ as your user name and “guest” or your e-mail address as your password. Anonymous FTP
sites are used, for example, to publish alarge listing of public domain and/or shareware files. One of the
most famous public FTP sites for shareware is ftp.cica.indiana.edu, which has mirror sites all over the
world for its famous CICA shareware library.

FTP was designed mainly for use by programs, but the FTP application itself has turned out to be a
critical part of any TCP/IP implementation. FTP.EXE is aso an application that is installed when you
use Microsoft TCP/IP driversin Windows for Workgroups 3.11, Windows95 or Windows NT.

Infact, FTPisbuilt into Netscape and other World Wide Web browsers so you can browse FTP servers
with the same program that you use to browse the web.
As stated in RFC 959, there were four objectivesin the design of the FTP protocol:

1. To promote sharing of files (computer programs and/or data).

2. To encourage indirect or implicit (via programs) use of remote computers.

3. Toshield auser from variationsin file storage systems among hosts.

4. Totransfer datareliably and efficiently.

When Should You Use FTP?
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If you are writing an application that does afair amount of file transfer and are considering using FTP as
your primary means of transferring files, you should know afew things. First of al, FTPisa
client/server protocol. Using FTP to transfer files from one application to another on the same machine
isnot practical. You should consider FTP only if you have to transfer files with aknown FTP server, or
if you are writing a general-use FTP client program.

Sometimesit’sagood ideato use an FTP server as arepository for files shared by all the users of your
application. It completely depends on what your project goals are. If you want to give your users access
to a bunch of shared files, FTP is agood tool for the job.

FTP does not have file control commands such as VB’ s Open, Input #, and Print # commands. If your
project requires that you open afile remotely and have file-level accessto it then FTP will not work.
FTPisused primarily for getting directory listings and transferring files.

This chapter includes code that |ets you connect to, navigate, and transfer filesto and from any FTP
server. | will show you how to use these routines in your VB applications, as well as how they work.

The FTP Program

FTP refersto both the FTP protocol and an FTP application. The FTP protocol defines a series of
commands that the client sends the server, and how the client and server transfer data. An FTP
application is usually a character-based terminal-type application in which you connect to an FTP
server. The purpose for the FTP application isto provide English-like commands and help/error
messages, as well as higher-level functionality than just aterminal could provide.

If you are using Microsoft’ s built-in TCP/IP drivers then you should have afile in your Windows
directory called FTP.EXE. Thisisan FTP client application. | have noticed that many Windows users
arenot hipto FTP at al. | feel that knowing how to use FTP ranks right up there with knowing how to
use the Windows File Manager or Explorer. Given that, | feel | should educate you on how to useit.

Figure 6.1 shows the FTP window. Y ou may notice that it looks like a DOS window. It isa
character-based terminal program. Y ou can view it either in awindow or full screen, just like any DOS
text-mode application. If you are using Windows NT you can enjoy some nicer features such as
scrolling back through your commands with the uparrow.

Connecting and Logging In
When you first run FTP you are presented with the following prompt:

ftp> _

Y ou can connect to any FTP site with the OPEN command. Type OPEN followed by the name of the
FTP server. For example, to connect to Microsoft’s public FTP site type the following:

ftp> open ftp.mcrosoft.com <enter>

Figure6.1 FTP window. FTP.EXE isasimple FTP client that comes with Windows 95/98/NT, and
MSTCP/IP driversfor WFW 3.11.

At thistime the program attempts to connect to the server on port 21. Once connected, you will receive a
220 reply followed by a welcome message. Here' s the welcome message at ftp.microsoft.com:

Connected to ftp. mcrosoft.com
220 ftp Mcrosoft FTP Service (Version 1.0).

Next, you get a prompt to enter your username. |f you have an account on the server you can enter your
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username, but for public access (anonymous FTP) just type anonymous:

User (ftp.mcrosoft.com (none)): anonynous
331 Anonynous access allowed, send identity (e-mail nane) as password.

Next you are asked for apassword. Again, if you have an account you can enter your password here, but
if you are connecting for public access, just enter your e-mail address. Note that your password is not
echoed to the screen.

Passwor d:

The server then grants you access with another welcome message, and you finally get the FTP prompt
again. Think of thislike a DOS prompt. There are afixed set of commands that you can use to navigate
through the directories on the server and download files.

230-This is ftp.mcrosoft.com See the index.txt file
in the root directory for nore information
230 Anonynous user | ogged in as anonynous.

Listing Directories

One of the commands you can use to navigate through directoriesis DIR. In redlity thereisno DIR
command in the FTP protocol spec. However, the standard user interface for accessing FTP servers has
brought this command forward from the operating system because it's more user friendly (asif typing a
bunch of commandsinto aterminal isat all user friendly).

Figure 6.2 shows what you get when you type DIR at an FTP prompt. Note that there’'s alot more
information here than you were probably expecting. In the rightmost column is the file or directory
name. To theright of that is the file date and size. All the way to the left isafield of 10 bits. These are
attributes. In DOS there are alimited number of attributes for files and directories such as Hidden,
Read-Only, and Archive. However, Unix has a much more extensible set of attributes. Y ou can create
masks that give access to certain groups of users or prevent other users from gaining access. Y ou can tell
which isafile and which isadirectory by the “d” attribute, which is displayed in the far-left attribute
field. If thereisa“d” then it'sadirectory.
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Changing Directories

Y ou can change directories with the CD command. CD works exactly like it doesin DOS but using
forward slashes instead of backslashes. Here is the command to change to the /devel opr/vb
directory:

ftp> cd devel opr/vb
250 CAD command successful .

Once again, typing DIR givesyou alist of files and directories. Figure 6.3 shows the result of
typing DIR in the /devel opr/vb directory on ftp.microsoft.com.

Figure 6.2 The DIR command displaysadirectory listing.

ftp>dir
200 PORT command successful .
150 Opening ASCI 1 node data connection for /bin/ls.

d----- 1 owner group 0 Jul 3 13:52 bussys
d----- 1 owner group 0 Aug 9 3:00 deskapps
d----- 1 owner group 0 Cct 27 7:35 devel opr
----- 1 owner group 7905 Cct 5 8:53 di rmap. ht m
----- 1 owner group 4510 Cct 5 8:52 di r map. t xt
----- 1 owner group 712 Aug 25 1994 di scl ai mer. t xt
----- 1 owner group 860 Cct 5 1994 i ndex. t xt
d----- 1 owner group Aug 31 12:17 KBHel p
----- 1 owner group 7393252 Nov 28 4:04 I s-1 R txt
----- 1 owner group 914179 Nov 28 4:05 ls-IR Z
----- 1 owner group 766409 Nov 28 4:04 LS-LR ZI P
d----- 1 owner group 0 Cct 20 9: 27 M5Cor p
----- 1 owner group 28160 Nov 28 1994 MSNBRO. DOC
----- 1 owner group 22641 Feb 8 1994 VBENBRO. TXT
d----- 1 owner group 0 Cct 11 3:00 per opsys
d----- 1 owner group 0 Aug 23 21:55 Product s
d----- 1 owner group 0 Cct 5 8:46 Servi ces
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d----- 1 owner group 0 Nov 22 14:38 Softlib

----- 1 owner group 5095 Cct 20 1993 support -phones. t xt
----- 1 owner group 802 Aug 25 1994 What Happened. t xt
226 Transfer conplete.

1407 bytes received in 0.99 seconds (1.42 Kbytes/sec)

Figure 6.3 Listing of the /developr/vb directory of Microsoft.

ftp> dir
200 PORT command successful .
150 Opening ASCI I node data connection for /bin/ls.

d----- 1 owner group 0 Cct 25 6:39 kb

d----- 1 owner group 0 Feb 24 11:35 public
----- 1 owner group 1571 Aug 24 1994 README. TXT
d----- 1 owner group 0 Aug 24 1994 unsup-ed

226 Transfer conplete.
270 bytes received in 0.22 seconds (1.23 Kbytes/sec)

Downloading

Downloading afileis simple and straightforward. Before you download, however, you must make
sure you are in binary mode. There are two modes, ASCII and binary. To change to binary mode
just type BIN:

ftp> bin
200 Type set to I.

To change back to ASCII mode type ASC. Y ou do not have to change back and forth. In fact, |
usually leave FTP in binary mode al the time so | don’t forget and download afile in ASCII mode.
(Don’'t run that .EXE! | used ASCII mode! Yikes!)

The GET command is used to retrieve afile. If you want to download with its origina filenamein
the default directory, just type GET <filename> <enter>. Figure 6.4 shows this interaction.

You can aso just type GET, after which you are prompted for the file you want to download, and
then again for the name of the file (and path) on your system. This makesit easier to move files
from a Unix or Win32 system (where filenames are long) to a Windows for Workgroups machine,
or just to download to a directory other than where your FTP.EXE application is.

Figure 6.4 The Get command retrieves afile from the server.

ftp> get readne.txt

200 PORT command successful .

150 Openi ng Bl NARY node data connection for readne.txt (1571 bytes).
226 Transfer conplete.

1571 bytes received in 3.46 seconds (0.45 Kbytes/sec)

Figure 6.5 The SEND command sends afileto the server.

ftp> send



(local-file) nyfile.zip

(renmote-file) nyfile.zip

200 PORT command successful .

150 Openi ng BI NARY node data connection for nyfile.zip.
226 Transfer conplete.

3018 bytes sent in 0.06 seconds (50.30 Kbytes/sec)

Uploading

Y ou can upload afile in much the same way with the SEND command. Y ou must bein apublic
areathat allows uploads, of course. Figure 6.5 shows an example of uploading afileto Carl &
Gary’s VB file upload area (ftp.cgvb.com/uploads).

Supported Commands

If you want to view alist of supported commands, just type HELP. Figure 6.6 shows what you get
on ftp.microsoft.com when you type HELP.

Ending the Session

Y ou can end your FTP session at any time by typing BY E at any FTP prompt.

ftp> bye
<t he server di sconnects the client>

Figure 6.6 The Help command returnsalist of supported commands.

ftp>hel p

Commands may be abbreviated. Commands are:

! del ete literal pronpt send

? debug I's put st at us
append dir ndel ete pwd trace
asci i di sconnect ndi r qui t type
bel | get nget guot e user

bi nary gl ob nmkdi r recv ver bose
bye hash m s r enot ehel p

cd hel p nput rename

cl ose | cd open rdir

ftp>

Using a Web Browser to Download Files

Thereis amuch easier way to download files from an anonymous FTP site. Use aweb browseryou
can download any file by either making alink to it in an HTML document and clicking the link, or
simply entering an FTP URL in the location edit window (which most web browsers display at the
top of the window directly under the menu section). Using a web browser for FTP accessis good
and fast, but it islimited in what you can access. For example, you cannot send files (at least, there
is no standard way). But for downloading files from public sites, you can’t beat it.

Hereis an example URL that downloads a Winsock API Trace utility from Carl & Gary’sVB
Home Page FTP server: ftp://ftp.cgvb.com/pub/misc/tpwins32.zip
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If you enter the URL directly from the browser make sure you turn on the “save to disk” option. If
you create an HTML file with alink, the file should look like this:

<a href="ftp://ftp.cgvb. com pub/ m sc/tpw ns32. zi p” >t pwi ns32. zi p</ a>

Using your web browser you can click on the link while holding down the Shift key to save to disk.

The FTP Protocol

The commands you giveto an FTP application are a bit different from the commands that an FTP
application givesto an FTP server. For example, to get adirectory listing with an FTP application
you would use the DIR command. However, the FTP application uses the LIST command. When |
refer to FTP from now on, | am referring to the protocol, unless otherwise noted.

If there is any one big difference between FTP and the protocols that we' ve covered up to this point,
it isthat FTP uses more than one port. Port 21, the control connection, is used for transferring
commands, and another port, the data connection, is used for transferring data. The default port for
the data connection is 20, but any other port can be used also. This makes FTP awee bit more
difficult to code than, say, SMTP or POP3.

Previous|Table of Contents|Next

Products | Contact Us | About Us | Privacy | Ad Info | Home

Use of this site is subject to certain Terms & Conditions, Copyright © 1996-2000 EarthWeb Inc.
Al rights reserved. Reproduction whole or in part in any form or medium without express written permission of EarthWeb is
prohibited. Read EarthWeb's privacy statement.



http://www.itknowledge.com/products.html
http://www.itknowledge.com/contactus.html
http://www.itknowledge.com/aboutus.html
http://www.earthweb.com/about_us/privacy.html
http://www.itmarketer.com/
http://www.itknowledge.com/
http://www.itknowledge.com/agreement.html
http://www.itknowledge.com/copyright.html
http://itnews.earthweb.com/
http://www.earthweb.com/about_us/privacy.html
http://www.itknowledge.com/reference/standard/0471314986/ch06/ITKN1a2b3c4d5e6f7g8h9idefcon4.html

©@ @& © 6 0 0 068 0

HOME  ACCOLUNT INFO

&, SEARCH
ITKNOWLEDGE

SUBRSCRIBE LOGIN

Go!

Keyword
® srief O Full

# Advanced
Search
# Search Tips

L) Browse
By TORC

SEARCH MY ITHNOWLEDGE FAGQ SITEMAF CONTACT LIS

To access the contents, click the chapter and section titles.

Visual Basic 6.0 Internet Programming
(Publisher: John Wiley & Sons, Inc.)

Author(s): Carl Franklin

ISBN: 0471314986

Publication Date: 02/01/99

[Bookmiark] it
Search this book:

Go!

Previous|Table of Contents|Next

FTP Errata

Yes, thereis plenty of weirdness concerning FTP, and why not? FTP has long been the staple file transfer mechanism of the
Internet community. Because it is so popular, everyone has a way to improve on it. Therefore, there is tons and tons of
addenda, comments, and additions to the FTP protocol. This has yielded some inconsistencies in FTP commands between
servers. For that reason you must exercise a bit of caution when extending the power of FTP to your users.

For example, if your client only connectsto your server and you have tested the connection then you needn’t worry. On the
other hand, if you incorporate FTP as a means to grab any file from any FTP server, and extend that functionality to the user,
you may bein for a headache. Most third-party FTP tools maintain alist of server types and the different commands that the
server may or may not understand. Using the FTP protocol, if you send the SY ST command, the FTP server will send you
back the FTP server name and version. It is beyond the scope of this book to list all of the different inconsistencies among FTP
servers.

| am not trying to make it sound like FTP is not a standard. For the most part, FTP server implementations stick to the standard
commands. The commands in this chapter were taken from RFC 959, which is the standard FTP protocol definition. Any
deviation from this standard is arisk, and software shops should know this.

Connections

The FTP server acceptsinitial connections on port 21. Unlike HTTP, which reconnects on every command, FTP keeps the
connection open. This connection is for the processing of FTP commands only. A separate connection is used for data transfer.
These two connections are called the control connection and the data connection, respectively.

For example, when retrieving afile the client usually sends the PORT command, accepts a connection on port 20 and then tells
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the server to send the file using the RETR command. The server then sends the data, and closes the connection. The reason this
method is used and not the familiar send data ending with a period on aline by itself method, is because FTP sends binary
data. There is no practical way to interpret an end-of-line character when every possible character could be interpreted as data.

Another option isfor the client to tell the server to listen to a particular port with the PASV command (indicating passive
mode), and then connect to that port for the data connection. | like to use passive mode because you don’t have to accept a
connection, which isn’t always possible.

If you are going to use the PORT method, it is best to open either port 20 or the next available port over 1024 and then send a
PORT command to the server. That way, if the user is already transferring a file with a standalone FTP application, there is no
chance of interfering with it. (I say to use ports over 1024 because ports 1-1024 are reserved for TCP/IP and standard
protocols.)

FTP Commands

FTP uses a series of ssimple commands such as LIST and RETR that perform the various tasks of navigating directories and
transferring files with an FTP server. These commands are listed in the FTP Reference in Appendix D at the back of this book.
FTP commands are always followed with a CR/LF pair.

Server Responses

After sending an FTP command, you will receive areply that consists of a three-digit number followed by a space and a text
message. Figure 6.7 shows alist of reply codesin numeric order. The full descriptions of these codes can be found in RFC
959.

Figure 6.7 Reply codes.

110 Restart marker reply.
In this case, the text is exact and not left to the particular inplenentation; it
MARK yyyy = mmm
where yyyy is User-process data stream marker, and mmmis server’s equival ent nai
bet ween markers and “=").
120 Service ready in nnn m nutes.
125 Data connection al ready open; transfer starting.
150 File status okay; about to open data connecti on.
200 Conmand okay.
202 Command not i npl enmented, superfluous at this site.
211 System status, or systemhelp reply.
212 Directory status.
213 File status.
214 Hel p nessage.
On how to use the server or the neaning of a particular nonstandard comrand. This



t he
215

220
221

225
226

227
230
250
257
331
332
350
421

425
426
450

451
452

500

501
502
503
504
530
532
550

551
552

553

human user.
NAME system type
NAME is an official systemnanme fromthe list in the Assigned Nunbers docunent.
Servi ce ready for new user.

Service closing control connection.

Logged out if appropriate.

Dat a connection open; no transfer in progress.

Cl osi ng data connecti on.

Requested file action successful (for exanple, file transfer or file abort).
Ent eri ng Passive Mdde (hl, h2, h3, h4, pl, p2).

User | ogged in, proceed.

Requested file action okay, conpleted.

“ PATHNAVE” cr eat ed.

User name okay, need password.

Need account for | ogin.

Requested file action pending further information.

Servi ce not avail able, closing control connection.

This may be a reply to any command if the service knows it nust shut down.
Can’t open data connecti on.

Connection cl osed; transfer aborted.

Requested file action not taken.

Fil e unavailable (e.g., file busy).

Requested action aborted: |ocal error in processing.

Requested action not taken.

I nsufficient storage space in system

Syntax error, command unrecogni zed.

This may include errors such as command |ine too |ong.

Syntax error in paraneters or arguments.

Command not i npl enent ed.

Bad sequence of comrands.

Command not inplenented for that paraneter

Not | ogged in.

Need account for storing files.

Requested action not taken.

File unavailable (e.g., file not found, no access).

Requested acti on aborted: page type unknown.

Requested file action aborted.

Exceeded storage allocation (for current directory or dataset).

Requested action not taken.

Fi | enane not al | oned.

Reply Code Categories



Each digit of the reply code has a specific meaning. There are five values for the first digit of the reply code: 1 indicates a
positive preliminary reply (the command was accepted, and thisis the first of more than one positive reply from the server); 2
indicates a permanent positive reply; 3 indicates a positive intermediate reply, in which case the server is waiting for more
information; 4 indicates that the command was not accepted and the requested action did not occur, yet the condition may be
temporary; 5 indicates absolute failure.

The second digit indicates the category of the reply: O indicates a syntax error; 1 indicates informational content; 2 indicates a
message concerning the transmission channel; 3 refers to authentication or accounting messages; 4 is not used; and 5 indicates
amessage regarding the file system status. The third digit merely specifies the level of granularity of messagesin a particular
category.

Figure 6.8 shows a quick summary of how to interpret FTP reply codes. Y ou should consult RFC 959 for a complete
discussion.
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Visual Basic Code

The project FTPDEMO.VBP isan FTP client application. With it, you can connect to any FTP
server, navigate and list directories, and send and receive files. Figure 6.9 shows the FTPDemo
program. FTPDemo does not have a command parser, such as does the FTP.EXE application.
Instead, it has a series of command buttons for FTP actions.

Though this code is aterrific teaching tool, you should use the cfFTP object outlined in Chapter
9if you want to use FTP code in your own VB applications. Since cfFTP is an object, it can be
accessed easily from any VB application.

The form, frmFTP, has three DSSock controls on it; one for the control connection (dsSocket1),
one to accept a data connection, and the third for the data connection itself.

Figure 6.8 Interpreting FTP reply codes.

1xx Positive Prelimnary Reply

2XX Positive Reply

3XX Positive Internediate Reply

4AxX Transi ent Negative Conpletion Reply
5xx Per manent Negative Conpl etion Reply
x0x Syntax error

x1x I nf or mat i on

X2X Connecti ons

X3X Aut henti cati on and accounti ng

X4X Unspeci fied as yet

X5X File system
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Figurlélé.gn FFPDemo program.

The module FTP.BAS then has FTP routines such as FTPLogon that log you into the FTP server.
FTP.BAS requires FTP.FRM and vice versa. First, I [l show you how to use the FTP routines,
and then we'll get into how they work.

Using a Display Terminal

The FTP code has a provision for using alist box or atext box to display messages and directory
listings from the FTP server. If you want to use this feature, you need to modify one line of code
in FTP.BAS. Specificaly, the DisplayMessage routine has aline that sets alocal object called
Display to alist box or atext box. Simply change thisline to point to your list box or text box on
any form:

-- Set your control name here (Text Box or List Box)
Set Display = frmvain. Listl

Y ou can, of course, modify this routine to display text in any type of display control. The Demo
project (FTPDemo) uses alist box as a display window.

FTPLogon

Thefirst thing you need to do is connect to an FTP server. Use the FTPLogon function for this.
Hereis the syntax:

Success% = FTPLogon ( Server Name$, User Nane$, Password$, Ti meout %

Thereturn valueis True if successfully connected and authorized, and False if there was any
problem either connecting or logging in. ServerName$, UserName$, and Password$ are
self-explanatory. Timeout% is the number of seconds to wait for a successful connection.

Hereis an example of calling FTPLogon that connectsto Carl & Gary’s Visual Basic Home
Page FTP Server anonymously as santaclaus@northpole.com, and waits up to 30 seconds for a
connection:

| f FTPLogon (“ftp.cgvb.cont, “anonynous”, “guest”, 30) Then
MsgBox “ Connected!”
El se
MsgBox “There was a probl em connecting or |ogging in”
End If

SendFTPCommand

SendFTPCommand has provisions for any command that requires a data connection, such as
RETR and STOR. If adata connection isrequired, it first sends the command to set up the data
connection, and then it sends the command. Here is the syntax:

SendFTPCommand FTPComrand$, Bi naryMbde% Fil eNane$
FTPCommand$ is any valid FTP command.
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FileName$ is an optional argument that specifies a FileName when sending a file with STOR or
STOU, or retrieving afile with RETR.

When retrieving afile using the RETR command, FileName$ is the local name that the file will
be saved to. When sending afile using STOR or STOU, FileName$ specifies the name of file on
the server that will be created.

BinaryMode indicates whether or not the output from the server is sent in binary mode or ASCI|I
mode. Setting BinaryMode to True indicates binary mode. In general you should send and
receive al files using BinaryMode True. When retrieving directory listings with LIST, you
should specify BinaryMode False.

Hereisan example in which MY FILE.ZIP is downloaded:

SendFTPCommand “RETR’, True, “MYFILE. ZI P’
Retrieving a Directory Listing

To retrieve adirectory listing of the current directory on the FTP server, use the RETR command
with the following syntax:

SendFTPCommand “ LI ST”, Fal se

Note that you do not have to specify afilename if it is not required. SendFTPCommand uses the
Visual Basic 4.0 Optional keyword for the FileName argument, so it is not required.

Y ou can also return alisting of filesthat match a particular spec. For example, the following
command returns al files with an extension .zip:

SendFTPCommand “LI ST *.zip”, False

If you are using a display terminal then the directory listing will be displayed. If not, then you
will have to intercept the data in the frmFTP.dsSocket2 Receive event, which iswhere all data
recelved viathe data connection enters your application.

Changing Directories

To change to anew directory, send the CWD (Change Working Directory) command specifying
the directory name. For example, to change to /uploads:

SendFTPComand “CWD / upl oads”, Fal se
Downloading a File

To download afile, send the RETR command with the name of the file. The FileName$
argument is the name to which the downloaded file will be saved. When sending RETR, make
sure you specify nBinaryMode as True. Here is an example that downloads afile in the current
FTP server directory called MYFILE.ZIP and savesit locally to C\FILESIMMY FILE.ZIP:

SendFTPConmmand “ RETR MYFI LE. ZI P, True, ”"C:\FILES\ MYFI LE. ZI P*
GetFileFromURL

Y ou can also use the GetFileFromURL to connect to an anonymous FTP server, download afile,
and disconnect al in one shot. Thisis similar to using aweb browser to download afile from an



anonymous FTP site. Here is the syntax:

Success% = Get Fil eFromJRL% URLS$, DestPat h$, Email $, Ti neout %

Thereturn valueis True if the file was downloaded and False if there was a problem with either
connecting or downloading. URL$ isaURL pointing to an anonymous FTP file. It can either
start with file:// or ftp://. DestPath$ is alocal directory name where the file will be saved. Email$
isyour e-mail address (used to connect anonymously). If you leave this blank, then “guest” is
used as an e-mail address (some sites don’t allow this). Timeout% is the number of seconds to
wait for a connection before the function returns Fal se.
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Here is an example that downloads the file sleigh.zip from ftp.northpole.com in the directory /pub/games and savesit to
the local C:\ directory. The user’s e-mail addressis specified as me@here.com, and the routine will wait up to 30
seconds for a connection.

If GetFileFromJRL("file://ftp.northpole.com pub/ganes/ sl ei gh. zi p“,

"c:\", “nme@ere.coni, 30) Then
MsgBox “ Success!”
El se
MsgBox “Fail ure”
End If

The GetFileFromURL function does not return to your code until it has either successfully downloaded the file or
determined that there was an error.

Uploading a File

To send afileto an FTP Server you can either use SendFTPCommand or the SendFile routine. SendFile is awrapper
for SendFTPCommand, and adds the benefit of automatically setting the transfer mode to binary, and waiting until your
fileis sent before it returns. Here is the syntax for SendFile:

Err Code% = SendFi | e%{ Sour ceFi | eName$, Dest Fil eNane$, ErrorMessage$)

SendFile% returns zero if all goes well; otherwise it returns the FTP reply that represents an error that occurred. To use
SendFile you must already be connected to the FTP server (see FTPLogon).

SourceFileName$ is the name of alocal file to be sent. DestFileName$ is the path and filename of the file that will be
written on the server. The path uses forward slashes (/) not backslashes (\) and must not contain wildcard characters.
ErrorMessage$ returns with an error message if an error occurs.

Here is an example that sends the file c:\myfile.zip to /pub/uploads on the server:

Dim szErrMsg As String

If SendFile(“c:\nmyfile.zip”, “/pub/uploads/nyfile.zip”, szErrMsg) Then
MsgBox szErrMsg, vblnformation
End |f

Debugging

My FTP code (in fact, al the code) comes with an excellent debugging tool for those times when you just want to know
what’ s going on in the code. Stepping through the code isimpossible during an FTP session, so the only way to see the
flow of dataistowritealog file.

The WriteL ogFile function is aroutine that writes astring to afilein the current directory called ERRORLOG.TXT. It
writes the date and time, and the string to the file. If the file is not open it is opened. The string is automatically
appended to the file. WriteL ogFile writes to the log file only if you use /D on the command line of your application.
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Even if you are not having trouble with the code, chances are that sooner or later someone is going to have trouble. Y ou
can tell them to start your application with /D and then send you the LOG file. That way you can trace what happens;
the last line written to the log indicates the last successful action that the program took before the error occurred.

Figure 6.10 shows the Writel ogFile routine, contained in DSSOCK.BAS. The code checks the command line for /D.
The string iswritten to thefile only if it has been specified. Notice that the date and time is al so written to the log file.

Y ou can use WriteLogFile in any of the applications (or any of your own for that matter). | find it an invaluable little
debugging tool for real-time communications.

WriteL ogFileis called at every critical point in the FTP code, as listed here.

Routine Description
SendData Sending data to a server (writes the data).

Figure6.10 WriteL ogFilewrites error messageto afile.

Sub WitelLogFile(szData As String)

‘-- File handle for the log file (if used)
Di m nLogFi | eNum As | nt eger

On Error Resune Next

If InStr(UCase$(Command$), “/D’) Then
‘-- Open The File
nLogFi | eNum = FreeFil e
Open App. Path & “\” & szLogFil eName For Append As nLogFi | eNum

‘-- Wite the string
Wite #nLogFileNum Str$(Now) & Chr$(9) & szData

‘-- Cose the file
Cl ose nLogFi | eNum
End If

End SubdsSocket1 O ose When the control connection is closed by the server.

dsSocketl Connect When the control connection is made between you and the server.

dsSocketl Exception When aWinSock error occursin the control connection (writes the error).

dsSocketl Receive  When dataisreceived on the control connection (writes the data).

dsSocketl SendReady When the control connection becomes ready to send data.

dsSocket2_Accept When a data connection has been established with the server by means of the server connecting
to you (PORT).

dsSocket2_Close When the data connection is closed by the server.

dsSocket2_Connect  When a data connection has been established with the server by means of you connecting to the
server (PASV).

dsSocket2_Exception When aWinSock error occurs in the data connection (writes the error).

dsSocket2 Receive  When datais received on the data connection (writes the data).

dsSocket2 SendReady When the data connection becomes ready to send data.

CloseDataConnection When the code closes the data connection (even if it's not open).

Asyou can see, using /D will create quite anice little error log for you to study. | used it several timesin debugging the
FTP code.

Inside the FTP Code

The FTP Code is a hit complex because of the flags and global s that help bridge the gap between the routines and the
FTPform, where all the data transfer occurs. Instead of going over the code line by line, | will instead walk through the
data flow using the typical example uses of FTP, connecting to a server, getting adirectory, and transferring files. If
you are the curious type, you can read the well-commented code.



Take alook at the FTP Form. There are two dsSocket controls: the first (dsSocket1) is used for the control connection
and the second (dsSocket?2) is used for the data connection. Because there can be more than one data connection, this
control isan array, having an index of zero.

Connecting to the Server

Thisis done with FTPLogon. FTPLogon does more than just connect you to the server, it logs you into the server and
waits for the server to say you are logged in. Figure 6.11 shows the FTPL ogin function.

The first thing this routine does is make sure that dsSocket1 (the control connection) isin Line mode (not binary) and
that the end-of-line character is alinefeed.
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Next it sets two globals (gszUserName and gszPassword) to the username and password passed to FTPLogin. These
will be used in the dsSocketl Receive event to answer the server’s request for the username and password.

Also, the flag gnFTPReady isinitialized to False. Thisis set to True when we have received login confirmation from
the server.

Next, SocketConnect is called to connect to the FTP server. If you remember back in Chapter 2 on Winsock
programming, SocketConnect is the generic connect routine for any type of Internet host.

Check out the next block of code:

EndTi me = Dat eAdd(“s”,
Do

nTi meout, Now)

DoEvent s
If Now >= EndTi ne Then
Exit Do

Figure6.11 The FTPLogon routine connects and logsinto an FTP server.

Functi on FTPLogon(szHost Address As Stri ng,
szPassword As String,

szUser Nane As String,
nTi meout As | nteger)

Di m EndTi e
Scr een. MousePoi nt er = vbHour gl ass

‘-- Set Line Mdde and Eol Char (Linefeed)
frnFTP. dsSocket 1. Li neMbde = True

frnFTP. dsSocket 1. EOLChar = 10

‘-- Set the usernane and password
gszUser Nanme = szUser Nane
gszPassword = szPassword
gnFTPReady = Fal se

‘-- Connect (with a tinmer)

I f Socket Connect (frnFTP. dsSocket 1, 21,

szHost Address, nTimeout) = 0 Then
-- Use the sane tiner value to wait for gnFTPReady
‘ which is set in dsSocketl Receive

EndTi ne = Dat eAdd(“s”,
Do
DoEvent s
If Now >= EndTi ne Then

nTi meout, Now)
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Exit Do
End |f
Loop Until gnFTPReady
‘-- Success?
| f gnFTPReady Then
‘-- Yes! We be connected
FTPLogon = True
El se
‘-- Error. disconnect
Socket Di sconnect frnFTP. dsSocket 1
End |f
End |f

Scr een. MobusePoi nter = vbNor mal
End Functi on

End If
Loop Until gnFTPReady = True

This code waits for gnFTPReady to be set to True, indicating a successful FTP login, but exits after nTimeout number
of seconds has expired.

The timing code uses the Now function, which returns a date/time value of the exact moment wheniit iscaled. The
DateAdd function adds nTimeout number of secondsto Now, and returns a value that represents nTimeout number of
seconds in the future. Inside the loop, Now is tested against EndTime and exits if the number of seconds has el apsed.

If indeed the loop exits because of atimeout then gnFTPReady will befalse. If thisis so, then we did not connect;
otherwise FTPLogin returns True to indicate success.

Let'slook at the data flow that actually happens when you connect. Immediately after connection, the FTP Server
sends a 220 reply with awelcome string. For example:

220 ftp.cgvb. com FTP server (Version wu-2. 4. 2-acadenf{ BETA-16] (1) Sun Apr 26 07:0
9: 33 EDT 1998) ready.

In the dsSocketl Receive event, a Select Case statement is set up on the value of the reply code (the value of the
leftmost three digits of ReceiveData). If the code is 220, then we have just logged into the server and should send the
USER command with the user name. Here is the code to handle this precise moment:

Case 220 ‘-- Service ready for new user.

SendDat a dsSocketl, “USER " & gszUserNane & vbCrLF

Now the USER command (specifying the username) has been sent and we should get back a 331 reply indicating that
the username requires a password. Here is the code to handle this (also in dsSocketl Receive):

Case 331 ‘-- User nane okay, need password.

SendDat a dsSocket1l, “PASS " & gszPassword & vbCrLf

Now, if the password is accepted, then we will get back a 230 command. If this occurs, then gnFTPReady is set to True
in the following clause:

Case 230 ‘-- User |ogged in, proceed.

‘-- This flag tells FTPLogin that we're actually |ogged in.
gnFTPReady = True

Once the gnFTPReady flag is set to True, then the loop in FTPLogin exits, FTPLogin is set to True, and we'rein!
Reality Break

About thistime is where most people want to put the book down and use a custom control to do al this. Believe me,
it's not as complex as you think, and you should avoid using controls whenever possible. Remember, | am showing you



the innards of the code that you can access a a high level. The dirty work is done. Y ou have the added benefit of being
ableto tinker with the code, which you don’t get with an FTP control. However, | must stress that if you want to use
this code in your own applications you should probably use the cfFTP class outlined in Chapter 9.

So take afew deep breaths, count to 11,239, pour a cup of coffee, put on your fuzzy slippers, and forge ahead. Just
think of all the boneheads you’ll impress with just the buzzwords alone, let alone the fact that you'll be able to
communicate with FTP serversin Visual Basic, something that my cats can’t even do (and they’ re not stupid!).

Inside SendFTPCommand

Figure 6.12 shows the SendFTPCommand routine. | want to bring to your attention right off the bat the block of code
that begins with:

I f gszLast CnmdSent <> “TYPE’ Then
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This code determinesiif the user has specified a change of transfer mode (binary to ASCII or vice versa). If so, the
command string passed in to SendFTPCommand is saved in the global gszDataCommand variable, the TY PE command
is sent to change the mode, and the routine is exited. When the OK reply (200) is received after sending the TY PE
command, the original command (gszDataCommand) is then issued.

Figure 6.12 SendFTPCommand command lets you send any FTP command to the server.

Sub SendFTPConmand(szComrand As String, szFileNanme As String,
nBi naryMbde As | nteger)

-- This function sends any conmmand that requires a data connection.
‘ These comands are “RETR’, “APPE", “LIST”, “NLST”, “STOR’, and “STQU.
‘ Add nore as they beconme necessary.

Di m nPos1 As | nt eger
Di m nPos2 As | nt eger
Di m nPos3 As | nt eger
Di m nSpace As | nt eger
Di m szAddr As String
Di m szPor t As String

‘-- Set up an error handl er
On Error GoTo ERR SendDat aConmand

WitelLogFile “SendFTPConmand: " & szCommand & “, "
& szFileNane & “,” & Str$(nBinaryMde)

‘-- Save the comand internally

gszLast CmdSent = UCase$(Left$(szCommand, 4))

gnFil eX = Fal se

| f gszLast CndSent <> “TYPE" Then

‘-- Handl e the data node (binary or ASCII)

I f gnLast Mode <> nBi naryMdde Then
gnLast Mbode = nBi nar yMode
gszDat aConmand = szConmand
gszLast CmdSent = “TYPE’
gszFi | eNane = szFil eNane
I f nBi naryMode Then

SendDat a frnFTP. dsSocketl, “TYPE |I” & gszCRLF

El se

SendDat a frnFTP. dsSocket1, “TYPE A" & gszCRLF
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End | f
Exit Sub
End | f
End If

gszFi |l eNanme = szFil eNanme
Sel ect Case gszlLast CndSent

Case “RETR', “APPE’, “LIST", “NLST", “STOR', “STOU
‘-- These commands require setting up a data connecti on.
gnBi nar yMode = nBi nar yMode
‘-- Make sure the data connections are closed
Cl oseDat aConnecti on
‘-- Cose the data file if open.
I f gnFileNum Then
Cl ose gnFil eNum
End If
gnFil eNum = 0
‘-- Save this conmand
gszDat aCommand = szCommand
‘-- |If gnPassiveMde is True, then we connect to the
‘ FTP server, otherwise it connects to us (for a
‘ dat a connection).

| f gnPassi veMbde Then
gszLast CdSent = “ PASV”

‘-- Send the PASV comand
SendDat a frnFTP. dsSocket 1, “PASV’ & gszCRLF

El se
On Error Resune Next
frnFTP. dsSocket 2(0) . Acti on = SOCK_ACTI ON_CLGCSE
On Error GoTo ERR SendDat aConmmand

‘-- Tell the data connection socket to listen to
) the next avail able port.

frnFTP. dsSocket 2(0) . Local Port = 0

fr nFTP. dsSocket 2(0) . Local Dot Addr = “”

frnFTP. dsSocket 2(0) . Servi ceNane = "*

fr=TP. dsSocket 2(0) . Acti on = SOCK_ACTI ON_LI STEN

‘-- Devise a PORT command to tell the FTP server where

) to connect.
szAddr = frnFTP. dsSocket 2(0). Local Dot Addr

nPosl = InStr(szAddr, ”".")

nPos2 = InStr(nPosl + 1, szAddr, ".")

nPos3 = InStr(nPos2 + 1, szAddr, ".")

szPort = "PORT “ & Left(szAddr, nPosl - 1) & ", "

szPort = szPort & Md(szAddr, nPosl + 1, nPos2 - nPosl - 1) & ","
szPort = szPort & Md(szAddr, nPos2 + 1, nPos3 - nPos2 - 1) &","
szPort = szPort & M d(szAddr, nPos3 + 1,

Len(szAddr) nPos3) & ",

szPort = szPort & frnFTP. dsSocket2(0).Local Port \ 256 & ", "
szPort = szPort & frnFTP. dsSocket 2(0). Local Port Md 256

gszLast CmdSent = " PORT"



¢

-- Send the port command
SendDat a frnFTP. dsSocket 1, szPort & gszCRLF

End |f
Case Else
‘-- Send the specified command

SendDat a frnFTP. dsSocket1l, szCommand & gszCRLF

End Sel ect

Exit Sub

ERR_SendDat aConmand:

Debug. Print "Error“ & Str$(Err) & ": “ & Error
On Error Resune Next
Exit Sub

End Sub

This intermediate step takes the burden off you as the programmer of constantly sending a TY PE command before every
single command.

At the top of the routine the leftmost four characters of the command are saved as the global gszL astCmdSent. This
variable always contains the last command sent via SendFTPCommand, and is hecessary for determining action to be
taken based on the codes received.

Changing Directories

The CWD command is extremely simple. Use the following example as amodel for syntax:

SendFTPComand " QWD / pub/ cdrom wi n95“, Fal se

When you send this command, the server will change directories and send back a 250 reply to notify success. Thereis no
special handling for the CWD command in the code, but you can add it by simply looking at gszL astCmdSend. If it's
CWD, then you have yourself ahandler.

Creating a Data Connection

The next thing the code does is determine if the command requires a data connection. There are two basic types of FTP
commands: those that require a data connection and those that don’t. For example, the CWD command does not require
a data connection. The commands RETR, APPE, LIST, NLST, STOR, and STOU all require a data connection.

Sel ect Case gszlLast CrdSent

Case "RETR', "APPE‘, "LIST“, "NLST*, "STOR‘, "STOU

A data connection can be created one of two ways. Y ou can either connect to the FTP server on a port that the server
givesyou, or you can tell the server to connect to you on a port you give it. The PORT command tells the server to
connect to you, and the PASV (passive) command asks the server for a port to connect to for the data connection.

Usually the PORT command is used, but there are situations when you want to connect to the server for adata
connection, such as when you are behind afirewall that does not allow incoming connections. It isfor this reason that |
use PASV in the demo code as the default method of creating a data connection.

The gnPassiveM ode variabl e determines who connects to whom for the data connection. Set gnPassiveMode to False if
you want to accept the data connection, otherwise leave it set to True (the default).
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If gnPassiveMode is True, then the PASV command is sent; otherwise a connection is created with dsSocket2(1).
In the case that gnPassiveMode is Fal se, the code that begins with the following comment devises a string to be
sent to the server that defines the 1P address and port that dsSocket2(0) is listening on:

-- Devise a PORT command to tell the FTP server where
t o connect.

Once the new control islistening, the PORT command is sent with the aforementioned string that definesthe IP
address and port for the data connection, and the routine exits.

At this point we' ve sent the PORT command and are waiting for areply. When dsSocket2(0) answers the
connection, it passes the socket to dsSocket2(1) and the data connection is established, and the FTP server sends
an OK reply (200). If, when thisis received, the last command sent was PORT, then the original command
(gszDataCommand) is sent. Figure 6.13 shows the code in dsSocket1 Receive that handles this precise moment.

If the last command was PORT, that means that the data connection is made (or isin the process of being made)
and the server is ready to accept the original command that required a data connection. At thistime, the origina
command is sent, and the results are returned via the data connection. When the sending side of the connection
has finished sending, it closes the connection.

Retrieving a Directory Listing

A directory listing involves the use of a display terminal (see Using a Display Terminal). All you need to do to
get adirectory is send the LIST command.

LIST takes afilespec parameter just like DOS's DIR command. Here is an example that asks for a directory
listing of all the ZIP filesin /pub/files/new:

SendFTPConmand " LI ST /pub/files/ new *. zi p*, Fal se

Figure 6.13 After receiving a PORT command, the server sends a 200 reply, at which point you send the
original commands such asRETR or STOR.

Case 200 ‘-- Command okay.
‘-- What was the last conmmand sent?

Sel ect Case gszlLast CndSent
Case "TYPE' '-- Type toggles between Binary and Ascii

‘ nodes t oo.

-- Set the binary node flag accordingly

If InStr(UCase$(ReceiveData), "SET TO A*) > 0 Then
gnBi naryMbde = Fal se
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El self InStr(UCase$(ReceiveData), "SET TO1“) > 0 Then
gnBi naryMbde = True
End I f
gnLast Mode = gnBi nar yMode
I f Len(gszDat aCommand) Then
SendFTPCommand gszDat aCommand, gszFil eName, gnBi naryMbde
End I f

Case " PORT"
‘-- Send the actual command that the PORT command
was sent to prepare for.
Di spl ayMessage " Sendi ng conmand: “ & gszDat aCommand
SendDat a dsSocket1, gszDat aCommand & gszCRLF
End Sel ect

Unix Wildcards

FTP uses Unix wildcards in filespecs. Here are afew of the most commonly used Unix wildcards:

? matches a single character. Unlike DOS, “hell?” will match “hell” but not
“hello”.

* matches any sequence (including a period).

[xxx] where xxx isa collection of letters or arange of letters (like A-Z).

“hello.[A-Za-z]” matches “hello.z” but not “hell0.9”.

The LIST command requires the use of the data connection. The data connection must be created on the fly
before sending the actual LIST command or any other command that requiresit (see Creating a Data
Connection).

When you call SendFTPCommand with LIST as the command, first a data connection is made using either PORT
or PASV, depending on gnPassiveM ode. Once the data connection is made, then the LIST command gets sent.
The server immediately sends the directory information and the dsSocket2 Receive event fires upon receiving
the data. Figure 6.14 shows the codein this event.

Look at the statement “Case LIST.” Thisiswhere the code arrives after sending the LIST command. By default
the code simply calls DisplayMessage, which displays the text in either alist box or atext box, depending on
which you want to use. The demo program uses a list box.

Uploading a File

When you call the SendFile Routine (shown in Figure 6.15) the first thing that happensisthe STOR command is
sent with SendFTPCommand. The data connection is created using either the PASV command or the PORT
command, and the STOR (or STOU) command string is temporarily stored in the gszDataCommand variable.
Now, the server sends either a 125 or a 150 code indicating that the transfer is starting. Figure 6.16 shows the
code in the dsSocketl Receive event that handles this precise moment.

Figure 6.15 The SendFileroutine sendsafileto the server.

Function SendFil e(szSourceFile As String, szDestFile As String,
szError Message As String) As Integer

Di m nRet Val As | nteger

SendFTPCommand " STOR " & szDestFile, szSourceFile, True

Figure 6.14 Receiving data via the data connection.

Sub dsSocket 2 Receive(lndex As Integer, ReceiveData As String)



WitelLogFile “RD: " & Str$(Len(ReceiveData)) _
& “ bytes. First 10 = " & Left$(ReceiveData, 10)
‘-- \What was the | ast command sent?
Sel ect Case UCase$(Left $(gszDat aCommand, 4))
Case “RETR’ ‘-- The retrieve command is the sane as a
‘ Downl oad conmmand, the purpose is to
retrieve a file. If we are here then
we are receiving file data.
-- Is the file not open?
If gnFileNum = 0 Then
‘-- Was a file specified?
If Len(gszFil eNane) Then
‘-- Yes. Open the file in binary node (always)
gnFil eNum = FreeFil e
Open gszFil eName For Binary As gnFil eNum
End | f
End | f

-- If the file is open, wite the data.
I f gnFil eNum Then

Put gnFil eNum , ReceiveData
End |f

Case “LIST”

‘-- This is aline of a directory listing. If you wish to parse
‘ it to determine the properties of the files, you should do
so here, but be warned... The format of this listing may
change from server to server.

Di spl ayMessage Recei veDat a

Case Else

‘-- We are not retrieving a file, so display the
received data. O course, you can nodify this
logic to also display retrieved file data (if
in text node, or something like that) or to save
all received data to a file.

Di spl ayMessage Recei veDat a

End Sel ect

‘-- Update the nunmber of bytes received.
gl Byt esRecei ved = gl Byt esRecei ved + Len(Recei veDat a)

End Sub
If nRetval = 226 Then
nRet Val = Fal se
El se
szError Message = gszErrMsg
End | f

SendFi |l e = nRet Va

End Functi on
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Figure 6.16 The dsSocket2 Close event occurswhen the server closesthe data connection.

Sub dsSocket2 C ose(lndex As Integer, ErrorCode As Integer, ErrorDesc As String)

WitelLogFile “dsSocket2(” & Trin$(Str$(Index)) & “)_Cl ose”

Di spl ayMessage “Connection C osed. Total
& gl Byt esRecei ved & gszCRLF

bytes received = " _

‘-- Close the file if
I f gnFil eNum Then
Cl ose gnFil eNum
gnFileNum = 0
End | f

its open

-- You cannot unl oad dsSocket 2(0)
If Index = 1 Then

Unl oad dsSocket 2( | ndex)
End |f
gszDat aComand = “”
gl Byt esReceived = -1

End Sub

Simply put, the file is opened in Binary mode and sent in chunks. The chunk size is set with the variable gnSendBlockSize,
which you can set in the Form_Load event of frmFTP. The default is 16000. The basic ruleis that there is more overhead in
sending two blocks of n bytes than sending one block of 2n bytes. In other words, the bigger the buffer, the better. So, try to
avoid bagging bugs by barking with big buffers. Once the file has been sent, the data connection is closed.

SendFile makes use of another handy routine, called WaitForFileResponse. This routine waitsin aloop for the gnFileOK
global integer variable to be set, and returns the value of gnFileOK. gnFileOK is set to any 200 completion code or error
code. It is not set by interim codes such as 200, but is set only after acommand has been completely carried out. Using
WaitForFileResponse is an easy way to return control to your program after acommand has been carried out. | useit in the
FTPdemo project to disable the form temporarily until acommand is complete. This prevents the user from stacking up
commands on top of each other, which could yield unpredictable results.

Downloading a File

The RETR (Retrieve) command downloads (receives) afile from the FTP server. The file can be anywhere on the server
(that’s available to you, of course) and you can specify afull server-side path with the filename.

Hereisthe syntax to download afile:

SendFTPCommand “ RETR MYFI LE. ZI P’, True, “C:.\FILES\ MYFILE. ZI P
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When you send this command, just like with LIST, SendFTPCommand saves the RETR command to gszDataCommand
and sends the PORT command (or the PASV command) to initiate a data connection. Once the data connection is made, the
original command (RETR) is sent. The server responds positively with a 150 reply to indicate that it’'s OK to start the
transfer, or a125 if the data connection is already open.

At thistime you are ready to start receiving thefile. Look at Figure 6.14 again, which shows the dsSocket2 Receive event.
If the last command sent was RETR then you are receiving binary file data. The code opensthefileif it is not open and
writes the received data to thefile.

When the server has finished sending the data, it closes the data connection. Figure 6.17 shows the dsSocket2_Close event
that occurs when the server closes the data connection. gnFileNum, the VB file handle of the received file, is closed when
the data connection is closed. Also, the data connection control dsSocket2(Index) is unloaded from memory. To clean up,
gszDataCommand is zeroed and the number of bytesreceived is set to —1 to indicate an end of fileto the code in
dsSocketl Receive.

Figure 6.17 The dsSocket2 Close event.

Sub dsSocket2 O ose(lndex As Integer, ErrorCode As Integer, ErrorDesc As String)

WitelLogFile “dsSocket2(” & Trin$(Str$(Index)) & “)_Cl ose”

”

Di spl ayMessage “Connection C osed. Total bytes received = & gl Byt esRecei ved &

vbCr Lf

‘-- Cose the file if its open
I f gnFil eNum Then

Cl ose gnFil eNum

gnFileNum = 0
End I f
gszDat aComand = “”
gl Byt esReceived = -1

End Sub

Using the cfFTP Object

Now that you know how FTP works you can use the cfFTP object in your own projects without having to cut and paste my
sample code into your project. Chapter 9 shows you how to drop this object into your own projects with just afew lines of
code.

Epilogue

The FTP protocol isn't difficult on paper, but it requires a sort of state-machine mentality to writein Visual Basic, hence all
the gszL astCommand variables and what-not. In all honesty, because of this, the FTP code took me the longest to write.
Fortunately for you, you can just drop this code in your project and be sending and receiving filesin no time. Please be sure
and stop by the Visual Basic 6.0 Internet Programming site (http://carl.franklins.net/vbip) for code updates and utilities.
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CHAPTER 7
ACCESSING THE WORLD WIDE WEB

The World Wide Web

Just since early 1994, the World Wide Web has brought the elusive world of the Internet into homes all over
America. Once the sole realm of universities and research firms, the Internet is now a household word. This
isall dueto the growing popularity of the World Wide Web.

The World Wide Web isthe Internet. It isaterm for the huge collection of web servers out there on the
Internet. The reason it iscalled a“web” is because of how it is accessed. With the click of amouse, you can
connect to any web server anywhere in the world. Once you’ ve connected, you can view documents that
have hypertext jumps, or links, to other web servers anywhere else in the world. The act of jumping around
from server to server is called surfing the net.

I know you' ve either read the preceding paragraph somewhere before, or maybe you heard it on the radio or
saw that episode of Beyond 2000. It seems like everyone is talking about the World Wide Web, and why
shouldn’t they? Thisisthe future. That's why you are reading this book, because you want to know how to
be a part of the future in abig way.

Let’sforget about the hype for aminute and take alook at what’s really going on under the hood of the web,
so to speak. First, a couple of definitions.

HTTP—Hypertext Transfer Protocol

HTTP isthe protocol by which web clients, such as Netscape and M S Internet Explorer, communicate with
web servers, such as WebSite or MS Internet Information Server. In this chapter | make referencesto HTTP
servers and web servers. The two are the same. HTTP is the protocol of the World Wide Web.

Like all protocols, thereisaset of rules. | am not going to go into the innermost workings of HTTP, but you
will undoubtedly pick up on some of them as you read this chapter and implement the code.

HTML—Hypertext Markup Language

HTML isin the same category as RTF (Rich Text Format). HTML is the source code of the World Wide
Web. Using any good web browser, you can connect to any site and view the HTML source for the page you
arelooking at.

In anutshell, HTML is an enhanced text format. Certain commands, or tags as they are called, are embedded
in the text, and tell the HTML display program what to display. To display a GIF file, you use the <IMG>
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tag like so:

<| MG SRC=PI CTURE. d F>
To display text in bold, you would do this:

<B>This is sone bold text</B>

and so on. There are tags for creating lists, displaying text input fields, buttons, horizontal ruler lines, and
many other things.

Do not confuse HTML with HTTP. The latter is the protocol, or the set of rules by which HTML and other
dataistransmitted between web clients and web servers. HTML is a markup language, the specific purpose
of which isthe display of text, graphics, and hypertext jumps.

If you want to know more about HTML and writing it, there are lots of places on the web that have tutorial
and reference documents. The best source of these documents can be found at the Y ahoo! database
(Stamford University). Hereisthe link for that list:

http://www.yahoo.com/Computers and Internet/Information and Documentation/Data FormatsHTML/

| also recommend the HTML Sourcebook by lan S. Graham (John Wiley & Sons, 1995).
Understanding the World Wide Web

Basically, an HTTP server is a Winsock application that listens to port 80. When a blind connection is made,
it sends the default document (i.e., INDEX.HTML) from its default document directory to the client using
the HTTP protocol and immediately closes the connection. The client is now viewing the index page
complete with text and graphics. On that page, there are links to other pages, which may be anywherein the
world. InHTML, alink is defined as follows:

<A HREF=“It; http://sone.server.sonewhere.conk/”>This is the link text</A>

The A stands for anchor. An anchor is areference to another HTML page (or program) running on an HTTP
server somewhere in the world. When the user clicks on that anchor, the client makes a new connection to
the HTTP server defined in the anchor. In this case, the server name is some.server.somewhere.com. Since
the port is already defined as 80, there is no need to specify the port.

An anchor can also contain the name of a specific file, for example:

<A HREF=“<http://carl.franklins.net/default.asp”>Carl's Page</A>

This anchor points to my persona page on my private network, Franklin’s Net. The name of thefileis
/default.asp. The root directory is defined by the HTTP server.

Y ou may have been wondering why files and directories are defined with forward slashes as opposed to
backs ashes. The reason is Unix. Since the web started with Unix machines, it naturally follows that HTTP
and HTML separate files and directories the same way Unix does, with forward slashes. It does not matter
what platform you run your HTTP server on—HTML and HTTP will aways use forward slashes, even when
the operating system does not, asis the case with Windows NT.

It is easy to see why the problem of dead links exists on the web. Thereis no referential integrity. Any web
site has the right to change its paths and HTML filenamesiif it wants to. When this happens, any existing
outside references to the page are considered dead. It isfor that reason that most people |eave a page that
proclaims “ This site has moved to the following address’ at the old site.

This chapter shows you how to use the Hypertext Transfer Protocol, or HTTP, the protocol of the World
Wide Web. The primary focus is on how to connect to and manipulate web pages programmatically, and
interpret the data that comes back from the web site. Thereis nothing in this chapter about writing back-end
server CGI applications. That topic is covered in Chapters 10 and 11. In this chapter we write several
interesting programs. One program retrieves atext file from Carl & Gary’s Visual Basic Home Page, and
another downloads ad hoc street-level maps of anywhere in the United States.


http://www.yahoo.com/computers_and_internet/information_and_documentation/data_formats/html/

| must preface this chapter with a hideous invention of the legal profession called adisclaimer. Itis
sometimes unlawful to extract and present data that exists on web pages for your own purposes. Before
setting out to write any kind of application that uses data gleaned from somebody’ s web page, or any
existing Internet host for that matter, make sure you have permission. John Wiley and Sons, Inc. and myself
(Carl Franklin) will in no way be held responsible by your actions. There, that wasn’t so bad was it?

| learned about this legal issue the old fashioned way. | wrote a VB program that connects daily to a stock
quote server, retrieves several quotes, and logs them to an Access database. | was debugging the application
when al of a sudden it stopped working. The message that was coming back from the web page was that |
had asked for more than 100 quotes in one day, which was not allowed. In the same message, they explained
that it was unlawful to run automated scripts against their server, and they would prosecute those who did.
Whoops!

Another point I'd like to make is that the sites listed in this chapter, as elsewhere in this book, existed at the
time | wrote the book. Since the Internet has atendency to change, | cannot guarantee that they are still in
existence. Y ou should use the code set forth as a guide for creating your own little demons of death and
destruction. Heck, for all | know by the time you read this, Microsoft may have bought the rights to the
Internet and this book may be banned!
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How to Read a URL

URL stands for Universal Resource Locator. A URL identifies an object (HTML page, document, or afil€) that exists on any
web site anywhere in the world. Using Netscape or some other web browser, you can enter a URL at the top of the screen in
the location field, and you will soon be downloading (and with alittle luck, viewing) the object defined by the URL.
Everything you need to know to retrieve a document or file on the web is contained in the URL. Consider this URL for
WorldTRAIN: http://www.worldtrain.com:80/about.asp.

Figure 7.1 shows the different portions of a URL. The first portion (http://) identifies the protocol used to retrieve the
resource. The second part is the machine name or |P address (www.worldtrain.com). The third part of the URL identifies the
port of the web site (:80). Thisis usualy not used unless the port is other than 80. Port 80 is the default port for all HTTP
servers. Next comes the full path and filename of the resource (/about.asp).

If you simply specify adirectory name with no filename, then the default file will be sent. Usually thisis called index.html or
default.asp, but webmasters can set the default file to any file.

The best way to learn how HTTP worksisto look at the data that flows between client and server during a session. Y ou can
do thiswith aprogram like the Listen utility written by lan S. Graham, author of the HTML Sourcebook (John Wiley &

Sons, 1995), an excellent book on HTML with quite a bit of information on HTTP. The Listen utility that comes with
Graham’ s book displays all datathat is sent from the web client to the server. Getting the server’s response datais a bit
trickier. You have to use the Terminal program (see Chapter 2) to connect to the web server on port 80 and manually typein
or paste in the exact data that the client sends the server. The server will send you the data exactly as your web client receives
it.

Figure 7.1 Portions of a URL .

Porti on Exanpl es

Pr ot ocol http://

Machi ne Nanme www. wor | dt rai n. com
199. 105. 125. 50

Port Nunber : 80
<none>

Full Path O File [about.asp
[ about . asp
<none> (inplies default file)

Let’stake alook at what really happens when you click on a URL in Netscape or any other web client. Thisis exactly what
gets sent to Carl & Gary’s VB Home Page when you enter the URL to read the Suggestion Box Page, from Internet Explorer
4.01:

CET /suggest. boa HTTP/ 1.1
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http://www.itknowledge.com/pick-account.html
http://www.itknowledge.com/PSUser/usrreg.htm?AdminAction=InitAdd&Locale=en&URI=/
http://www.itknowledge.com/PSUser/psuserauth.htm?cmd=login&URI=/
http://www.itknowledge.com/search/
http://www.itknowledge.com/PSUser/EWIPOMain.html
http://www.itknowledge.com/faq/faq.html
http://www.itknowledge.com/sitemap.html
http://www.itknowledge.com/contactus.html
http://www.itknowledge.com/search/
http://www.itknowledge.com/search/
http://www.itknowledge.com/search/search-tips.html
javascript:bookMarkit();
http://www.worldtrain.com/about.asp
http://www.itknowledge.com/reference/standard/0471314986/ch07/www.worldtrain.com

Accept: application/nmsword, application/vnd. ns-powerpoint, application/vnd. nms-excel,
i mge/ gi f, image/x-xbitmap, image/jpeg, imagelpjpeg, */*

Accept - Language: en-us

Accept - Encodi ng: gzip, deflate

User-Agent: Mzilla/4.0 (conpatible; MSIE 4.01; Wndows NT)

Host: www. cgvb. com 80

Connection: Keep-Alive

<CRLF>

All HTTP messages end with a carriage return/linefeed on aline by itself. That is how the receiver identifies the end of the
message.

HTTP Message Headers

All HTTP messages contain a header that serves several purposes. First and foremost, the header is for identification. The
message sent to the server is called a request message, and consists entirely of an HTTP request header. The request header
has several fields, afield being aline ending with a carriage return/linefeed. The first field is called the method field, which is
followed by several request fields. The method field has the following format:

<HTTP net hod> <identifier> <HTTP versi on>

In this case, the HTTP method is GET, which retrieves a document from the server. There are several other methods defined
by HTTP, which are shown in Figure 7.2. The request fields provide additional information about the client (or server). For
example, several Accept: fields are sent to tell the server which types of data the client can view. If your web client can
decode inline GIF images, it will send the following request field:

Accept: image/gif
Otherwise, it won't. The client identifies itself to the server with the User-Agent request header:

User-Agent: Mozilla/2.0 (conpatible; MSIE 3.02; Update a; Wndows NT)

This could be useful, for example, if a client-of-tomorrow connects to a server-of-tomorrow, which supports neural
communication via ESP. The server could detect that the client is“one of itskind” and send it specia commands. Thistype
of built-in intelligence is part of the reason why web browsers work so well on many different platforms.

The request fields are optional. If you know what you are getting back from the server, thereis no need to go crazy with the
request fields. This method field itself is usually enough to return atext or HTML file from any server.

Figure 7.2 Methods of accessing a web page.

Method Description

GET Retrieves the indicated URL (document or otherwise).

HEAD Retrieves the HTTP Header information for the indicated URL.

TEXTSEARCH Sends a query to the URL using a GET method against a URL that
contains query data.

LINK Links one object (file or executable) to another.

UNLINK Removes the link between two objects.

POST Sends datato a URL. The URL must already exist.

PUT Replaces data sent by a POST method to a URL. The URL must already
exist.
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Interpreting the Server’'s Response

When the server receives the request message it performs the requested method on the object specified and returns a result
message back to the client. Figure 7.3 shows the server’ s response to the earlier request message from the client.

Figure 7.3 Sampleresponse from Carl & Gary’s Visual Basic Home Page.

HTTP/ 1.1 200 K

Date: Fri, 23 Oct 1998 13:44:45 GV

Server: Apache/1.3.0 (Unix)

Last- Modi fied: Thu, 25 Jun 1998 11:03:20 GVl
Keep- Al i ve: tinmeout=15, nmax=100

Connecti on: Keep-Alive

Transf er - Encodi ng: chunked

Content - Type: text/htm

b61

<htm >

<head>

<title>VB Hone Page Suggestion Box</title>

</ head>

<body text="#000000" bgcol or ="#FFFFFF" face="verdana, ari al”>
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<font face="verdana, helvetica,arial” size="-1"><table cell paddi ng=10>

<tr><td valign="m ddl e”><center><a href="/"><ing src="/ing/smal mast.gif” border=0
hei ght =92 wi dt h=211></ a><br ><snal | ><a href =“/Ii nks/ mai nt " >Add Your Oan

Li nk</ a></smal | ></ center></td>

<t d><h2><font col or =*#CC0000” face="verdana,ari al, hel vetica”>

VB Hone Page Suggestion Box</font></h2></td></tr></tabl e>

<bl ockquot e>

<font size=2 face="verdana, ari al , hel veti ca”>

<p>

<p>

<i ><Font col or =“#FF0000” face="verdana, ari al, hel vetica”>Note: This page is not
for VB questions</font></i><p>

Tell us what you think. Praise, suggestions, flanes, or funny stories

if you have any. W're commtted to providing a great page, and any ideas you have
could easily show up sonetine soon. Just fill in your suggestion or coment
bel ow and click Send or Cancel. |f you have any problens submtting

suggestions using this interface, you can send mail directly to

<a href="mailto:vb-adm n@gvb. conf >vb- adm n@gvb. conx/ a> as wel |.

Pl ease provide an e-nail address if we need to get back to you.

You don't need to include one if you don't want any replies from us.

<p>

<hr size=7>

<p>

<FORM METHOD=" POST” ACTI ON="suggest -repl y. boa” >
<p>

E-mai | address (pl ease include): <br>

<i nput nane=“enmail” size=50>

<p>

Topi c: <sel ect nane="topic”>
<option>General Comment

<opti on>Broken Link

<opti on>Suggestion for | nprovenent
<opt i on>Conpl ai nt

<option>Technical Problemw th Site
<option>Qt her

</ sel ect >
<p>
Enter your conment below. |If you are telling us about a broken

link, or problemw th a particular page or file, please include
as much information as you can to assist us.<br>

<t ext area nane=“comments” rows=15 col s=60></t ext area>

<p>



<i nput type=“submt” val ue="Send”> <input type=“reset” val ue="Cl ear Forni>
</fornme

<p>

<hr size=7>

</font>

</ bl ockquot e>

<center>

<p>

<font size=2 face="verdana, ari al, hel vetica”>

<map nanme=*navmap” >

<area coords=*1,1,59,59" href=*/">

<area coords="60, 1, 125,59” href="/Isearch. boa”>

<area coords="“425, 1, 482, 59" href="/suggest. boa”>

<area coords="127, 1, 182, 59" href="/what snew. boa” >

<area coords=*184,1, 230,59” href="/gcgi/news_forni>

<area coords=*231, 2,302,59” href=*/1inks”>

<area coords="304, 2,377,59” href="/1inks/| page. boa/ TOOLVENDCR' >

<area coords="378, 2,424,59” href="/1inks/| page. boa/ FI LE" >

</ map>

<center>

<a href="/ing/tool bar. map”><i ng i smap usemap="#navmap” src="/ing/tbnew gif” border=0 1
ALT="Navi gati on Tool bar” ></ a>

<p>

<a href=*/"><inmg src="“/ing/cgvbhone.gif” hei ght =34 w dt h=119 bor der =0></ a>
<br><font size="-2" face="verdana, ari al, hel veti ca”><i >Copyright (c) Carl Franklin and
1994-1998. All rights reserved. </i>

<br >Desi gn and producti on courtesy

<a href="<http://ww. spi dereye.com au/ >" >Spi der Eye Studi os</a></font>

</ center>

</ f ont ></ body>

</htm >

Thefirst line of the header, like the request header, is a status line that usually follows this format:

<HTTP Ver si on> <St at us Code> <Expl anati on>

The status code is athree-digit number that tells the client exactly what the responseis. As defined inthe HTTP 1.0 draft
document, Figure 7.4 shows the possible status codes that the server sends the client.

Figure 7.4 Status codesreturned by the HTTP server.



“200” ;o K

“201” ; Created

“2027 ; Accepted

“204” ; No Cont ent

“301” ; Moved Permanently
“302” ; Moved Tenporarily
“304” : Not Mbdified

“400” ; Bad Request

“401” : Unaut hori zed

“403” ;  For bi dden

“404” ; Not Found

“500” ; Internal Server Error
“501” ; Not | npl ement ed
“502” ; Bad Gat eway

“503” ;. Service Unavail abl e

In this case, the statusis 200, or OK. As ageneral rule, codes between 200 and 299 indicate success. Codes 300 to 399 indicate
aredirection to another object (more on thislater). Codes from 400 to 599 indicate error messages.

The explanation is a short description of the status code. Unlike status codes, however, the explanation can vary from server to
server. The main benefit of the explanation is for the human user.

Every line below the status line is some sort of response header information field. The Date field sends the date and time of the
transmission in Greenwich Mean Time (GMT). The Server field identifies the name and version of the HTTP server software,
with the name and version separated by aforward slash. The Content-type field tells the client the MIME data-type of the
object. Sometimes you will also receive a MIME-version field, which identifies the version of the MIME protocol. Finaly, the
Last-modified field gives the date and time of the last modification to the object being sent, and the Content-length field gives
the object’ s size in bytes. HTTP headers always end with a carriage return/linefeed on aline by itself (an empty line).

Accessing HTTP Servers in Visual Basic

The WebDemo sample project shown in Figure 7.5 and listed in Figure 7.6 shows how to connect to Carl & Gary’s VB Home
Page and retrieve atext file. Y ou can change the name of the document in the GET command to any publicly accessiblefile
that exists on the server.

Take alook at the code in Figure 7.6. In the Form_L oad event, the program connects to www.cgvb.com on port 80, after which

the command GET /greeting.txt HTTP 1.0 is sent followed by two carriage return/linefeed pairs. Asthe text fileisreceived
from the server, it is appended to the text in the txtText text box (whew!, that’s a mouthful!). It's really avery simple program.
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Comment out the linein btnGo_Click that retrieves welcome.txt and uncomment the line that retrieves index.html and run
the program again. Looks a bit different, doesn’t it? Y ou are looking at the source code of the what’s new page. The
function of aweb client program like MS Internet Explorer or Netscape isto take thisraw HTML text and make it look
like aweb page.

Figure 7.5 TheWebDemo program retrieves atext file from a web site.

Figure7.6 The HHTP command GET tellsa web server to send you the contents of afile. In thiscaseit isa
personal greeting from the author.

DSSOCK. BAS (i ncluded in project)
Option Explicit

Di m szReceived As String
Private Sub Form Load()
'-- Use Line Mde
dsSocket 1. Li neMbde = True
dsSocket 1. EQLChar = 10
‘-- Tenporarily disable the formand set the hourglass cursor
Enabl ed = Fal se
Scr een. MousePoi nter = vbHour gl ass
‘-- Show the form
Show

| f Socket Connect (dsSocket 1, 80, “ww. cgvb. conf,
‘-- There was an error. Re-enable the form

and reset the nouse pointer

Screen. MousePoi nter = vbDefaul t

Enabl ed = True

20) Then

-- Display the error
MsgBox “Error connecti ng:
Exit Sub

El se

" & Error

-- Send the command to get a file fromthe server
SendDat a dsSocketl, “CET /greeting.txt” & vbCrLf & vbCrlLf
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End | f
End Sub

Private Sub dsSocketl1l C ose(ErrorCode As Integer, ErrorDesc As String)
‘-- Before you add a received line to a text box, you nmust nmke
sure it ends with a CRLF and not just a LF

szReceived = szStri pHTM.(szLFToCRLF(szRecei ved))

‘-- Append the line to the Text Box
Me.txt Text. Sel Start = Len(Me. txtText) + 1
Me. t xt Text . Sel Text = szRecei ved

szRecei ved = Fal se

‘-- Re-enable the formand reset the nouse
poi nt er

Scr een. MbusePoi nt er = vbDef aul t

Enabl ed = True

gnConnected = Fal se

End Sub
Private Sub dsSocket1l Connect ()

-- Set this flag indicating we've connected
gnConnected = True

End Sub
Private Sub dsSocketl Receive(ReceiveData As String)

-- Append the received data to szRecei ved
szRecei ved = szRecei ved & Recei veData

End Sub
Private Sub dsSocketl SendReady()
gnSendReady = True

End Sub

Now go to the Receive event and uncomment the line that calls szStripHTML. This function removes the HTML codes
from the text, making it a bit more readable. Figure 7.7 shows the szStripHTML routine.

Figure7.7 szStripHTML removesHTML codes from a string and does some simple refor matting with CRLFsand
horizontal rulers. It isnot intended to be a complete HTML parser.

Function szStri pHTM.(szString As String) As String
‘-- szStripHIM. by Carl Franklin

‘ This function strips HTM. codes froma string
and attenpts to reformat with CRLFs.

DimszTenp As String

Dim szResult As String

D m nPos As I nteger

Di m nMar ker As | nteger

‘-- Copy the argunent into a | ocal
string so the original does not



‘ get whacked.
szTenmp = szString
‘-- Renobve HTM. codes
Do
nPos = InStr(szTenp, “<")
I f nPos = Fal se Then
Exit Do
El se
‘-- szResult contains the fina
product of this routine.
szResult = szResult & _
Left $(szTenp, nPos - 1)
-- szTenp is the working string,
whi ch is continuously
short ened as new codes
are found
szTenp = M d$(szTenp, nPos + 1)
nPos = I nStr(szTenmp, “>"
I f nPos = Fal se Then
‘-- No conplinentary arrow
was found.
Exit Do
El se
‘-- What was the code?
Sel ect Case szParseString(UCase$(Left$(szTenp, nPos - 1)), “ 7, 1)
Case “P", “/H1", “/H2", “/H3", “/HA", “/H5", “DL”
szResult = szResult & vbCrLf & vbCrlLf

Case “BR’
szResult = szResult & vbCrlLf
Case "HR’
szResult = szResult & vbCrLf & String$(50, “-") & vbCrlLf
End Sel ect

-- Shorten the working

‘ string
szTenp = M d$(szTenp,
nPos + 1)
End If
End If

Loop

‘-- Find a marker byte by |ooking for
a char that does not already exi st
‘ in the string.
For nMarker = 255 To 1 Step -1
If InStr(szResult, Chr$(nMarker)) = 0 Then
Exit For
End If

-- Renove carriage returns

nPos = InStr(szResult, vbCr)
I f nPos Then
szResult = Left$(szResult, _
nPos - 1) & M d$(szResult,
nPos + 1)
El se
Exit Do
End If
Loop



‘-- Replace linefeeds with Marker bytes

Do
nPos = InStr(szResult, vbLf)
I f nPos Then
szResult = Left$(szResult, _
nPos - 1) & Chr$(nMarker) _
& M d$(szResult, nPos + 1)
El se
Exit Do
End |f
Loop
‘-- Replace marker bytes with CRILF pairs
Do
nPos = InStr(szResult, Chr$(nMarker))
I f nPos Then
szResult = Left$(szResult,
nPos - 1) & vbCrLf _
& TrinB(M d$(szResult, nPos + 1))
El se
Exit Do
End If
Loop

‘-- Thats all for this routine!
szStri pHTM. = szResul t

End Function

Y ou can use this technique to write applications that retrieve news or other timely documents from any web page and use
it in your personal applications. Someday, I’ d like to write myself an application that goes and gets news from a variety of
sources (web sites, Usenet groups, etc.), picks out stories of interest, and creates one big document that | can then view in
the morning when | get up.

Accessing Forms

The coolest part of accessing the World Wide Web has to be manipulating forms. With some simple code and HTTP
savvy you can connect to aform page, enter values into the text boxes or select options, and press buttons. Thisisall done
programmeatically, of course. There are no “virtual buttons’ you have to press. Y our code bypasses the user interface,
talking directly to the web site in HTTP.

There are two ways in which you can send data to aweb site: the POST method and the PUT method. POST is the most
common command used to send data to aweb site. Y ou have probably come across many web formsin your time. A form
isapage that has input fields that you fill in and a button that |ets you send the data.

A Brief Overview of the Common Gateway Interface (CGI)

A form assigns names to each of the input fields. When you fill out these fields and press a Submit button on the form, the
client sends a POST method message to the server along with all the values for each of the field names.
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The server then runs a program (called a gateway program) at the web site and passes it the data that you have entered into the
form. The interface between the HTTP server and the gateway program is called the Common Gateway Interface, or CGlI.

The gateway program does its thing (whatever it does) and returns HTML text to the HT TP server, which passes it through to
the client.

In Chapter 10, | show you how to create your own gateway programsin Visual Basic using Windows CGlI, a specia version of
CGI made specifically for Visual Basic programmers. In Chapter 11, | show you how to use ActiveX objects written in Visual
Basic as CGI programs with Microsoft’s Internet Information Server.

Figure 7.8 An HTML snippet from Carl & Gary’s Visual Basic Home Page Suggestion Box.

<FORM METHOD=" POST” ACTI ON=" suggest -reply. boa” >

<p>
E-mai | address (please include):<br>
<i nput name="email” size=50>

<p>

Topi c: <sel ect nanme=“topic”’>
<option>General Comrent

<opt i on>Br oken Li nk

<opt i on>Suggestion for | nprovenent
<opt i on>Conpl ai nt

<option>Technical Problemwth Site
<opti on>Qx her

</ sel ect>
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<p>
Enter your comment below. |If you are telling us about a broken

link, or problemwith a particular page or file, please include

as much information as you can to assist us.<br>

<t ext area nane="comments” rows=15 col s=60></t ext ar ea>

<p>

<i nput type=“submt” val ue="Send”> <input type=“reset” value=“C ear Forni>
</fornp

As| said before, every input field on aform has aname. Take alook at the form section of Carl & Gary’s Suggestion Box
HTML pagein Figure 7.8. All form definitions start with the <FORM> tag and end with the </[FORM> tag. Every form hasa
method associated with it. The method is sent when the Submit button is pressed. A Submit button is a button whose job it isto
execute the form’s method. In the case of our suggestion box, the form uses the POST method to send the datain the fields to
the server application, which is defined in the ACTION portion of the FORM tag as vb-bin/post-sug.pl. ThisisaUnix script
written in the Perl scripting language.

Yes, | know, Carl & Gary’s runs on aUnix machine! How are we supposed to promote Microsoft with an attitude like that?
WEell, the fact is that when we started all the really good web software (and most Internet software in general) ran on Unix, but
that is changing. Windows NT is the future of operating systems. NT does take up much more memory than SunOS or any other
Unix flavor, but it does so many great things. (Well, that’s another book, isn’'t it?) Anyway, Carl & Gary’suses MS Internet
Information Server for some of the pages, which, of course, run on an NT box.

The input fields are defined with the INPUT and TEXTAREA tags. Y ou can create a Submit button by setting
VALUE=SUBMIT. The VALUE parameter identifies the text on the button.

Let’s say for the sake of argument that you connect to this suggestion box page with your web browser and enter your e-mail
address as reader @myhouse.com, and enter a suggestion that reads, “Carl & Gary are the coolest VB programmers | know!”
When the Submit button is pressed, the datain Figure 7.9 is sent to the server.

Figure 7.9 A sample of data sent to a server when a Submit button is pressed.

POST vb- bi n/ post-sug.pl HITP/ 1.0
Accept: application/ msword, application/vnd. nms-powerpoint, application/vnd. ns
-excel, image/gif, imagel/x-xbitmap, image/jpeg, imgel/pjpeg, */*

Accept - Language: en-us
Accept - Encodi ng: gzip, deflate

UA- pi xel s: 800x600

UA-col or: col or 24

UA- OS: W ndows NT

UA- CPU. x86

User-Agent: Mzilla/4.0 (conpatible; MSIE 4.01; Wndows NT)



Host: www. cgvb. com 80
Connection: Keep-Alive

Content-type: application/x-ww-formurl encoded

Content -1 ength: 90

&anpenai | =reader @i br ary. com&anpcoment s=Car | +%26+CGar y+ar e+t he+cool est +VB+pr ogr anmrer s+l +kn
ow2l

There are two sections to the POST command, a header section and a data section. The header section contains the Content-type
and other HTTP headers. Like the GET request message, the header section begins with a status line. The command is POST,
theidentifier isthe CGI script post-sug.pl located in the vb-bin directory on the server, and the protocol isHTTP version 1.0.

Notice the Content-type field. When sending datato an HTTP 1.0 server, there is only one content type and that is
application/x-www-form-urlencoded. There is no other option. Also, the Content-length field is used in the request method
because datais being sent in the message body. The content length is the length of this data.

By the way, that’s not a typo. Urlencoded is the word, not uuencoded. URL = Universa Resource Locator, hence urlencoded.

The data section is composed of a string of “variable=data’ pairs like so:

&anpvari abl el=dat al&anpvari abl e2=dat a2
These variables are defined by the server in the HTML that defines the form.

Y ou might have noticed that spaces are replaced with the plus character (+). Aswell, there are some strange numbersin the
place of the ampersand and the exclamation point. Those numbers are the hexadecimal values of the characters. As a general
rule, if acharacter in your datais being used by the protocol and has special meaning, encode it as a percent sign followed by its
hex value (26 is the hex value of the ampersand, and 21 is the hex value of the exclamation point).

Y ou can encode any character using Visual Basic with the following code:

Encoded$ = “% & Hex$(Asc(Character$))

!Previous!TabIe of Contents!Next

Products | Contact Us | About Us | Privacy | Ad Info | Home

Use of this site is subject to certain Terms & Conditions, Copyright © 1996-2000 EarthWeb Inc.
All rights reserved. Reproduction whole or in part in any form or medium without express written permission of EarthWeb is
prohibited. Read EarthWeb's privacy statement.



http://www.itknowledge.com/products.html
http://www.itknowledge.com/contactus.html
http://www.itknowledge.com/aboutus.html
http://www.earthweb.com/about_us/privacy.html
http://www.itmarketer.com/
http://www.itknowledge.com/
http://www.itknowledge.com/agreement.html
http://www.itknowledge.com/copyright.html
http://itnews.earthweb.com/
http://www.earthweb.com/about_us/privacy.html
http://www.itknowledge.com/reference/standard/0471314986/ch07/ITKN1a2b3c4d5e6f7g8h9idefcon4.html

&)

HOME  ACCOUNT INFO

&, SEARCH
ITHNOWLEDGE

SUBRSCRIBE LOGIN

-

® Brief O Full

# Advanced
Search
# Search Tips

L Browse
a8y Topic

O @ 0 068 o

SEARCH MY ITKNOWLEDGE FAQ SITEMAF CONTACT US

To access the contents, click the chapter and section titles.

Visual Basic 6.0 Internet Programming
(Publisher: John Wiley & Sons, Inc.)

Author(s): Carl Franklin

ISBN: 0471314986

Publication Date: 02/01/99

[Bookmarkiit]
Search this book:

I | [co]

!Previ ous!TabI eof Contents!Next ‘

Mapping with the TIGER Map Service

While writing this book, | stumbled on a most interesting web site, the TIGER Map Service (TMS). This siteis operated by
the U.S. Bureau of the Census. The goal of the service isto provide a public resource for generating high-quality, low-detail
maps of anywhere in the United States using public geographic data. In short, you can send a query to this page specifying
an exact location in the United States using longitude and latitude values, and the picture size, and it returns to you a GIF
file of amap. The URL of the TIGER Mapping Service (shown in Figure 7.10) is http://tiger.census.gov/.

Figure7.10 TIGER Mapping Service.

Thereis an interactive page, where you can generate maps and look at them, and then there is a page that tells you how to
send queries.

Basically, you connect on port 80 to tiger.census.gov and send a POST command with the coordinate data tagged on at the
end. Hereisalist of some of the variables you can specify.

lon=number. The longitude, in decimal degrees, of the center of the map. Remember that longitudes for the Western
Hemisphere are negative numbers. Longitudes for the contiguous United States range between about —67 and —125
degrees.

lat=number. The latitude, in decimal degrees, of the center of the map. Latitudes for the contiguous United States
range between about 24 and 49 degrees.

wid=number. The desired width, in decimal degrees of longitude, of the coverage of the map. The actual coverage of
the map may vary dlightly from this number, due to fitting the requested coverage to the shape of the image.

ht=number. The desired height, in decimal degrees of latitude, of the coverage of the map. It may turn out slightly
different, for the reason given earlier.

iwd=number. The image width, in pixels. If none is specified, the default is 512.
iht=number. The image height, in pixels. If noneis specified, the default is 256.
legend=on. If included, the legend graphic is returned rather than the map.

To get an idea of what these maps look like, check out Figure 7.11. Thisis amap of Washington, D.C. Since you can
specify the image’ s pixel width and height, you can render a graphic suitable for printing. Not bad!

The page has some sample URL s that generate maps. One exampleis a shot of Manhattan. Hereis the URL :
http://bluefs.census.gov/cgi-bin/mapper/map.qif A at=40.739& amplon=-73.99&

wid=0.06& ampht=0.08& ampi ht=500& ampiwd=240

From this we can extrapolate that thisis a POST command with the following variables:
lat = 40.739
lon=73.99
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Figure?. 11 Waﬁhlngton, D.C.

Figure 7.12 Sending thistext to tiger.census.gov on port 80 will return a map of Washington, D.C.

POST / cgi - bi n/ mapper/ map. gif HITP/ 1.0
Accept: inmage/qif
Content-type: application/x-wwformurl encoded
Content -1 ength: 57
<CRLF>
?l at =38. 89&anpl on=-77. 028&anpwi d=. 06&anpht =. 01&anpi ht =300&anpi wd=400&anpmar k=- 77. 03
64, 38. 8973, redpi n, Whi t etHouse; - 77. 01, 38. 8895, bl uebal |, Capi t ol
<CRLF>

Figure 7.12 shows the data you should send once you’ ve connected to tiger.census.gov on port 80. Now, wouldn’t it be cool
if you had a program that et you enter coordinates and displayed amap in a Visual Basic picture or image control? Well,
bust my buttons! | wrote one for you.

Sample Application—MAP

MAP (shown in Figure 7.13) is a sample program that | ets the user retrieve amap from TIGER Map Service from specified
coordinates. Figure 7.14 shows the source code for this project. When you press the Generate button, MAP first connects to
the server with the SocketConnect routine, and then calls the GetMap routine with all the user-defined data and options.
GetMap is the heart of the program. It accepts the following data for parameters:

longitude

latitude

width

height

image width (in pixels)
image height (in pixels)
marker string

orid

background

states

counties

places (cities and towns)
roads

railroads

water (bodies of water)
shoreline

miscellaneous places (like parks and schools)

Figure 7.13 TIGER retrieval program.

Complete documentation of the accepted parameters for the TIGER Map Service are listed at the following URL.:
http://tiger.census.gov/instruct.html.



javascript:displayWindow('images/07-03.jpg',511,255 )
javascript:displayWindow('images/07-03.jpg',511,255)
javascript:displayWindow('images/07-04.jpg',548,481 )
javascript:displayWindow('images/07-04.jpg',548,481)
http://tiger.census.gov/instruct.html

Once the POST command is sent, the map service whips up a GIF file and starts sending it. The code in dsSocketl_Receive
writes the datato alocal file named MAP.GIF. When the file has been completely sent, the server closes the connection,

and the dsSocketl Close event fires. Here thefileis displayed in the picture control.
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Figure 7.14 The GetM ap routine, which usesthe specified coordinates and options and sendsa query to

the TIGER Map Service, which then sends back the map asa GIF file and closes the connection.

Sub Get Map(szLat As String, szLon As String, szWd As String,
szHgt As String, sziWd As String, sziHgt As String, _
szMark As String, nGid As Integer, nBack As Integer, _
nStates As |Integer, nCounties As |Integer, nPlaces As I|nteger,
nRoads As Integer, nRailroads As Integer, nWater As I|nteger,
nShoreline As Integer, nMsc As I|nteger)

Di m szSendMe As String

Di m szDat a As String
Di mszOn As String
DmszOf As String
If nGid Then

szOh = szOn & “ARID,”
El se

szOf = szOf & “GRID, "
End |f

I f nBack Then

szOn = szOn & “BACK,”
El se

szOf = szOf & “BACK,”
End | f

I f nRoads Then

szOn = szOn & “roads, myj roads,”
El se

szOFf = szOFf & “roads, mgj roads,”
End If

If nStates Then

szOn = szOn & “states,”
El se

szOFf = szOFf & “states,”
End | f
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If nCounties Then

szOn = szOn & “counti es,”
El se

szOf = szOf & “counties,”
End | f

If nPlaces Then

szOn = szOn & “places,CITIES,”
El se

szOFf = szOFf & “places,CITIES,”
End | f

I f nRailroads Then

szOn = szOn & “rail roads,”
El se

szOFf = szOFf & “rail roads,”
End |f

I f nWater Then

szOh = szOn & “water,”
El se

szOFf = szOFf & “water,”
End |f

I f nShoreline Then

szOn = szOn & “shorelin,”
El se

szOFf = szOFf & “shorelin,”
End I|f

If nMsc Then
szOn = szOn & “miscel | ™

El se
szOFf = szOFf & “m scell”
End If
szData = “lat=" & szLat & “&anplon=" & szlLon _

& “&anmpwi d=" & szWd & “&anpht=" & szHgt _
& “&anpi ht =" & sziHgt & “&anpiwd=" & sziWd _
& “&anpmar k=" & szMark _
& “&anmpon=" & szOn _
& “&anpoff=" & szOf
szSendMe = “POST /cgi-bin/ mapper/ map.gif HITP/ 1. 0" & vbCrLf

szSendMe = szSendMe & “Accept: text/plain” & vbCrLf

szSendMe = szSendMe & “Content-type: application/x-ww+formurl encoded”
& vbCrLf

szSendMe = szSendMe & “Content-length:” & Str$(Len(szData)) & vbCrlLf

szSendMe = szSendMe & vbCrlLf

szSendMe = szSendMe & szData & vbCrLf & vbCrlf

SendDat a dsSocket1, szSendMe

Figure 7.15 shows a detail map of my hometown, Mystic, CT. If you ever saw the movie Mystic Pizza, thisis
where | spent the first 20 years of my life. To answer your question, yestherereally isaMystic Pizza. | used to
go there every summer on the last day of school when | was akid.

NetPaper

NetPaper is aprogram that | wrote to download weather maps or other timely GIF and BMP files from both
Web and Gopher sites, and displays them on the desktop as wallpaper. For images on web sites, it Ssimply uses



the GET command just as WebDemo does. The files are downloaded on atimer, and you can tell NetPaper to
download a different image from the list each time, one after another. While I’m not going to dissect NetPaper
in this book, thisis agood program for you to look at and try to understand. It uses the same programming
technique used in MAP.VBP.

Tips for HTTP Programming

If you see a page that you like and want to write a program to access it, ook at the source. Most web browsers
allow you to look at the HTML source for any page. Using the source you can determine the names of the input
fields and construct the string of datato send it using the earlier HTTP messages as amodel.

Think before you distribute an application that accesses someone else’s page. That is an easy way to make
enemies on the net, and no End Subprogrammer wants that. (See the ugly disclaimer at the top of this chapter.)

Further Reading

This chapter is by no means meant to be a complete discussion of HTTP. For a more compl ete description of
HTTP and HTML, pick up acopy of lan S. Graham’s HTML Sourcebook, published by John Wiley & Sons,
1995. | highly recommend it. Also, read the HTTP 1.0 Draft for a detailed technical description of HTTP.

Epilogue

The possibilities for programs that use the resources available on the World Wide Web go way beyond what |
can possibly cover in this chapter. Hopefully, these sample applications have sparked your curiosity and have
given your imagination ajump start. I'd like to hear about any really cool ways in which you' ve used these
techniques yourself. Please send any comments to me at carl @franklins.net.

Figure 7.15 Map of Mystic, CT.

!Previ ous!TabIe of Contents!Next

Products | Contact Us | About Us | Privacy | Ad Info | Home

Use of this site is subject to certain Terms & Conditions, Copyright © 1996-2000 EarthWeb Inc.
All rights reserved. Reproduction whole or in part in any form or medium without express written permission of EarthWeb is
prohibited. Read EarthWeb's privacy statement.



javascript:displayWindow('images/07-05.jpg',548,481 )
javascript:displayWindow('images/07-05.jpg',548,481)
http://www.itknowledge.com/products.html
http://www.itknowledge.com/contactus.html
http://www.itknowledge.com/aboutus.html
http://www.earthweb.com/about_us/privacy.html
http://www.itmarketer.com/
http://www.itknowledge.com/
http://www.itknowledge.com/agreement.html
http://www.itknowledge.com/copyright.html
http://itnews.earthweb.com/
http://www.earthweb.com/about_us/privacy.html
http://www.itknowledge.com/reference/standard/0471314986/ch07/ITKN1a2b3c4d5e6f7g8h9idefcon4.html

© © © 6 0 0 06 0O

HOME  ACCOUNT INFO

&, SEARCH
ITENOWLEDGE

Go!

Keyword
® Briet O Full

# Advanced
Search

# Search Tips

L] srowse
8y ToRlc

SUBSCHRIBE LOGIN SEARCH MY ITKNOWLEDGE FAQ SITEMAF CONTACT LS

To access the contents, click the chapter and section titles.

Visual Basic 6.0 Internet Programming

(Publisher: John Wiley & Sons, Inc.)
Author(s): Carl Franklin

ISBN: 0471314986

Publication Date: 02/01/99

|Bookmarkiit]
Search this book:

Go!

Previ ous’TabI e of Contents|Next

CHAPTER 8
AN INTRODUCTION TO OBJECTS IN
VISUAL BASIC

Introduction

Thefirst time | looked into using objects | remember being very confused.
Not only was there a new vocabulary that | had to learn, but | never had to
think at such ahigh level. So, | guesswhat I'm trying to say it is“l feel your
pain.” Hopefully, thiswill be a good introduction to the concept of
programming objectsin Visual Basic (VB).

Objects are to Visual Basic code what ActiveX controls are to the Windows
API. Just think about what an ActiveX control isfor amoment. A control isa
way to encapsulate completely the function of a particular program element in
some sort of self-contained thingy. Before the advent of controls, Windows
programmers had to do things with top-down programming. For example, to
create a scrollbar on awindow, a Windows programmer had to call the
Windows API. The code that had anything at all to do with the scrollbar was
scattered throughout the application, making the code very difficult to
maintain.

Let’stalk some more about scrollbars. A scrollbar is an object. You put a
scrollbar object on the form, and you can program it by setting properties,
calling its methods, and responding to its events. Everything in your
application that has to do with the scrollbar is inside the scrollbar control.
Now, of course, the code that you write to program the scrollbar and respond
to its eventsis within your application. However, the code just to perform the
scrollbar functionsis all contained within the scrollbar object.
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Remember Type Variables?

What exactly is an object in termsthat a Visual Basic programmer can
understand? Did you ever use a Type declaration in Visual Basic? A Type
declaration defines a custom variable type. It defines how the memory of that
variableis divided up. Take alook at the Type declaration in Figure 8.1. The
top line is the name of the variable type, and the next several lines define
elements within that type. Now, since we know that an integer takes two bytes,
and along integer takes four bytes, we can determinethat the size of this new
Type variable is eight bytes.

If you’ re wondering what Type variables have to do with objects, it’svery
simple. Objects are alot like an extended Type variable. So, understanding
user-defined data types is a good prerequisite to understanding objects.

| dso like the analogy of the cookie cutter, because it truly does characterize
the nature of the Type declaration. A Type declaration is a cookie cutter. It
defines avariable type just as you would say an Integer is two bytes of
memory that is accessed as a number; so the Type variable declaration says
that the TIMESTAMP variable type is eight bytes long, and hereisalist of al
of its elements.

The Type declaration is the cookie cutter and a variable of that type isthe
cookie. The cookie cutter determines the shape of the cookie. It isatool. There
isonly one cookie cutter, but there can be many cookies made from the same
cookie cutter. The code in Figure 8.2 creates a variable (a cookie) from the
Type definition shown in Figure 8.1 (the cookie cutter) and accesses the
elements of that variable.

And so it iswith objects. An object definition is called aclass. A classisa
cookie cutter for an object cookie. The major difference between that Type
declaration and a classis that classes can define code as well as data el ements.

An object is nothing more than a custom control, except that although an
object can have user-interface elements, it does not have to. For example,
Microsoft Word is made up of many different objects: objects that handle file
operations, objects that handle the display, objects that import data from other
documents, etc. There is an application object, which has information about
the application itself, Microsoft Word. And, there is a document object, which
isthe top-level object of the document you are editing or creating. Inside that
document object are paragraph objects, and the paragraph object has
information about the paragraph, its formatting, etc. And so, if you think of an
object like an invisible ActiveX control, you'd be doing pretty well for the
time being.

Figure8.1 TIMESTAMP data type definition.

Type TI MESTAMP
Hours As | nteger
M nutes As | nteger



Seconds As Long
End Type

Figure8.2 Creatinga TIMESTAMP variable.

Private Sub Form Load()
Dim Stanp As Tl MESTAWP
St anp. Hours = 3
St anp. M nutes = 180
St anp. Seconds = 10800

End Sub

Anyone who has Microsoft Word and Visual Basic can open a Word document
with VB simply by accessing the objects that already exist within Microsoft
Word. In fact, al of Microsoft Office is built on objects. Y ou can access these
objects from VB since they are registered with the system.

A big consideration for using objects is maintainability. It is easy to
understand programs that are written with objects because we humans
understand what those objects represent in the real world. If you wrote a
program, for example, that accesses a book, you might have a book object and
a page object, a paragraph object and a sentence object, and aword object and
aletter object. | know that’s going little overboard, but you get the point.

To open abook, you would call the book object’ s open method, and inside the
book would be a collection of page objects, just like an array. The collection is
aspecial type of object that is used to hold an array of other objects. It includes
code to manage those objects. For example, have you ever created an array and
wanted to delete an element from the middle of the array? How do you do it?
WEell, you have to delete the item that you want to delete and then copy every
single other item that follows down to its previous position. Well, the
collection object in Visual Basic allows you to manage those lists by doing all
of their work for you. You can add, delete, access, and retrieve the total
number of itemsin the collection.

Another big advantage of using objectsis granularity. Y ou know how systems
work in the real world. Often times, a computer program is a simulation of
something that is done in the real world. Maybe it could be done on paper, as
in balancing a checkbook. Maybe it could be done with afile cabinet full of
papers, as in a database application. Whatever the task, there is generally areal
world equivalent of that task.
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More Analogies

Writing objects lets you make amodel of each of the specific elements that
play arolein the completion of that task. And each element is responsible only
for what it does. Y ou can think of it as building atool chest. Y ou have abunch
of tools that dospecific things. When you put those tools together you make an
organ, or something that works as a unit. If you have a pencil and a piece of
paper for example, the pencil does one thing. It draws on the paper. The pencil
doesn’t know anything about the paper and paper doesn’t know anything about
the pencil. But, when you put them together, you can make pictures.

If | were to model the process of drawing, | would start with a paper object and
apencil object. The pencil object has properties. What would they be? Maybe
there is a sharpness property that indicates how sharp the pencil’ s point is.
Maybe thisis anumber from O to 10, with O being broken and unusable and 10
being extremely sharp. Maybe there is a size property that returns the length of
pencil in inches or whatever scale you want. Maybe there is a color property
that allows you to change the color of the pencil.

And what about the paper object? The paper object would have some obvious
properties such as color, size, and shape. The pencil object might have a
message called draw where you give the coordinates of the page and you tell it
to draw. Maybe the paper object has a property that pointsto a pencil object,
so that you can associate a particular pencil with a piece of paper. That way,
when you tell the pencil to draw, it knows what to draw on.

These are all considerations that a programmer must take into account when
devel oping an object-based application. The first thing that you do isto define
the objects. What will they represent? What will the properties and methods
be? Will they have events? | have clearly illustrated what an object is and why
it isimportant. Y ou may not think that using objects isimportant, but just wait
until you get two yearsinto developing a Visual Basic application. Simple
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maintenance turns into a nightmare, because the code is so interdependent.
With objects, you create black boxes that do exactly asthey are told. The
traditional method allows a programmer to create dependencies. For example,
when you write code into an event of atextbox, for the sake of argument, you
all are making that code dependent on that textbox. If the textbox object should
change for any reason, that code will have to be rewritten. When developing a
system with objects, however, you need to rewrite only the code that behaves
incorrectly for the object that it is modeling in the real world. It makes for
much simpler program maintenance, and scales very well.

Now, consider the automobile. The car islike an application. A car is made up
of lots and lots of different systems, all based on objects. The clutchisan
object, the brake pedal is an object. Each of these objects has its own unique
task, its own job or function to perform. That’s the beauty of object-based
programming. Y ou can set up the objects to respond with a particular behavior,
or HA/B perform specific calculations, or whatever. The application, then,
simply ties all of the objects together to form a cohesive unit.

How Do We “Make” an Object?

So, how do you create objects in Visual Basic? An object is defined with a
classmodule. A classmoduleisjust like a standard code module in every way,
except that it represents asingle class. A classis a cookie cutter, and an object
is the cookie that the cookie cutter makes. The class module is the cookie
cutter for an object. An object isavariable type just like an Integer or String.
The specific elements of the object are defined in the class module. Think of a
class module as a giant Type declaration, in which you can not only have data
elements, but code elements as well.

Objects can have properties, methods, and events just like custom controls. An
object can aso have ssimple public members, which do not have the same level
of support as properties do. Take alook at Figure 8.3. Thisisasimple class
called Card that defines a playing card. There are two public String members.
The Suit member sets and returns the suit as Hearts, Diamonds, Spades, or
Clubs. The Value represents the card and can be A, 2, 3, 4,5, 6, 7, 8, 9, 10, J,
Q, or K.

If you are actually creating this classin VB, you would first create a new
Standard EXE project, add a class module, name it Card, saveit as Card.Cls,
and enter the code from Figure 8.3 in the class module.

Note the word Public this means that the variable is accessible from outside
the class. Y ou may be wondering what the difference is between Public and
Global. Global variables are accessible anywhere in the project, but a Public
member of aclassis accessible only by way of the object. Figure 8.4 creates a
card object from this class and sets the value of the card by accessing these
public members.

Figure 8.3 Card.Clssimple object class.

Option Explicit



Public Suit As String
Public Value As String

Note the use of the New keyword. Objects have an extra step that needsto
occur in order for them to be brought to life. They must be initialized. The
statement

Dim ThisCard As Card

does not initialize the object. It merely states that ThisCard is of the data type
Card. When you use the New keyword, the object isinitialized. Consider
initialization to be like when you load aform and the Form_L oad event runs.
Only with aclass, thisroutine is called Class _Initialize. Thisgivesyou a
chance to set default values for public members and properties, load data, or
do any other initialization necessary.

Properties

Properties are different from publicly declared members, such asin our Card
class. By changing these members to properties, the class will get control
whenever the property isread or set. Replace the code in the Card class with
the code in Figure 8.5.

Now when the calling code sets the ThisCard.Suit property, the Let Suit
property procedure runs, and your code sets the value of a private member,
m_Suit, which holds the actual contents of the property.

If al this stuff seems very daunting and overwhelming, good! | thought |
smelled smoke! Now might be a good time to put the book down, get some
cheese sandwiches, and watch a Lost In Space marathon. However, if you trust
me to lead you in the right direction, and you have faith in yourself that you
will understand this, then read on!
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Figure 8.4 Creating a card object.

Option Explicit

Dim Thi sCard As Card

Private Sub Form Load ()
Set ThisCard = New Card
Thi sCard. Suit = “Hearts”
Thi sCard. Val ue = “J”

End Sub

Figure 8.5 Adding properties.

Option Explicit

Private mSuit As String
Private mValue As String

Public Property Get Suit() As String
Suit = mSuit
End Property

Public Property Let Suit(Newalue As String)
m Suit = Newval ue
End Property

Public Property Get Value() As String
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Val ue = m Val ue
End Property

Public Property Let Val ue(Newval ue As String)
m Val ue = Newval ue
End Property

Collections

And now comes the monkey wrench! Just kidding. Enter the collection. A collection islike an
array object with built-in array management functions. In Visual Basic if you wanted to add a
string to an array, you have to allocate space for that string, andthen set the value of the new
array element. With a collection, you use the Add method, passing the object that you want to
add to the collection. To remove an item from an array, you must first delete the item, and then
move all of the consecutive array elements down.

Why use a collection? Although it may not be clear right now, there will be situations where
having a collection of objects with array-kind of accessibility is necessary, and using
collections is much easier and more powerful than using an array of objects.

If you have done any work with DAO, RDO, or ADO (al database engines), you have
probably used a collection. A Recordset is essentially a collection object that contains returned
data from a query. It has custom methods like MoveFirst and MoveNext that help navigate
through the data. Although it is more complex than a simple collection, a Recordset isa
collection nonethel ess,

The code in Figure 8.6 returns a collection that contains 52 Card objects, and initializes the card
values.

Figure 8.6 Accessing a collection in VB.

Private Function NewDeck() As Collection

Di m Sui t Num As | nt eger

Di m Car dNum As | nt eger

Dim ThisCard As Card

Di m Thi sDeck As New Col | ection

For SuitNum= 1 To 4
For CardNum = 1 To 13
Set ThisCard = New Card
Sel ect Case SuitNum
Case 1
ThisCard. Suit = “Hearts”
Case 2
ThisCard. Suit = “Di anonds”
Case 3
ThisCard. Suit = “d ubs”
Case 4
Thi sCard. Suit = “Spades”
End Sel ect



Sel ect Case Car dNum
Case 1
Thi sCard. Val ue = “A”
Case 2 To 10
Thi sCar d. Val ue
Case 11
Thi sCard. Val ue = “J”
Case 12
Thi sCar d. Val ue “Q
Case 13
Thi sCard. Val ue = “K”
End Sel ect
Thi sDeck. Add Thi sCard
Next
Next

Tri ntb( Str$(CardNun))

Set NewDeck = Thi sDeck

End Functi on

Figure 8.7 Change Form_L oad to initialize a new deck.

Private Sub Form Load()
D m Deck As Col |l ection
Set Deck = NewDeck

Debug. Print Deck.ltenm(24).Value & “ of " & Deck.ltem(24). Suit
Debug. Print Deck.lten(31).Value & * of ” & Deck.lten(31). Suit

End Sub

Finally, the Form_Load event of our test form has been changed to initialize a deck of cards
and print out a couple of them in the debug window, just for the purposes of demonstration.
Figure 8.7 shows this code.

If you really want to continue with this project, write a routine to shuffle the deck!
Epilogue

Let'sreview.

1. Objects are important because they model the real world. When you use objects, a
little bit of forethought and planning can save you countless hours of aggravation down
the road.

2. Object programming isto traditional Visual Basic programming what customs
controls are to the Windows API.

3. Anobject isacookie. A class moduleis acookie cutter.
4. A class moduleislike a user-defined variable type that includes code elements as well



as data elements.

5. Objectisadatatypein Visual Basic, just like String or Integer.

6. An object can contain another object as one of its members.

7. A collection is an object that contains a manageable collection of other objects.
8. Nothing goes better with Lost In Space than cheese sandwiches.

Although this chapter is not meant to be a complete primer to objectsin Visua Basic, it should
give the intermediate VB programmer a context in which to understand the next few chapters,
which deal with objects. For further reading on VB Objects, | suggest Doing Objectsin
Microsoft Visual Basic by Deborah Kurata as an excellent one-stop source for VB Object
design and development issues.

And now, fair knave, turn the page and let’ s talk objects!
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CHAPTER 9
USING THE CFINTERNET OBJECTS

I n this chapter, I’ll introduce the cfInternet objects, and show you how to use them. Very simply, cflnternet is a
DLL that contains all of the code from Chapters 4, 5, 6, and 7, all written as separate classes. In short, cfInternet is
the easiest way for you to access the Internet in your Visual Basic applications, and it comes free with this book.
And you thought you were just buying another book. Surprise!

Becauseitisan ActiveX DLL, you can add it to your VB project by selecting References from the Project menu,
and then selecting Carl Franklin’s Internet Objectsin thelist of references.

Figure 9.1 shows the different objects in the cfinternet project. All of these objects are part of the cflnternet project,
and can all be accessed with asingle reference.

First Things First—cfWinsock

Before we go head over teakettle into using these objects, I'd like to explain how they were developed. | wanted to
make it easy to use either the dsSocket control or the Microsoft Winsock control, depending on the user preference.
So, | created two objects—cfWinsockDS and cfWinsockM S—that encapsulate the dsSocket control and the
Microsoft Winsock control, respectively.

Both versions of cfWinsock include al the support routines from DSSOCK.BAS, such as IsDotAddress and
SendData. The only difference is that one uses dsSocket and the other uses the Microsoft control. Thisideais
extended to cfInternet, which comesin two versions—cfInternetDS and cflnternetM S.

= [rrp——

Figure9.1 cflnternet object classes.

cfWinsockDS uses the dsSocket type library instead of the control. If you remember from Chapter 8, you can use the
WithEvents keyword to create an object that has events, and respond to those events just asif it were a control.

Before you can use the dsSocket object, you must go to the References windows (select References from VB's
Project menu), click the Browse button, and select DSSOCK32.TLB from your System directory. Thiswill add a
reference to the dsSocket Type Library.

Figure 9.2 shows the minimal VB code for creating the dsSocket object. Note that you must use the word
WithEvents when creating a reference to dsSocket. Also, you cannot say:

Private WthEvents Socket As New dsSocket
When you use WithEvents, you cannot use the New keyword. So, you have to instantiate the dsSocket object in the
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Form_L oad event, or Class Initiailize if you are accessing it from another object.

The Socket_Connect event is not required, but I’m showing it to you so you can get used to the idea of using objects
that have events. Thisis the same as the Connect event of the dsSocket custom control, except that you don’t need a
form, or even a control to useit.

Go ahead and load the cfWinsockDS project. You'll find it in \Winsock\ClientDS. Thisisan ActiveX DLL that
encapsul ates the dsSocket control, and adds some handy routines as well. Figure 9.3 shows the declaration section of
the cfWinsockDS class. Note the events.

Figure 9.2 Creating an object with events.
Option Explicit
Private WthEvents Socket As dsSocket
Private Sub Form Load ()
Set Socket = New dsSocket
End Sub
Private Sub Socket Connect ()
MsgBox “ Connect ed!”

End Sub

The events (wsAccept through wtSendReady) are simply encapsulations, or wrapper routines, for the dsSocket
events. Figure 9.4 shows the Control_Receive event, in which cfWinsockDS simply raises his own wsReceive
event, passing the ReceiveData string as a parameter.

So, when the dsSocket object in cfWinsockDS receives data, it fires its Receive event, and then cfWinsockDS fires
its wsReceive event, passing the received data through. This behavior isthe same for al of the events. Thisis
probably acritical piece of new information for you. If you are not yet comfortable with the idea that you can use
and create objects that have events, then put the book down, go play Forsaken or Quake for an hour or so, grab a
soda, put your feet up on your desk, and think about it.

Figure 9.3 cfWinsock DS declaration section.

Option Explicit

‘ Copyright 1998 by Carl Franklin

‘Unaut hori zed reproduction in any nmediumof this
source code is strictly prohibited without witten
‘perm ssion fromthe author and John Wley & Sons.

Public WthEvents Control As dsSocket
Private m DebughMode As Bool ean
Private m Connected As Bool ean
Private m SendReady As Bool ean

Event wsAccept (Socket| D As I nteger)

Event wsConnect ()

Event wsCl ose(ErrorCode As Integer, ErrorDesc As String)

Event wsAsyncConpl et e( AsyncType As Integer, ErrorCode As Integer, ErrorDesc As
String)

Event wsException(ErrorCode As Integer, ErrorDesc As String)



Event wsListen()
Event wsRecei ve(ReceiveData As String)
Event wsSendReady()

Const SOCK_ERR_OPERATI ONWOULDBLOCK = 21035
Const ERR_TI MEOUT CONNECTI NG = 2

Const ERR_TI MEOUT_DI SCONNECTI NG = 3

Const ERR_CONNECT = 4

‘local variable(s) to hold property val ue(s)
Private nvarlLogFil eNanme As String ‘| ocal copy

Before we move on, I'll pause to let you put on a clean shirt. Now, not only are cfWinsockDS and cfWinsockM S
objects that have events, but so are al the objectsin cfinternet. They all use the cfWinsock object with events, and
they all have events that you can usein your own project. And while we have our neck stuck out, let’sjust review a
bit.

1. There are two cfWinsock objects—cfWinsockDS and cfWinsockMS.

2. Both are exactly the same, except that one uses dsSocket and one uses the MS Winsock control.

3. There are two cflnternet objects—cfInternetDS and cflnternetM S.

4. Both are exactly the same, except that one uses cfWinsockDS and one uses cfWinsockM S.

Figure 9.4 Receive event.

Private Sub Control Receive(ReceiveData As String)
Rai seEvent wsRecei ve( Recei veDat a)

End Sub
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Using the cfWinsock Object

Using cfWinsock is easy. Just add areference to it in the References window
of Visual Basic (Select References from the Project menu). Select either
cfWinsockDS or cfWinsockM S and press OK. Then, add the code in Figure
9.5 to your form, module, or class module.

If you are accessing this object from a class module instead of aform, then just
instantiate the object in the Class Initialize event, rather than the Form_L oad
event. This approach works for both cfWinsockDS and cfWinsockMS.

Y ou can connect to a server like so:

Socket . Socket Connect 80, “<ww. sonepl ace. con®”, 30

This example connects to www.someplace.com on port 80, and waits 30
seconds before timing out. When it connects, the wsConnect event will fire.
All of the events of cfWinsockDS and cfWinsockM S start with ws. The events
correlate exactly to the events of the dsSocket control, except that they begin
with ws.

The Control Property

cfWinsock has a Control property that is areference to the actual Winsock
control. In the case of cfWinsockDS, thisis a dsSocket control. With
cfWinsockMS it points to the Microsoft Winsock control. Y ou can use thisin
situations where you need to access the control directly. Here is an example of
accessing the DataSi ze property of the dsSocket control inside cfWinsockDS:

Socket . Control . DataSi ze = 5000
The rest of the object isfairly straightforward. Y ou get all of the routines from
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DSSOCK.BAS in this object, such as IsDotAddress and ParseString. In
addition, some HTML helper routines such as StripHTML are also included.
StripHTML removes al HTML codes from text, and substitutes CRLF
characters for <P> codes, etc.

Figure 9.5 Using cfWinsock.

Option Explicit

Private WthEvents Socket As cfW nsockDS
Sub Form Load ()

Set Socket = New cf W nsockDS
End Sub

Inside cflnternet

cfInternet is simply the result of my moving all the code from previous
chaptersinto public class modules and converting them to use cfWinsock
instead of dsSocket. | made a few enhancements here and there to take
advantage of the class model, such as adding events, but for the most part the
code is exactly the same. Only now, you can drop it into your projects much
more easily than you could before.

In addition to adding events, | created a new class, cfMsg, which represents a
message. This could be either a Usenet article or an e-mail message. | made it
so that it would support both. Of course, these class modules are created for
the purpose of teaching how to program for the Internet, and are not intended
to be a complete product. In fact, | would encourage you to make
modifications yourself, and share them with the rest of the world by sending
them to me by e-mail, so | can post them on my book web site:
carl.franklins.net/vbtip.

There are two sample group projects in the \cfInternet directory, TestDS.grp
and TestM S.grp that demonstrate how to use al of the objectsin cfinternet. In
most cases, | just took the forms from the original sample code and modified
them to use the new object. Feel free to load one of these projects now and
follow along as you read the rest of this chapter.

These projects are groups. A group is acollection of one or more projects that
al run together. In this case, the cfInternet code runsin the VB environment,
so you can watch the code as it works its magic.

cfNNTP

The cfNNTP object, like all the other objects, is much more useable than its
sample code counterpart from the previous chapters. It is completely event
driven. As such, there are several events that you can use to complete the tasks
of reading and posting messages.



Take alook at Figure 9.6. It shows the test form with some buttons on it.
Simply, each button loads the test form for the protocol displayed on the
button. Press the NNTP button to display the NNTP test form (shown in
Figure 9.7).

Check out the Declarations section of frmNNTP. The only line besides Option
Explicitisthis:

Private WthEvents News As cf NNTP

Here again we come back to the WithEvents keyword. | keep mentioning it

because | have noticed that not many VB programmers have a keen grasp of
objectsin Visual Basic. If you feel you need arefresher, please go back and
read Chapter 8 before continuing.

Figure 9.6 cfinternet Test project.

The WithEvents keyword is necessary in order to access an object’s event
procedures. Also, this statement does not create the object. It merely creates an
object variable. To create the object, you must use the New keyword. Thisis
donein the Form_L oad event asfollows:

Set News = New cf NNTP

F"ght'Jr'e 0.7 Test form.

OK. Now that we have a cfNNTP object called News, we can use it to access a
Usenet server. In design mode, double-click on the Connect button. There are
several lines of setup code that clear the list boxes and disable buttons while
the code is connecting, and then one line of code that actually does the work:

News. Connect t xt Host

txtHost is the name of the text box control on the form where you specify the
address of the news server. The port is hard-coded to 119, asmost NNTP
servers use this port. But, if you want to get your hands dirty, you can ater the
cfNNTP object to include a Port property.

The result of calling the Connect method will yield a Connect event. The
Connect event fires and passes a Boolean value called Connected. If a
connection is made successfully, then Connected is True; otherwise, it is False.

Retrieving Articles
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Normally before you can retrieve articles you might select a newsgroup. This
can be along process. However, you can specify a mask with this object, and
cfNNTP will return only the newsgroups that fit the mask. Use the asterisk
character on either side of aword to create a simple mask. Here are afew
examples:

at.fan.* Selects all newsgroups that begin with alt.fan

* television Selects all the groups that end with the word
television

*music* Selects al the groups that contain the word
music

Double-click the Groups button. Y ou will notice one line of code that accesses
the News object:

News. Get G oups t xt Mask

The GetGroups method selects alist of groups based on a specified mask
string. When each group is received, cfNNTP fires the GroupL.ist event,
passing the group name as a string.

Take alook at the News GroupList event procedure. Note that there is only
one line of code here, too. This code adds the group name to the list box
IbGroups:

| bG oups. Addl tem G oup

When all the groups have been returned, the GroupListReceived event fires.
That is how you know you have received the entire list of groups. In the case
of our demo, | am just enabling the list boxes so you can use them.
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The next thing you might do is to select a particular group and retrieve all the articlesin that group. Thisis done with the
SelectGroup method. Take alook at the code that does this by double-clicking the top list box (IbGroups). Figure 9.8
shows the code.

The only thing I’'m doing here that might seem strange to you is parsing the newsgroup name from the selected text in the
list box. The newsgroup name is the leftmost characters up to, but not including, the first space. The ParseString function

of the cfWinsock object returns a portion of a string within another string given adelimiter. In this case, we are asking for
the first segment using a space as adelimiter. Once | have the group name, | select it with the SelectGroup method.

When you select a group, cfNNTP starts sending article headers, firing the ArticleList event and passing an article in the
form of acfMsg object. Take alook at the News_ArticleList Event, as shown in Figure 9.9. Thisis agood time to discuss
the cfMsg object a bit.

The cfMsg object is simply adata object. It holds data about a message. The message can be a Usenet article, or it could
be an e-mail message. In this case, it's a Usenet article. It has properties like Subject, FromName, and MsgText. You
don’'t need to know every property, but you should know that a cfMsg object represents a Usenet article or an e-mail

message.

Figure 9.8 Selecting a newsgr oup.

Private Sub | bGoups_Dbl dick()
Dim GroupNanme As String
Screen. MousePoi nter = vbHour gl ass
| bArticles. dear
| bArticl es. Enabl ed = Fal se
bt nProperties. Enabl ed = Fal se
bt nPost . Enabl ed = Fal se

G oupNanme = News. Socket. ParseString(l bG oups. Li st (|l bG oups. Listlndex), “ ", 1)
News. Sel ect Group G oupNane

End Sub

Figure9.9 ArticleList event.

Private Sub News ArticlelList(Article As cfMsQ)
D m Msg As String

Msg = Format $(Trin(Str$(Article.Lines)),
News. Socket . Super Tri m(Arti cl e. Subj ect)

* @oEEEED) & ¢ &
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‘-- Display the item

| bArticles. Addltem Msg

I bArticles.ltenData(l bArticles.ListCount - 1) = Article. MsgNunber
| bArticles. Topl ndex = | bArticles.ListCount - 1

End Sub

Back to Figure 9.9. This code displays the article subject and the number of lines. It also places the message number in the
ItemData property of the IbArticleslist box. The Format function creates a string with a fixed number of spaces. I'm using
it here to display the number of lines so that they line up with each other.

When you double-click on an article in the IbArticleslist box, the article is retrieved via the GetArticle method. Figure
9.10 shows this code.

This code simply gets the Message ID from the list box and calls the GetArticle method, passing the ID. If you remember
from chapter 4, the Message ID is simply anumber that identifies the article to the NNTP server.

Figure 9.10 Retrieving an article with the GetArticle method.

Sub | bArticles_Dbl dick()
DmID As Long

ID = IbArticles.ltenData(l bArticles. Listlndex)
If 1D Then
Screen. MousePoi nter = vbHour gl ass
| bArticl es. Enabl ed = Fal se
News. Cet Article ID
End |f

End Sub

After the articleis received, cfNNTP fires the Article event and passes the entire article as a cfMsg object. Look at the
News Article event procedure. You'll seethat I'm just displaying the MsgText property of the cfMsg object, which holds
the entire article, headers and all.

Posting an Article

To post an article, you first call the NewM essage method, then set the properties of the built-in Message object, and then
call the Post method. Double-click on the Post button in design mode. Figure 9.11 shows this code.

This code first shows the frmPost form, which is shown in Figure 9.12. Thisformisjust for data entry. | show it modally,
and then use the data from the text fields to post the article.

Note that the News object has a Message object. Thisis a cfMsg object that you use to post a message. Simply fill in the
properties shown in Figure 9.11 and then call the Post method of cfNNTP to post a message. Upon posting the message,
the Post event will fire.

The only tricky thing here isthe Newsgroup field. This can be more than one newsgroup. Just list each group separated by
commas, and your message will be posted to all groupsin thelist.

Figure 9.11 Posting an article.

Sub btnPost _dick()

frmPost . t xt Newsgoup =
News. Socket . ParseString(l bG oups. Li st(l bG oups. Li stlndex), “ ", 1)
fr mPost . Show 1
If Len(frnmPost.Tag) = 0 Then
News. NewiMessage
News. Message. FromAddr = frmPost . t xt Emai |
News. Message. Newsgroup = frmPost .t xt Newsgoup
News. Message. Subj ect = frnPost.txt Subj ect



News. Message. MsgText = frnPost.txtArticle
News. Post

End |f

Unl oad fr nPost

Set frnPost

Not hi ng

End Sub

¥l
JIEEY

Figﬁre 9.12 Poét form.

Now, that seems pretty darned easy doesn’'t it? | thought so. Like | said, however, cfinternet is not meant to be a complete
product. It is not perfect. It is meant to be used as a teaching tool. Maybe you could think of some waysin which it could
be enhanced. Write your ideas on the back of a $50 bill and send it to mein a case of Scotch, and I’ll send you back a
well-deserved thank you card! Kids, please don't drink and drive. Y ou might spill some, and then your folks will really be
mad.

cfSMTP—Simple Mail Transport Protocol

One thing is for sure about the cfSMTP test form. It's much better than the sample code form. Thisis mostly because |
have added a Recipients collection, which lets you send a message to multiple recipients. Take alook at frmSM TP, shown
in Figure 9.13. Let's go right to what' s behind the Send button here. Figure 9.14 shows this code.

Before sending a message, you have to call the NewM essage method to clear all the internal variables. Then, set the
Mailhost property to the address of the SMTP server. Set the FromName and FromAddr propertiesto your full name and
e-mail address. Set the Subject property to the subject of the message, and set the MsgText property to the text of the
message itself.

L= [E] _"_‘II

Figure9.13 SMTP form for sending e-mail.

Figure 9.14 Sending e-mail.

Private Sub btnSend_dick()

Dmi As Long
Di m Thi sNane
Di m Thi sAddr
Di m Dat a

As String
As String
As String

Snt p. NewVessage

Snt p. Mai | Host = t xt Mai | Host

Snt p.
Snt p.
Snt p.
Snt p.

Message
Message
Message
Message

. FromNane
. Fr omAddr
. Subj ect
. MsgText

t xt MyNanme

t xt MyAddr ess
t xt Subj ect
t xt Message

For i = 0 To | bRecipients.ListCount - 1

Data = | bReci pients. List(i)

Thi sName = Snt p. Socket . ParseString(bata, “ <",
Thi sAddr Snt p. Socket . ParseString(bata, “<”,

Thi sAddr = Left$(Thi sAddr, Len(ThisAddr) - 1)

Snt p. Reci pi ents. Add Thi sNarme, Thi sAddr

Next

1)
2)
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Smt p. Send

End Sub
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Now it getstricky. The Recipients collection is a collection of cfRecipient objects, which simply hold a name and
e-mail address. Thisis a custom collection. The Add method accepts a hame and address. Use the Add method
for each address you wish to send the message to.

Then, call the Send method. If you specify a Timeout number of seconds, then the Send method will not return
until either the message has been sent, or the time has expired. If you don’t specify a number of seconds, Send
will return immediately, and you can use the MessageSent and NNTPError events to determine when and if the
message is sent.

cfPOP3—Post Office Protocol 3

Just to recap: cfSMTPisfor sending e-mail, and cfPOP3 isfor retrieving it. Figure 9.15 shows the frmPOP3
form. Enter the mail server name, and your account name and password, and press the Connect button. All of
your headers will be downloaded, and the header information will display in the IbHeaders list box.

Inthelist you'll seethe size of the message in bytes, followed by the sender’ s name and address, and finally the
subject (if it al fits on one line). Remember that thisis for demonstration purposes only. If | wanted to make this
area e-mail application, | would not use alist box to display al thisinformation.

NOTE: This program does not auto-download the messages, just the headers. That gives you a bit more flexibility in
situations where there are big messages in your mailbox that you don’t want to read. Y ou can download a message
individually by double-clicking on it in thelist.

=]

Figure9.15 POP3 form.

To download a message, double-click on it. After downloading, the message will pop up in adisplay window.

So, how does thiswork? Well, it's all pretty straightforward, with one exception, which I’ [l show you in a minute
or two. First of all, when you press the Connect button, | set the Mail Server property, the UserName property,
and the Password property to the values on the form. Then | call the Connect method.

Upon connection, the Connect event fires, and it passes a Boolean val ue representing whether or not you’' ve
connected. L ook at the Connect event now, in Figure 9.16.

Figure 9.16 cfPOP3 Connect event.

Private Sub Pop3_Connect (Connected As Bool ean)
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‘-- Connect or disconnect. This event
‘ gi ves you a chance to enable and di sable
‘ U el ements.

I f Connected Then
Caption = "Connected”
bt nConnect . Capti on = “&anpDi sconnect”
chkDel et e. Enabl ed = Fal se
t xt Mai | Server. Enabl ed = Fal se
t xt User nane. Enabl ed = Fal se
t xt Passwor d. Enabl ed = Fal se
Ti mer 1. Enabl ed = True
El se
Caption = “Not Connected”
bt nConnect . Capti on = “&anpConnect”
| bHeader s. C ear
chkDel et e. Enabl ed = True
t xt Mai | Server. Enabl ed = True

t xt User nane. Enabl ed = True
t xt Passwor d. Enabl ed = True
End | f
End Sub

Note the bold line, Timerl.Enabled = True. | am turning on a Timer control here. When the Timer control is
enabled, the Timerl Timer event fires after one second. The Timerl Timer event has only two lines of code, and
they are asfollows:

Private Sub Tinmerl Tinmer()

Ti mer 1. Enabl ed = Fal se
POP3. Get Header s

End Sub

When the Timer event fires, | turn off the timer and call the GetHeaders method to retrieve the e-mail headers.
This may seem like a strange way to do this, but let me explain.

If you recall, POP3 has two states, or modes: Command and Transaction. Y ou can only retrieve the headersin the
Transaction state. When connecting, however, the code is in the Command state. If you wereto try and call
POP3.GetHeaders in the Connect event, you' d get an error “ -ERR that command isvalid only in the
TRANSACTION statel” So, the Connect event has to complete, and then you can call GetHeaders. The easiest
way around thisisto use atimer.

Figure 9.17 cfPOP3 Header L ist event.

Private Sub pop3_Header Li st (Header As cfMsgQ)

‘-- Message header received

| bHeader s. Addl t em For mat $( Tri n$( Str $( Header . Bytes)), *“
Header. FromAddr & “ " & Header. Subj ect

| bHeaders. | t enDat a(| bHeaders. Li st Count - 1) = Header. MsgNunber

End Sub

When you call the GetHeaders routine, the mail server sends back the headers. For each header received, cfPOP3
firesthe HeaderList event, passing a cfMsg object with only the header filled in. In the HeaderList event, |
display the header information in the list box. Figure 9.17 shows the HeaderL ist event.



Once all the headers have been received, the HeaderListReceived event fires, and | re-enable the list box (I
disable it prior to downloading so that the user could try and retrieve a message while the headers are
downloading). Again, not avery elegant solution, but these are good things to think about.

When the user double-clicks on amessage, | call the POP3.GetM essage method. Y ou can seethisif you
double-click on the list box. There is only one line of code:

POP3. Get Message | bHeaders. | t enDat a(| bHeader s. Li st | ndex)

When a message is received, the Message event fires, passing the complete message as a cfM SG object. | simply
display it using the frmDisplay form. Figure 9.18 shows the code that displays the message.

All I’'m doing here is placing the message text (Msg.MsgText) into a multiline text box on aform and showing it.

There are two hidden features with cfPOP3. First, if you set the AutoDel ete property to True, then messages are
deleted from the server after they are completely retrieved. Thisis how most e-mail programs work. In this
sample program, there is a check box that says “ Delete Messages on Server” that sets this property.

Second, all the messages that are retrieved are accessible via the M essages property, a collection of cfMsg objects
that represents all of the downloaded messages. When you first download the headers, they are available viathe
M essages property, but only the headers are filled in. After you retrieve a message, its MsgText property will be
filledin.

Figure 9.18 cfPOP3 M essage event.

Private Sub pop3_Message(Msg As cf MsQ)

-- Message downl oaded

frnDi splay.txtArticle = Msg. MsgText
frnDi spl ay. Show 1

Unl oad frnDispl ay

Set frnDisplay = Nothing

End Sub

!Previ ous !Tabl e of Contents!Next

Products | Contact Us | About Us | Privacy | Ad Info | Home

Use of this site is subject to certain Terms & Conditions, Copyright © 1996-2000 EarthWeb Inc.
All rights reserved. Reproduction whole or in part in any form or medium without express written permission of EarthWeb is
prohibited. Read EarthWeb's privacy statement.



http://www.itknowledge.com/products.html
http://www.itknowledge.com/contactus.html
http://www.itknowledge.com/aboutus.html
http://www.earthweb.com/about_us/privacy.html
http://www.itmarketer.com/
http://www.itknowledge.com/
http://www.itknowledge.com/agreement.html
http://www.itknowledge.com/copyright.html
http://itnews.earthweb.com/
http://www.earthweb.com/about_us/privacy.html
http://www.itknowledge.com/reference/standard/0471314986/ch09/ITKN1a2b3c4d5e6f7g8h9idefcon4.html

© © © 6 0 0 06 0O

HOME  ACCOUNT INFO

&, SEARCH
ITENOWLEDGE

Go!

Keyword
® Briet O Full

# Advanced
Search

# Search Tips

L] srowse
8y ToRlc

SUBSCHRIBE LOGIN SEARCH MY ITKNOWLEDGE FAQ SITEMAF CONTACT LS

To access the contents, click the chapter and section titles.

Visual Basic 6.0 Internet Programming
(Publisher: John Wiley & Sons, Inc.)

Author(s): Carl Franklin

ISBN: 0471314986

Publication Date: 02/01/99

|Bookmarkiit]
Search this book:

Go!

Previous ’Tabl e of Contents ’ Next

cfFTP—File Transfer Protocol

As evidenced in Chapter 6, FTP is perhaps the most complicated Internet
protocol to program. However, using cfFTP is not complicated. There are
some differences between the sample code and cfFTP; namely, cfFTP is more
event-driven. Instead of waiting in aloop for an action to finish, cfFTP code
fires events while actions (such as retrieving afile or adirectory listing) are
being processed, and after they have been completed.

Y ou should aready know how to use FTP. If not, go back and read Chapter 6.
Let' sjust walk through the process of connecting, changing directories,
retrieving a directory listing, sending (uploading) afile, and retrieving
(downloading) afile.

Figure 9.19 shows the FTP window. Press the Connect button, and you will be
prompted to enter an FTP host name, your username, and your password on
the system. If you want to connect to a public FTP site, enter “anonymous’ for
the username, and your e-mail address for the password.

To connect, call the FTPL ogon method, passing the host name, username, and
password. Then, if everything worked, the Logon event fires. If a connection
could not be made, the Connect event will fire, passing a Connected val ue of
False. The Connect event fires when a Winsock connection is made (or not
made). The Logon event isfired after Connect, and when the server has
validated you. Slight difference.

Onceyou'relogged in, pressthe “List (Dir)” button to get a directory listing of
the root directory. When you press this button, you are prompted for afilespec.
By pressing Enter and accepting the default, you aretelling the FTP server to
list al thefiles (*.*).

The code then calls the GetDirectoryListing method of the cfFTP object. This
establishes a data connection and, just like in the sample code from Chapter 6,
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the server sends the directory listing. Now, cfFTP handles this data a couple
different ways.

Fig. ure919 . FTP.' window.

First, for every linein the directory listing, it fires the DirectoryLine event,
passing the line of text. Also, cfFTP fires the Directorylnfo event for each line,
passing the details of the file (Name, Size, and Date). This was no small feat to
pull off since there are variationsin how all the various FTP servers display
fileinformation. However, my brother, Jay Franklin (jay.franklins.net) was
able to come up with some string parsing code that works with many of the
major FTP servers. Hats off to Jay for implementing this feature.

In addition to that, the entire directory listing is passed as a string through the
Directory event when the listing is complete. That should be enough data for
you to get the information you need in your application from a directory
listing.

Y ou can change the working directory using the ChangeDirectory method.
Thisisthe same as sending a CWD command. In fact, cfFTP does exactly that.

Y ou can retrieve afile using the GetFile method, passing the source filename
and the destination filename. The source filename must be relative to the
server. If the README.TXT file on the server isin the /Pub/Misc directory,
you could say:

FTP. GetFil e “/ Pub/ M sc/ README. TXT”, Dest Fi | eNane

The destination filename must be relative to your machine. If you want to save
the README.TXT fileto the C:\ drive, it would look like this:

FTP. GetFil e “/ Pub/ M sc/ README. TXT”, “C:\ READMVE. TXT”

When retrieving afile, there are two events that fire. The FileData event fires
when a new file buffer has been received. FileData passes the FileName
(server relative) and a string buffer containing a chunk of file data. The second
event is FileReceived, which fires after the file has been completely retrieved.

Y ou can use the FileData event along with the Size information from the
Directorylnfo event to create a progress meter as the file is being downloaded
(Hey, | can't do EVERY THING for you!). Thetota size of thefileisgiven,
and the size of each block is given. With that information, you can determine
the percentage of completion every time the FileData event fires.

Sending afileisjust as easy. Use the SendFile method, passing a source
filename (relative to your machine) and a destination filename (relative to the
server). There are no extended methods for the SendFile method, except the
generic CommandOK event, which fires after successful completion of any
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command.

The only other thing to talk about here is the FTPError event, which fires when
an error occurs. Basically, it passes the error message. If you need to, you can
look at the first three characters of the error message to determine the specific
error that occurred.

cfFTP aso has a Receive event, which fires every time aline of text is
received from the server on the control connection. This provides a handy way
to display all the received text in alist box, such as my demo does.

Epilogue

If you want to learn the innermost workings of SMTP, POP3, NNTP, and FTP,
| suggest you read Chapters 4, 5, and 6. If you want to get up and running
quickly with these protocols and ook into the guts of it at alater time, the
cfInternet objects provide that flexibility.

Visual Basic 5.0 and 6.0 have powerful object-oriented features that let
everyday shmucks like you and me do some incredibly powerful things. The
combination of VB objects and Internet programming make for some really
useful tools for doing any kind of Network application. | hope you find
cfInternet as useful as| do.
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CHAPTER 10
CGl4VB: SERVER-SIDE PROGRAMMING

The Common Gateway Interface (CGl)

T he CGI isan interface between an HTTP server and an application. CGI iswhat allows users of the World Wide Web
to access data and processes that do not specifically exist within the realm of the HTTP server and HTML documents.
Have you ever connected to a web-searching page, such as WebCrawler (webcrawler.com/) or Altavista
(altavista.digital.com) that finds web pages from keywords that you specify? Where does the information come from?
The answer is adatabase. Since today’ s sophisticated databases cannot be accessed directly by the HTTP protocol, some
other application must be accessing the database. The tasks, then, are (1) to give the application that accesses the
database the user’ sinput data (the search terms), and (2) to return the output of the application to the HTTP server,
which in turn presentsit to the user.

CGl isimplemented differently on different platforms. A CGI application, or one that interacts with an HTTP server, is
sometimes called a script because it iswritten in a scripting language, or what us DOS people call batch language. Under
the Unix platform CGI scripts are typically written in either the Perl, TCI, or Unix shell, al of which are Unix-based
scripting languages. Perl is the language of choice for Unix because of its high-level control and low-level speed.

CGl4avB

When writing this chapter | wanted to find a CGI solution for VB that did not require an additional purchase. When |
wrote the VB4 version of this book, | chose Windows CGI (or WinCGl), because it could be used with a shareware web
server that | also included with the book. When updating the book, | wanted to find something else that could be used
easily with Internet Information Server. Enter CGI4VB.

CGIl4VB is afreeware implementation of CGI for VB programmers developed by Kevin O’ Brien
(obrienk@ix.netcom.com). The heart of CGI4VB isa VB module (.basfile) that you can includein aVB program to
create a CGl application. When you compile, you have a standard CGI application that uses the standard in and out
(STDIN and STDOUT) devices to communicate. If you don’t know what that means then you must have alife. STDIN
and STDOUT are the equivalent of command line input and the text output of a character-based program, such as an
MS-DOS or Unix program in character mode.

There are currently several Windows NT-based HTTP servers available. They range from free to up to thousands of
dollars. | can assure you that paying alot of money for aweb server isathing of the past since the market is booming.
Anyway, here are five inexpensive HTTP serversthat exist at the time of thiswriting:

» Microsoft Internet Information Server (MI1S). Microsoft’s Web and FTP Server application for Windows NT. It
isincluded with Windows NT 4.0 Server.

» The European Microsoft Windows NT Academic Center (EMWAC) in the Czech Republic. Distributes a
freeware Windows NT-based HTTP server. It also supports CGl.

» WebSite. A very nice commercial Windows NT HTTP server. At the time of this writing, WebSite 2.3 was
going for $799. Its creator also defined Windows CGl, thefirst CGI platform for VB. So, you can bet this server
will aways be state of the art. | have used WebSite, and | can offer you my honest opinion. | think it's very dlick.
The user interface is simple enough for anyone to use, and the security is entirely adequate. Y ou can get the latest
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information on WebSite at website.ora.com.

* Netscape offers a couple of excellent servers starting at around $295. Y ou can check them out at
home.netscape.com/comprod/server _central/index.html. Their introductory web server, FastTrack, supports CGlI.

CGI Speed Issues

When writing CGI applications, speed is critical. Each time the application is invoked a new instance gets loaded on the
server. The speed at which a VB application loads can be slow, depending on the server configuration and the size of the
application. Itisfor this reason that you must keep custom controls and excessive code in your CGI applicationsto a
minimum. For best results, use a single module. The more forms and controls you have in your project, the slower it will
load. If your site starts getting hundreds of requests per minute, your system could really slow down.

Carl & Gary’sVisua Basic Home Page (www.cgvb.com) runs partially on a Sun Sparc 2 Unix workstation. We use Perl
to write our Unix CGlI scripts. In this configuration, about 35-50 Perl scripts can run per second. That' s pretty fast, but
that kind of performance is required for high-traffic sites like ours. If we were to use CGI on an equivalent NT server, it
might take two or more seconds to load and run asimple Visual Basic 5.0 application that opens a database and writes
data. Assuming that the VB application was stripped down to one or two modules, this kind of performance is adequate
for a small- to medium-traffic web site, but could be slow when traffic gets high.

HTML Forms and the ACME.HTM Sample Form

AnHTML formisaspecial type of web page that hasinput fields to let the user enter data. Usually, forms have a
Submit button that tells the HTTP server to run a CGI application and pass the data that the user entered to it. The form
user interfaceis all defined with HTML.

S .
SdL2 Pl L0 d d

s

Figure 10.i_Acrﬁe production information. A sampleHTML form.

There are some excellent books on the subject of writing HTML forms, so | won't go into alot of detail on the subject.
Instead, | will discuss some of the features of our sample form, arequest form for Product Information sponsored by the
Acme company (and my mother used to tell me that watching the Road Runner was a waste of time!). Figure 10.1 shows
the form asit looks in Netscape Navigator, and Figure 10.2 shows the HTML source.

Figure 10.2 The Acmeform’sHTML source.

<HTM_>

<HEAD>

<TI TLE>Acne Product Information</TITLE>

<BODY BACKGROUND=ACMEBACK. G F>

<A HREF=" SLMONK. VAV’ ><| MG SRC=DONT. G F BORDER=0 ALI GN=LEFT HSPACE=20></ A>

<H1>Acne Product | nformati on</Hl>

Thank you for your interest in Acne products. W want to know nore about you, so
pl ease take just a mnute to fill out this information form W wll send you our
current catal og which showcases all of our products and prices. Please enail
direct inquiries to the Acne staff at

<A HREF=*MAI LTGO st af f @cne. coni >st af f @icne. conx/ A>.

Thank you and have a nice day.

<BR CLEAR=LEFT>

</ HEAD>

</ CENTER>

<FORM ACTI ON="/ cgi - bi n/ acne. exe” METHOD=" POST" >
<I MG SRC=BACK2. d F>

<p>

<CENTER><FONT S| ZE=4><I| >Denpgr aphi ¢ | nformati on: </ FONT S| ZE=4></| ></ CENTER>
<PRE>
Fi rst Nanme: <I NPUT SI ZE=25 NAME="Fi r st Nane” >
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Last Nane: <I NPUT SI ZE=25 NAME="Last Nane” >

Enai | Address: <|I NPUT S| ZE=40 NAME="Emai | ">

Address Line 1: <I NPUT S| ZE=40 NAME=" Addr ess1”>
Addr ess Line 2: <I NPUT SI ZE=40 NAME=" Addr ess2” >
Address Line 3: <I NPUT S| ZE=40 NAME=" Addr ess3" >

Cty, State & Zip: <INPUT SIZE=20 NAME=“City”>, <INPUT S| ZE=2
NAME=" St at e” > <I| NPUT SI ZE=12 NAVE="Zi p" >
Honme Phone: <I NPUT S| ZE=12 NAME=“ HonePhone” >
Wor k Phone: <I NPUT S| ZE=12 NAME=“\Wbr kPhone” >

</ PRE>

<I MG SRC=BACK2. 3 F>
<P>

<CENTER><FONT S| ZE=4><| >Pr of essi onal | nfornmati on: </ FONT S| ZE=4></ | ></ CENTER>
<PRE>
Operating System <SELECT NAME=" Oper ati ngSystent >

<OPTI ON>W ndows NT

<OPTI ON>W ndows 95

<OPTI ON>0S/ 2 Warp

<OPTI ON SELECTED>W ndows 16-Bi t

<OPTI ON>UNI X

<OPTI ON>Mac

<OPTI ON>DOS

<OPTI ON>Ox her

</ SELECT>

Pri mary Language: <SELECT NAME="Pri marylLanguage” >

<OPTI ON SELECTED>Vi sual Basic
<OPTI ON>Vi sual C++
<OPTI ON>C
<OPTI ON>Del phi
<OPTI ON>Ox her Pascal
<OPTI ON>Snal | t al k
<COPTI ON>Or her
</ SELECT>

Years in Devel opnment: <SELECT NAME=" Years”>
<OPTI ON SELECTED>This is my first year
<OPTI ON\>2
<OPTI ON>3
<OPTI ON>4
<OPTI ON>5
<OPTI ON>6- 9
<OPTI ON>10+
</ SELECT>

<I MG SRC=BACK2. d F>
Clicking this button will transfer your
i nformation to our database, and you wll
be sent a catal og as soon as possible.
<I NPUT TYPE="submit” VALUE="Register”>
</ PRE>
<pP>
<| MG SRC=BACK2. d F>
<FONT S| ZE=1>

<BR>
<l >



<BLOCKQUOTE>
<BLOCKQUOTE>
<BLOCKQUOTE>
<BLOCKQUOTE>

Copyright 1995, 1996 Acne Software |nc<BR>
Al'l rights reserved<BR>
</ BLOCKQUOTE>

</ BLOCKQUOTE>

</ BLOCKQUOTE>

</ BLOCKQUOTE>

</|>

</ FONT S| ZE=1>

<P>

</ FORM>

</ BODY>

</ HTM.>
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Form Definition

The Acme form has several interesting features. One feature that 1’d like to point out is the background.
When the form is displayed, this defined bitmap (ACMEBACK.GIF) is sent and displayed in a pattern. The
dimensions of ACMEBACK.GIF are 1 pixel high and 1024 pixelswide. Sinceit isso small, it gets sent and
displayed rather quickly. The smart thing isthat it is only one pixel high. That's as high asit hasto beto give
the form the classic ook of stationery. The background is defined in the <BODY > statement at the top of the
form like so:

<BODY BACKGRCUND=ACMEBACK. G F>

Another feature isthe image that displays “Don’'t Click,” which is Latin for “Click Me Now!” When the user
clickstheimage, aWAV fileis sent. Inthis case, it is of my favorite cartoon duo, Ren and Stimpy. Thisis
just an example, of course, and you wouldn’t really want to subject your users to the disgusting and tasteless
sounds of Ren and Stimpy. Or would you?

Notice how the GIF file istransparent. Thisis done with a public domain command-line GIF utility called
GIFTOOL, which isincluded on the CD-ROM. Thereisn’t any real documentation for this utility but if you
type “GIFTOOL -help” at the command line, it will display the command syntax and options.

The image is made into an anchor by incorporating the <IMG> tag within the anchor <A> tag, asfollows:

<A HREF=" SLMONK. WAV’ ><| MG SRC=DONT. G F BORDER=0 ALI GN=LEFT HSPACE=20></ A>

Thefile SLMONK.WAYV is sent when the image is clicked. The SRC=DONT.GIF command in the <IMG>
tag defines the image file. The BORDER=0 command defines the image with no border, or no box around
the image (thisis critical to giving the transparent illusion). The ALIGN=LEFT command places the image
on the left-hand side of the form. Finally, the HSPACE=20 command places alittle bit of horizontal space
between the image and the surrounding text.

All HTML forms start with a<FORM> tag (and end with a </FORM> tag). Here is our <FORM> tag:

<FORM ACTI ON=*/ cgi - bi n/ acre. exe” METHOD=" POST” >

The ACTION command defines what happens after the form has been completed. In this case we want to run
our CGI program, acme.exe. The second command, METHOD="POST", defines a method performed on the
CGl application. This can be either GET, which requests data from the CGI application; or POST, which
sends data to the CGI application. In the case of our example, we are sending data to the application, so
POST is used.

Field Definitions
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The input fields may look complex, but they really are not. The fields themselves are all part of HTML, and
are created graphically by the HTTP client. The HTML text just defines the fields; the client actually
manages the inpuit.

The ACME.HTM form has 11 text entry fields, and three option (multiple-choice) fields. Defining afieldis
easy. For example, look at the definition of the first text field:

First Nanme: <INPUT Sl ZE=25 NAVE="Fir st Nane” >

The <INPUT> tag defines the field. There are two parameters: SIZE=25, which defines the length of the
field; and NAME="FirstName”, which defines the name of thefield. Your Visual Basic CGI application will
reference these fields by name.

HTML has adrop-down list input type called SELECT. Select fields are a bit different from text fields, in
that there are several selectable options and a default option. Figure 10.3 shows the definition for the first
select field. The select field is defined by the <SELECT> tag. Between the <SELECT> tag and itstrailer tag,
</SELECT>, you can have one or more options, defined with the <OPTION> tag. Whichever option you
desire to be the default option you can specify as such with the <OPTION SELECTED> tag. Aswith the
<INPUT> tag, the NAME parameter specifies the name of thefield.

The Submit Button

When all thefields arefilled in, the user presses the button that says “ Register.” This button is defined as
follows:

<I NPUT TYPE="submt” VALUE="Regi ster”>

Just like atext field, the button is defined with an <INPUT> tag. The TY PE="submit” definesthefield asa
Submit button. When a Submit button is pressed, the action defined in the <FORM> tag is executed, and the
CGl application isrun. In the case of our Acme form, the application is run with the POST method defined.

Once the CGI application is run, the HTTP server is no longer communicating directly with the client. The
CGl application sends any thank you or error messages to the client from this point on. Now, let’stake a
look at the ACME sample CGlI application, which takes the user’ s data and saves it to an Access database.

Figure 10.3 Definition for thefirst select field in the Acme demonstration.

Operating System <SELECT NAME=" Qperati ngSysteni >
<OPTI ON>W ndows NT

<OPTI ON>W ndows 95

<OPTI ON>OS/ 2 Warp

<OPTI ON SELECTED>W ndows 16-Bit

<OPTI ON>UNIE X

<OPTI O\N>Mac

<OPTI ON>DOS

<OPTI ON>Ox her

</ SELECT>

Hands-On CGil

What follows is a dissection of the elements of the CGI4VB Visua Basic interface. Along the way, we will
discuss the sample CGI program ACME.VBP.

CGI4VB.BAS

The only thing you need to add to a VB project to create a CGl application is CGI4VB.BAS. Thisfile
includes all the code you need to make a CGI application in VB. Just add a sub- CGI_Main routine and
you' ve got a bare-bones application.



Datais sent back to the server from your CGI application via STDIN and STDOUT. The CGI4VB.BASfile
handles all of thisfor you. All you really have to do is get the data from the form, processit, and send back
HTML text, which will be displayed in the client’s web browser.

ACME.BAS: CGI_Main and Inter_Main

The ACME.BAS module contains the code that interacts with the server at the highest level. Thisiswhere
you process the GET and/or POST methods. Whenever you create a CGI application, you must have a
CGI_Main subroutine. CGI_Main is called whenever a GET or POST method is performed on your
application. Thisiswhere you do your magic, which we will demonstrate in a minute.

Dissecting Sub Main in CGI4VB.BAS

CGIl4VB.BAS has a Sub Main, which isto be the startup form (or in this case procedure) for the project.
Thisisthefirst code that executes. Take alook at Figure 10.4, which shows the code in Sub Main. If the
application is executed without any command line arguments, that means that it was probably started directly
by the user, in which case the Inter_Main sub is called and the program ends.
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Figure 10.4 CGl4VB.BAS—Sub Main listing.

Sub Mai n()
On Error GoTo ErrorRoutine
I ni t Cgi ‘ Load environment vars and performother initialization
Get For nDat a ‘ Read data sent by the server
Cd _Min ‘ Process and return data to server
EndPgm
End ‘ end program

Error Rout i ne:
sErrorDesc = Err.Description & “ Error Nunber =" & Str$(Err. Nunber)
Er r or Handl er
Resune EndPgm
Fi gLast: End Sub

If command line parameters are specified, the sub InitCgi is called (see Figure 10.5), which grabs al of the
CGl variables from the environment. The CGI variables are global variables that contain information such as
the HTTP method, the user’ s |P address, and so forth.

Next, the sub GetFormData is called which reads all of the name/value pairs from the form (in this case, our
form’s <INPUT> and <SELECT> tags). It places thisinformation in an array called tPair, which you can
access to get the datain the form fields.

Figure 10.5 CGI4VB.BAS Sub InitCGl.

Sub InitCgi()

hStdin = Get St dHandl e( STD_| NPUT_HANDLE)
hStdOut = Get St dHandl e( STD_OUTPUT_HANDLE)

sEmai |l = “Your Emai | Addr ess@er e”
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Cet the environnment vari abl es

Environment variables will vary depending on the server.
Repl ace any vari abl es below with the ones used by your server.

CA _Accept = Environ(“HTTP_ACCEPT")

CA _Aut hType = Environ(*AUTH_TYPE")

Cd ContentLength = Environ(“CONTENT LENGTH")

CA _Cont ent Type = Environ(* CONTENT_TYPE")

Cd Cookie = Environ(“HTTP_COXI E")

Cd _Gatewaylnterface = Environ("“GATEVWAY_| NTERFACE")
CGE _Pat hinfo = Environ("PATH_ | NFO')

Cd Pat hTransl ated = Envi ron(“ PATH TRANSLATED")

CAd _QueryString = Environ(“QUERY_STRI NG')

Cd Referer = Environ(“HITP_REFERER’)

CA _Renot eAddr = Envi r on(“ REMOTE_ADDR’)

Cd _Renot eHost = Envi ron(“ REMOTE_HOST”)

Cd _Renpteldent = Environ(“REMOTE | DENT")

CA _Renot eUser = Environ(“REMOTE_USER’)

Cd Request Met hod = Envi ron(“ REQUEST METHOD")
Cd _ScriptName = Environ(“ SCRI PT_NAME")

CA _Server Sof tware = Envi ron("“ SERVER_SOFTWARE" )
Cd _Server Name = Environ(“SERVER NAME")

Cd _ServerPort = Environ(“SERVER PORT")

CA _Server Protocol = Environ("“SERVER PROTOCOL")
Cd User Agent = Environ(“HTTP_USER AGENT")

| Content Length = Val (CA _Cont ent Lengt h) ‘convert to |ong
ReDi m t Pair (0) ‘“initialize nanme/val ue array
End Sub

Let’smove on to CGI4VB's Error Handler. The implementation is pretty good. If an error occurs anywhere
in the application, the error handler in Sub Main will display the error to the web client and the application
will exit. The statement On Error Goto ErrorHandler installs the error handler.

CGI_Main: Where the Magic Happens

Oncethisdataisloaded, the CGI_Main subroutine (in your module) is called. Thisiswhere you process the
user’ sinput data and display areport in HTML format to the user. Thisisthe real power of CGI4VB,
leveraging the world of Visual Basic on the Internet. In this case, we are going to open an access database
(ACME.MDB) using the Jet Database Access Objectsin Visua Basic and, using an append query, save the
user’s data.

ACME.MDB should reside in the same directory asthe ACME.EXE program. It has one table,
CustomerInfo, which has several text fields that are exactly the same size as the fields defined in the form,
ACME.HTM.

Retrieving and Saving the Data

Figure 10.6 shows the CGI_Main subroutine. Thefirst thing that happensis atest to see whether the method
used to send datais GET or POST. We want to respond only to the POST method. If a POST method was
invoked, then we proceed with retrieving the data field values. This is done with the GetCgiValue() function.
GetCgiValue returns the datain afield given the name of the field.
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Figure 10.6 Sub CGI_Main listing.

Sub CGE _Mai n()

Di m szFirstNane As String

Di m szLast Name As String

Dim szEmail As String

Dim szAddress1l As String

Di m szAddress2 As String

Di m szAddress3 As String
DimszCty As String
DimszState As String
DimszZip As String

Di m szHomePhone As String

D m szWor kPhone As String

Di m szQperati ngSystem As String
Di m szPri maryLanguage As String
DimszYears As String

Di m dbAcnme As Dat abase
DmszSQ As String
Dim | Rows As Long
DimszQuote As String

szQuote = Chr$(34)

Sel ect Case CE _Request Met hod
Case “POST” '-- A POST net hod was execut ed.

‘-- Retrieve the user data

szFirst Name = CGet Cgi Val ue(“FirstName”)
szLast Nane = Get Cgi Val ue(“Last Nane”)
szEmai | = Get Cgi Val ue(“ Email ")
szAddressl Get Cgi Val ue(“ Addressl1”)
szAddr ess?2 Get Cgi Val ue(“ Addr ess2")
szAddress3 = Get Cgi Val ue(“ Addr ess3")
szCity = GetCgi Value(“City”)

szState = GetCgi Val ue(“State”)

szZip = GetCgi Val ue(“Zip")

szHonmePhone = Get Cgi Val ue(“ HonePhone”)
szWor kPhone = Get Cgi Val ue(“Wor kPhone”)
szQperati ngSystem = Get Cgi Val ue(“ Operati ngSystent)

szPri marylLanguage = Get Cgi Val ue(“Pri marylLanguage”)
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szYears = Cet Cgi Val ue("“ Years”)
‘-- Open the Access dat abase
Set dbAcnme = OpenDat abase( App. Path & “\ ACME. NDB")
‘-- Create an append query to insert a record.
szSQL = “I NSERT | NTO Custonerlnfo (FirstNane, LastNane, Email, ”
I f Len(szAddressl) Then
szSQL = szSQ & “Addressl, ”
End |f
I f Len(szAddress2) Then
szSQ = szSQL & “Address2, ”
End |f
I f Len(szAddress3) Then
szSQL = szSQ & “Address3, ”

End If

szSQ = szSQ & “City, State, Zp, "

szSQ = szSQ & “HonePhone, WrkPhone, OperatingSystem ”
szSQ = szSQ & “PrimarylLanguage, Years) ”

szSQ = szSQ & “VALUES (" & szQuote & szFirstName & szQuote
szSQL = szSQ & “, " & szQuote & szLastNane & szQuote & “, 7
szSQ = szSQ & szQuote & szEmail & szQuote & “, 7

I f Len(szAddressl) Then

szSQ = szSQL & szQuote & szAddressl & szQuote & “, 7
End |f
I f Len(szAddress2) Then

szSQL = szSQ & szQuote & szAddress2 & szQuote & “, "
End |f
I f Len(szAddress3) Then

szSQL = szSQ & szQuote & szAddress3 & szQuote & “, "

End If

szSQ = szSQ & szQuote & szCity & szQuote & “, " & szQuote

szSQ = szSQ & szState & szQuote & “, " & szQuote & szZip & szQuote
szSQ = szSQ & “, " & szQuote & szHonePhone & szQuote & “, "

szSQL = szSQL & szQuote & szWirkPhone & szQuote & “, " & szQuote
szSQ = szSQ & szQperatingSystem & szQuote & “, " & szQuote

szSQ = szSQ. & szPrimarylLanguage & szQuote & “, " & szQuote

szSQ = szSQ & szYears & szQuote & “)”

‘ MsgBox szSQL

-- Insert the data

On Error Resune Next

dbAcne. Execute szSQ., dbFail OnError
If BErr = 0 Then

‘-- The append query wor ked.

SendHeader *“Thank You!”
Send “ <HEAD><CENTER><H1>Thank you for conpl eti ng our
f or m </ H1></ CENTER>"
Send “ </ HEAD><P><HR S| ZE=7><P>"
Send “The following informati on was saved in our database:”

Send “<pP>"
Send “ <PRE>"
Send “<B> Name: </ B>" & szFirstNane & " " &
szLast Nane
Send “<B> Email: </B>" & szEnuil
Send “<B> Address: </ B>" & szAddressl
I f Len(szAddress2) Then
Send “<B> </ B>" & szAddress?
End | f
I f Len(szAddress3) Then
Send “<B> </ B>" & szAddress3
End | f
Send “<B> </B>" & szCity &*“, " &

szState & “ 7 & szZip



Send “<B> Home Phone: </B>" & szHonmePhone
Send “<B> Wor k Phone: </B>" & szWrkPhone
Send “<P>"
Send “<B> Operating System </B>" & szOperatingSystem
Send “<B> Primary Language: </B>" & szPrimarylLanguage
Send “<B> Years experience: </B>" & szYears
Send “ </ PRE><P><P><HR S| ZE=7><P>"
El se
SendHeader “Error saving data”
Send “ <HEAD><CENTER><H1>Error savi ng dat a</ H1></ CENTER>"
Send *“ </ HEAD><P>"
Send “There was a problem saving your data to the Acne dat abase.
Send “Error Text: " & Error & “<p>" & “SQ.:" & szSQ & “<p>"
Send “Contact the system adm ni strator <pP>"
End If

”

SendFoot er

-- C ose the database.
dbAcne. C ose

End Sel ect

End Sub
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For example, let’s say the user entered his first and last name as “John Smith”. The following lines of code
retrieve the first name and last name from the form:

szFi rst Nane = CGet Cgi Val ue(“FirstNanme”)
szLast Nanme = Get Cgi Val ue(*“ Last Nane”)

In this case, szFirstName returns “ John” and szLastName is “ Smith.”

Once we have the raw data from the user, the next step is to open the ACME.MDB database and enter a new
record. The OpenDatabase command opens the MDB. Remember, if thereis an error, it will be handled by
the universal error handler in Sub Main. Once the database is open, an append query is defined in the szZSQL
string variable. | know it looks complex, but it isnot. | broke down the creation of thislong query into
several statements for readability. Basically, an append query has the following format:

| NSERT | NTO Tabl eNare (Fiel d1, Field2, Field3) VALUES (“Datal”, “Data2”,
“Dat a3")

Thefield list (Fieldl, Field2...) contains the names of the fields. The valuelist (“Datal”, etc.) contains the
values to be set. These values must be in the same order as the fields. In other words, the field names and
values must correspond to each other and bein the same order. If afield isatext or date field, then its
corresponding value must be enclosed in quotes. If there are quotes in the actual data being saved, the query
will fail (a seemingly foolish situation, but a situation nonethel ess).

Next, the query is executed directly viathe EXECUTE Method of the database object. The option
dbFailOnError creates a trappable error that occursif the append query fails. If the query was successful,
then an HTML confirmation message is sent to the client. Thisis done with the Send routine, which simply
writes the text to the output file. If the query fails, afailure message is returned to the user.

Sending Data to the Client with the Send Command

When sending HTML to the client, the first two lines must consist of a header. In the case of sending HTML,
the header should be sent like so:

Send “Content-type: text/htm”
Send “”

Thefirst line defines the content of the transmission as either HTML or straight text or both. The second line
is blank, indicating the end of the header. Y ou can also redirect the output to another HTML page by sending
the following linesin place of aheader and HTML text:

Send “URI: <<http://your.link.goes. here.htm >>"
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Send “”

wherethefirst lineissimply “URI:" followed by the HTML address in arrow brackets. Alternatively, you
could use the following syntax to redirect output to another HTML file:

Send “Location: <http://your.link.goes. here.htm >”
Send “”

Either way, this method lets you create standard response files, which you can simply tell the HTTP server to
display to the client.

If you are sending HTML text, as we are in the Acme example, anything goes after the first two lines. You
can send HTML directly, you can mix data from the database with the output text, whatever you want to do.
You are the Web Master.

In our example, the confirmation message simply repeats back to the client all the data that was entered by
the user:

Send “Content-type: text/htm”

Send “”

Send “<TI TLE>Thank You! </ TI TLE>"

Send “ <HEAD><CENTER><H1>Thank you for conmpl eting our form </ Hl></ CENTER>"
Send “ </ HEAD><P><HR S| ZE=7><P>"

Send “The followi ng i nformati on was saved i n our database:”

The Status Code

The status code is a number returned to the HTTP server from the CGI application. If the program runs and
exits normally, a status code of 200 is returned. If an error occurs within the CGI mechanism, special status
codes are returned. If aruntime error occurs within your CGI application (such as the append query not
working) you can specify a status code of 500, which signifies aruntime error. Do this by sending the
following lineright at the top of the header:

Send “Status: 500 Internal Server Error”

Other CGI Options

There are many other alternativesto using CGI to access databases and other programs on the server side. In
the next chapter you will learn about Active Server Pages (ASP), Microsoft’ s built-in alternative to CGI for
Internet Information Server. ASP lets you combine VB Script or JavaScript code with HTML to make
powerful server-side scripts.

There are also several third-party tools available. For a current list of these technologies, and for more
information on CGl, check out the CGI page at Carl & Gary’s Visual Basic Home Page:
www.cgvb.com/links/|page.boa?area=CGl.

Epilogue

CGIl4VB opensthe door to Visual Basic programmers who need to do some quick and dirty server-side
programming. Y ou can use CGI4VB.BAS to provide data entry forms, search engines, reports, and much
more. In the next chapter, 1’1l show you how to take advantage of the features of web server, Microsoft’s
Internet Information Server with Visual Basic.
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CHAPTER 11
MICROSOFT INTERNET INFORMATION SERVER

| nternet Information Server (11S) is Microsoft’s web and FTP server. 11S comes free with Windows NT
Server, and athinner version of it, called Peer Web Services, comes with NT Workstation. A version for
Windows95 usersis available separately. This chapter will outline the different technologies available to
VB programmers for writing server-side programs that outperform standard CGI methods.

Microsoft’s Internet Information Server has many parts. When | first saw version 1.0 (actually a beta), |
spent along weekend exploring it and found it a bit confusing at first. Once | understood the architecture |
was blown away, especially when | grasped the importance of the Internet Database Connector (IDC) and
the Internet Server API (1SAPI) technologies that were key in version 1.0. | had to go sit in adark room for
nearly an hour to let all the incredible possibilities sink in.

All server programmability in 11Sis based on ISAPI, or the Internet Server API. ISAPI was co-developed
by Microsoft and Process Software Corporation in 1995 to improve the performance of Windows EXE files
used as CGl scripts. In short, ISAPI lets Windows C programmers write their CGI scripts as in-process
DLLs. The DLLs are loaded into the same address space as the server, and the entry points are called by
their actual address, not by going through an import library and creating a new process. This method is
much faster than loading an EXE file, not only because aDL L stays|oaded in memory, but also because
ISAPI DLLsreside in the same address space as |1 S.

All of the other programming technologiesin I1S (including IDC and ASP) are | SAPI-based DLL s that
extend programmability to VB and other higher-level programmers. A core advantage of this architectureis
less redundancy for developers, and we all know that redundancy can be redly, really, realy, really bad.

This chapter introduces IDC, ASP, and 1S applications. Y ou have to crawl before you can walk, so let’s
start crawling, shall we?

IDC-The Internet Database Connector

IDC provides away to create database scripts without doing any real programming, making it easy to
access data from web pages. The simplest way to understand the power of this architectureis by
comparison with CGI4VB. If you remember from Chapter 10, a user fills out your HTML form and clicks
the Submit button. The server runs your VB application and writes the entered data to standard input,
passing the data. The VB application then opens a database, executes a query using the specified data, and
returns an HTML result string to the server, which passesit back to the user.

However, using IDC, the web server does most of the work. A user fills out your HTML form and clicks
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the Submit button. The server reads an IDC script (asmall text file) that contains an ODBC (Open
Database Connectivity) data source, username and password, an SQL query, and the name of an .HTX file
(Extended HTML). The server then opens the database and executes the query using the specified data.
Finally, the server sends back an HTML response including the resulting data displayed using the HTML
Extension file as atemplate. Got it? If not, don’t worry. Y ou will shortly.

Excuse me, but where does Visua Basic fit in? So far, it doesn’t. The process never leaves the server! But
don’t worry, your VB skills aren’t becoming obsolete. That’ s the second half of the story. Y ou can easily
integrate VB applications to your server because IDC works smoothly with the ISAPI, as1’ll explain later.

Instead of firing up aVB executable to do the database work, the server callsHTTPODBC.DLL (already
resident in memory if it has been accessed at |east once before) to query the database and return the results.
There is no downtime in opening the database because HTTPODBC has its own connection management
scheme (Figure 11.1). The power of IDC liesin the use of three types of files:

* HTM files. These are standard HTML format files, with no special consideration required except
for the fact that they reference an IDC file rather than any other type of CGI script.

« IDC files. These Internet Database Connector scripts are small text files that contain at minimum
an ODBC data source hame, an SQL query, and areferenceto an HTX file (see next). By using
variables in the query that represent the data passed by the form you can allow users to supply data
for the query.

« HTX files. At first glance, HTML Extension fileslook like normal HTML files, but like the IDC
file, they contain variables representing data fields. HTML

Extension also defines flow control tags so you can return specified resultsif a certain condition istrue,
fase, or whatever. The HTX fileis merely atemplate—it does not represent the HTML that is sent back to
the user. The server usesit to create the final output with the user data.

Understanding File Types

L et me give you an example of each one of these file types, beginning with asimple HTML file that runs
an IDC script (see Figure 11.2). I’ ve included a screen capture showing how it looks in the browser (see
Figure 11.3). The form for the HTML codein Figure 11.2 consists of one field (Search) and a button that
runs TEST.IDC in the \scripts directory off of the web server root. Here are the contents of TEST.IDC:

= — = -,

'x_ﬂ.nm.o.- &, Combas. - |
Figure 11.1 Architecturally sound. TheInternet Database Connector istightly integrated into 11S.
Database access occur s from within the server itself usng HTTPODBC.DLL to accessany ODBC
data sour ce.

Dat asource: Biblio

Tenpl ate: test. htx

SQLSt at enent :

+SELECT Name, Address FROM Publ i shers
+WHERE Nane Li ke “%gSearch%

The Datasource field specifies an ODBC datasource (not the database name), while the Template field
specifiesan HTML Extension file to be used as the output template, and the SQL Statement field specifies a
SQL Query. Although there are afew optional fields, these three fields are required.

Y ou must have aplus sign in front of each line of the query. When the server reads this IDC file, it opens
the ODBC data source called “Biblio” and executes the SQL statement:


javascript:displayWindow('images/11-01.jpg',287,420 )
javascript:displayWindow('images/11-01.jpg',287,420)

SELECT Name, Address FROM Publ i shers
WHERE Nane Li ke “%Sear ch%

Figure 11.2 Thissample HTML form accessesan IDC script.

<ht m >

<head>

<title>Sanmple IDC Fornx/title>

</ head>

<body>

<p>

This is a sinple exanpl e of using the Database Connect or
that queries an ODBC data source called Biblio, an Access
dat abase (BI BLI O MDB).

<p>

Enter the partial name of a publisher below (ex: *“Ran*”

nm ght return “Random House”)

<p>

<form action="<http://ww. nydomai n. com scripts/test.idc>" nethod="POST” >
<i nput nanme=Sear ch>

<i nput type=subnit val ue="Query”>

</ For n»

<p>

</ body>

</htm >

Figure 11.3 A smple HTML form. Thisform callsthe IDC script, TEST.IDC, when the user dlicks
the Query button.

The variable %Search% is replaced with the contents of the Search field on the form when the query is run.
Y ou can reference any of the HTML form'’s fields within your query in this way.
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When the data comes back from HTTPODBC.DLL, it is merged with the
TEST.HTX file, which looks like this:

<htm >
<head>
<title>Query Results</title>
</ head>
<body>
Here are the results of your query:
<p>
<%begi ndet ai | %&
<pre>
Conpany Nane: <%Nane%
Addr ess: <%Address%
</ pre>
<%enddet ai | %
</ body>
</htm >

Figure 11.4 shows what the results of this transaction in the web browser might
beif the user had entered “ A*” for the search term.

Remember, the HTX fileis atemplate that the server usesto construct the final
HTML output, and it does not represent the code that is actually sent. The
<%begindetail%> and <%enddetail %> sections delimit where rows returned
from the database will appear in the document. Columns returned from the
guery are surrounded by <%%>, such as <%Name%> and <%A ddress%>.

TIP: If you need to access data from aweb server either with the
ADODB.Connection object or the Internet Database Connecter, you
generally use either an ODBC DataSource or an Access filename to specify
the database. Using Accessisfine, but if you are using something more
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powerful like SQL Server or Oracle, you may opt to use an ODBC
DataSource. A DataSource is a definition, or a configuration of a database.
From the Control Panel on the web server, double-click the ODBC applet.
Make sure that you create a System DataSource. Generally, you enter the
name of the server that the database is on, and sometimes you specify an
account with which to access the database, as well as the database name. Y ou
give the DataSource a name (it could be as simple as the name of the
database itself), and use that name to access the database from your web
server application.

HTML Reserved Words

When writing HT X files you have considerably more control than HTML
alone gives you. For example, you can test conditions within the HTX file by
using this syntax:

<% f condition %
HTM. t ext
[ <%l se%
HTM. t ext]
<%endi f %

where condition is of the form:

val uel operator val ue2

L} =
T —
¥

Figurelhi-.-4 Seaf:ch Results. Thisistheresult of our search on ‘A*’.

and operator can be one of these:

EQ i f valuel equal s val ue2
LT if valuel is |less than val ue2
GT i f valuel greater than val ue2

CONTAINS if any part of valuel contains
the string val ue2

For example, let’s say that you want to return a special message if one of the
names returned from the query | explained earlier was “Acme’:

<%begi ndet ai | %
<% f Nane EQ “Acne” %

<H2>

Acnme is having a sale on all


javascript:displayWindow('images/11-03.jpg',528,432 )
javascript:displayWindow('images/11-03.jpg',528,432)

si ze boxes of nmagnetic
bird seed!
</ H2><p>

<%Endl f %

<%enddet ai | %

The operands valuel and value2 can be column names, one of the built-in
variables (CurrentRecord or MaxRecords), an HTTP variable name, or a
constant. When used in an <%if%> statement, values are not delimited with
<% and %>. The CurrentRecord built-in variable contains the number of times
the <%begindetail %> section has been processed. The first time through the
<%begindetail %> section, the value is zero. Subsequently, the value of
CurrentRecord changes every time another record is fetched from the database.
The MaxRecords built-in variable contains the value of the MaxRecords field
in the Internet Database Connector file.

Y ou can access parameters from the IDC filein the HTX file by prefixing the
name of the parameter with “idc” and a period. For example, if you want to get
the actual value the user entered into the Search field on the form, you can do
something like this:

<%begi ndet ai | %&
<pre>
Conpany Nane: <%Nanme%
Addr ess: <%Addr ess%
</ pre>

<%enddet ai | %

<% f CurrentRecord EQ 0%
There are no matches with the term <% dc. Search%

<%endi f %

Several variables can be used in HTML Extension files that give alot of
information about the environment and the web client connected to the server.
There are too many to document completely in this chapter, but Table 11.1
shows some of the HTTP variables that can be accessed from within an HTML
Extension file. I1S gives you afull CGl header access and more.

Table11.1HTTP VariablesUsed in an HTML Extension ((HTX) File



CONTENT_TYPE The content type of the information
supplied in the body of a POST
regquest.

HTTP_ACCEPT Special case HTTP header. Values of
the Accept: fields are concatenated,
separated by “,”; for example, if the
following lines are part of the HTTP
header:
accept: */*; g=0.1
accept: text/html
accept: image/jpeg
then the HTTP_ACCEPT variable will
have avalue of: */*; g=0.1, text/html,
image/j peg.

PATH_INFO Additional path information, as given
by the client. This comprises the
trailing part of the URL after the script
name but before the query string (if

any).

QUERY_STRING The information thatwhich follows the
?inthe URL that referenced this
script.

REMOTE_ADDR The IP address of the client.

REMOTE_HOST The hostname of the client.

REMOTE_USER This contains the username supplied
by the client and authenticated by the
server.

REQUEST_METHOD The HTTP request method.

SERVER_NAME The server’ s hostname (or | P address)
asit should appear in self-referencing
URLSs.

Active Server Pages

Now that you have a sense of how data access works, I’ [I show you how you
can take advantage of the most powerful feature of 11Sfor VB programmers,
Active Server Pages (ASP).

Keep in mind that ASP and OLE (Object Linking and Embedding) Automation
makes | SAPI technology available to any object you can writein VB6, as well
as any object that could be created with other tools such asVC++. The key to
accessing objects from 11Sis ASP, Active Server Pages. In an ASP file you can
create an invisible object on the server, much like aVB program uses custom
controls, and accessit using VB Script on the server. Then, merge any data
you get back from the objects (or just in your VB code for that matter) with
HTML in the ASP file, and the results are sent to the web browser. For a
primer on objects, see Chapter 8, “An Introduction to Objectsin Visual Basic.”
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But why use ASP when you can just access data directly using the Internet Database
Connector? It’ s for the same reason there are Access programmers and Visual Basic
programmers. They are aimed at people with different skill sets. With the IDC you can read
and write to a database with no programming effort. But using VB Script and tapping VB
objects via ASP gives you much more capability. What if you need to access other objects to
get information that’ s not in your database? What if you want to send e-mail to someone?
There are many reasons for using ASP, and you should evaluate both ASP and IDC, and
understand what they can do. Thisway, you will be prepared to decide what to use when a
real-world solution is called for.

Let’s start by looking at a very simple ASP page that demonstrates the difference between an
ASP page and an HTML page. Look at Figure 11.5

NOTE: By theway, | hear that there are some placesin Silicon Valley where they use more
acronyms than real words. The best advice | can offer is not to use your CD-ROM tray asa
beverage holder because if you spill H20 on your CPU your PC will be DOA and you& Il be
SOL PDQ!

Figure11.5 TIME.ASP. ThisASP pagereturnsthecurrent timeon the server.

<%

CurTi ne = Now

%

<htm >

<head>

<title>Tine of Day</title>
</ head>

<body>

<center>

The current tinme is <%CurTi mre%
</ center>

</ body>
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</htm >

Y ou will notice that thislooks almost like an HTML file, except for two sections marked with
<% and %>. Simply put, anything between <% and %> is considered code. To display the
contents of avariable or an expression, use the equal sign.

For example, the following three lines would each display “There are 2 weeks | eft until my
birthday” .

<U%"“There are 2 weeks left until ny birthday” %
There are <%"2"% weeks left until ny birthday
There are <%1 + 1% weeks left until ny birthday

Aswell, this code snippet would aso display the same line:
<%W\éeksLeft = 2%

There are <%WeksLeft% weeks left until mny birthday
1111

Figure 11.6 shows a more complex example of an ASP page. This one actually includes a
string function. Remember that this code is not running on the client, but on the server.

Figure 11.6 A slightly more complex ASP example.

<htm >
<head>
<titl e>Repl aceString Exanple</title>
</ head>
<body>

<%
Function ReplaceString(Orig, Find, Replace)

Do
Pos = InStr(LCase(Orig), LCase(Find))
I f Pos Then
Oig = Left(Oig, Pos - 1) & Replace & _
Md(Orig, Pos + Len(Find))
El se
Exit Do
End If
Loop

Repl aceString Oig
End Function
%

<center>

<H1>Repl aceStri ng Test </ H1>

This is a test of the ReplaceString Function.
<p>



<%Repl aceString(“Plesting, plesting, 1.2.3", “pl”, “T)%
<p>

This concludes this test.

</ center>

</ body>

</htm >

Note that you can have any combination of code and HTML that you want, and that the code
can appear anywhere within the HTML. When the codeisrun, it is removed from the output.
Wherever you see a <%=Expression%> tag, the output of the expression replaces the tag. This
lets you use variables, expressions, and functions, etc. wherever you want in your HTML

files.

Accessing COM Objects in ASP

COM stands for Component Object Model, and for the sake of simplicity, can be used
interchangeably with OLE. Although they are different, you can think of COM and OLE as
the same thing. That is, a system by which you can access system-wide objects (those that are
available on your machine). Take alook.

<%
Set MyQbj = Server. Creat e(bj ect (<Myd assNane>)
%

In the preceding syntax, MyObj is an object created from the class shown as
<MyClassName>. For example, if you want to create an object called Book based on the class
BookClassObjects.BookClass, it would look like this:

<%
Set Book = Server. Creat e(bj ect (“BookC assObj ects. BookCl ass”)
%

Once you have created an object, you can useit in your ASP page just like you would in
Visual Basic asif you' d used the New keyword.

Now, why is thisimportant? Because you can create an ActiveX DLL in VB and then access
it from your ASP page. The DLL can return back data, which you can then display in the
context of an HTML page. Let’stry this now.

Hands On

Create anew ActiveX DLL project in VB. The default class module name is Classl. Rename
thisto vbipTestClass. Edit the class and enter the following code:

Publ i ¢ Function RunMe ()
RunMe = “This text is comng froman object witten in VB!~

End Sub

Open the Project Properties window from the bottom of the Project menu. Name the project
vbipTest.

Now, save and compile the DLL. Next, create a setup program for it using the Package and



Deployment Wizard (or if you are using VB5, the Application Setup Wizard). On the web
server, stop the web service, install vbipTestClass, restart the web server, and test it by
creating and accessing an ASP file with the following two lines:

<UBet Testbj = Server.CreateQbject(“vbipTest. vbi pTestd ass”) %
Test Message: <% Test Obj . RunMe%

What' s going on here? Why is thisimportant? Who the heck cares anyway now that they’ve
resurrected the Volkswagen Beetle? Well, if you walk away from this chapter with any one
scrap of practical knowledge, thisis probably a good candidate.

The ASP code first instantiates an object called TestObj of the type vbipTestClass from the
project named vhipTest. Once the object exists, you can call any of its properties and
methods. In this case, we created a single method called RunMe. RunMe is a function that
returns aliteral string. You can call it anything you like: RunMe, PokeMe, KickMe. It doesn’t
matter. Also, the function can do anything that VB can do, not just return astring. You can
create a function that accepts parameters like FirstName, LastName, etc., save the datato a
database, and return a success code.

The second lineis back to HTML, since the entire first line is between <% and %>. But, on
the second line you see the <%= symbol, which tells ASP to display the results of the
expression TestObj.RunMe. Since this function returns the aforementioned literal string, the
result of accessing this ASP page in the browser would be:

Test Message: This text is comng froman object witten in VB!

ASP and Database Access

A SP can take advantage of any database engine, but the one most suited for it isADO (Active
Data Objects), which isnew to Visua Basic 6.0. ADO is alean and mean extension of
OLE-DB, a core database access set in Windows. With ADO, you can open an ODBC data
source, execute SQL statements, and return Recordsets of data. Figure 11.7 shows a sample

A SP page that opens a sample database that comes with ASP, accessed by the ADOSamples
ODBC data source.
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Thefirst line of code (not HTML) creates an ADO connection object. Thisis all you need to access a database with ADO.
Next, the Open method opens the data source, “ADOSamples’. If this doesn’t work for you, then you probably did not install
the samples when you installed 11S with ASP.

The third line executes a SQL statement to return all the records from the Customers table and return the results in an object
called rs. Note that there are no data typesin ASP (VB Script). Y ou can just pull variables and objects out of thin air, so to
Speak.

Figure 11.7 Open an ODBC Data sour ce and display data.

<htm >

<head>

<titl e>ADO Sanpl e</title>

</ head>

<body>

<H1>ADO Sanpl e</ H1>

<%

Set Conn = Server. CreateCbject (“ADODB. Connection”)
Conn. Open “ ADOCSanpl es”

Set rs = Conn. Execut e(“ SELECT * FROM Cust oners”)
%

<TABLE CELLPADDI NG=5>

<o Until rs. ECF%
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<TR>
<TD><%rs(1) %</ TD>
<TD><%r s(4) %</ TD>
</ TR>

<0 s. MoveNext %

<% oop%

</ TABLE>

</ body>

</htm >

Next you see HTML that creates atable. In between the <TABLE> and </TABLE> tagsis acode loop. The VB code displays
the HTML and code results between the Do and Loop repeatedly until the loop is exited. In this example the fields are
accessed by number, but you could access them by name if you like.

Processing Input Data from a Form

OK, letstake alook at how you can process formsin ASP. ASP gives you access to severa native objects, including the
Request object, which returns input data, and the Response object, which lets you reply to the user. Figure 11.8 shows a sample
ASP page that displays several fields passed in with a URL using the Request object.

Figure 11.8 Accessing the Request object.

<htm >

<head>

<title>Request Sanple</title>

</ head>

<body>

<Hl1>Request Sanpl e</Hl1>

Here are a few fields that were passed in to this asp file:
<p>

First Nane: <% Request (“FirstNane”) %<br>

Last Nane: <% Request (“Last Nane”) %<br>

Emai | : <% Request (“Email ") %<br >

<p>

You can al so access themby field nunber with the QueryString object:
<p>

<% n Error Resunme Next %

Field #1: <%Request. QueryString(1)%<br>
Field #2: <% Request. QueryString(2) %<br>
Field #3: <% Request. QueryString(3) %<br>
<P>



To test this page, nane it test.asp and click bel ow

<pP>

<a href="test.asp?First Nanme=Joe&anpLast Nane=Schnoe&anpEnai | =JoeSchnoe@w t hout a. net " >t «
. asp?Fi r st Nane=Joe&anpLast Nanme=Schnoe&anpEmai | =JoeSchnoe@u t hout a. net </ a>

</ body>

</htm >

NOTE: The Open method takes optional parameters that specify a username and password required to access the database. Since
the database is an MDB file with full access, these parameters are not required.

Y ou can test this code by writing it as an ASP file (straight text editing here-sigh) and naming it test.asp. It matters not where
you put it, so long asit’sin aweb directory and you can accessit by URL. It will not work as alocal file on your machine
unless you have installed Peer web services with ASP.

Of course, the request object also returns elements passed from aform just asif they were passed in the URL. Figure 11.9
shows a sample HTML file that accesses the previous asp file, test.asp.

Figure 11.9 Sample Form. Thisform callsthe ASP file, test.asp, and passesthreefields.

<htm >

<head>

<title>Request Sanple Fornx/title>
</ head>

<body>

<hl>Sanpl e Fornx/ hl>

<form acti on=test.asp net hod=post >

Fi rst Nane: <br>
<i nput nane=Fi r st Nanme>
<p>

Last Nane: <br>
<i nput nane=Last Nane>
<p>

Emai | : <br>
<i nput nanme=Emai | >
<p>

<i nput type=submt>



</ forne
</ body>
</htnl >

Returning Data to the User

Just as the Request object reads data from the URL or calling form, the Response object sends data back to the user. To send
HTML or text back to the user, use the Write method, as shown here:

Response. Wite “<Hl>Hel | o</ H1>"

Remember that whatever you send ultimately shows up in the web browser. So, if you want to send two lines, you have to
separate them with an HTML <BR> or <P> tag. Simply sending a carriage return/linefeed will not separate lines of text in the
web browser.

In Figure 11.10, the test.asp file has been modified to save the name and e-mail address in an Access database. Notice how you
can return different HTML depending on whether or not an error occurred saving the data.

Figure 11.10 Saving form data in a database and responding with the Response obj ect.

<htm >

<head>

<%

‘*— First, open the database

Set Conn = Server. Creat eQbj ect (“ADODB. Connecti on”)

Conn. Open “test” ‘— Can be any ODBC dat asource.

‘— Next, create a SQL string to save the data.

SQ = “INSERT I NTO Custoners (FirstNane, LastNanme, Email) 7 & _
“VALUES (‘“ & Request(“FirstNane”) & ", 7 & _
“*” & Request (“LastNane”) & “’', 7 & _

“*” & Request(“Email”) & “’)”
On Error Resume Next
Set rs = Conn. Execut e( SQL)
If Err Then
ErrorString = Error
%

<title>Error Saving Data</title>
</ head>
<body>



<hl1>Error Savi ng Data</hl>
The follow ng error occurred while saving your data: <p>
<b><%Error Stri ng¥%</ b><p>
Pl ease notify the webmaster inmmedi ately.
<%kl se%
<title>Thank You</title>
</ head>
<body>
<h1>Thank you. </ hl>
Your information has been saved.
<%&nd I f%
</ body>
</htm >

IIS Applications in Visual Basic 6.0

Visual Basic 6.0 introduced a new type of project called the Internet Information Server Application, sometimes referred to as
WebClasses. Like ASP and its CGI predecessors, |1S applications let you access data and other processes from the web server,
and let you formulate aresponse. An IS Application isan ActiveX DLL that has 11S hooks built into it. These hooks let you
debug your application in the VB environment, give you access to the ASP objects (Response, Request, etc.), provide state
management, let you use template HTML files (like IDC) so you can separate HTML code from server data processing code,
and provide other useful tools and benefits.

Technologies evolve. It isfor this reason that you may be wondering why not just use IDC, or create an ActiveX DLL. My
answer is always, “Go ahead and use whatever works best for you.” There is no one way to create a server-side application. |
see |1S applications as alogical combination of IDC, ASP, and Visual Basic. You get the template option of IDC, which lets
you separate the tasks of VB programming and HTML development. Y ou get the objects of ASP, which simplify just about
everything you can do in a server-side application. And, you get the benefits of coding and debugging in VB, which we all
know, has the best development environment in the world.
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On top of that, you can opt to make your object maintain itself in memory
during the entire session. Let me explain. When you first access a WebClass
with aweb browser, you are starting a session. That session continues until
you either close the browser, or move away from the web site. By opting to
have the WebClass retain its instance, you tell it not to unload when the user
moves from page to page on your web site. Thislets you cache data, and
maintain properties (like UserID, FirstName, and LastName) that will not reset
as the user moves from page to page.

There arereally two approaches to developing I1S applications. Oneisto
devel op them on the web server machine (not recommended); the other isto
set up Peer Web Services and any data connections on your devel opment
machine, and then install them on the web server when you are done with the
development and debugging process. | recommend the second option.
Although you could develop on your web server, why entertain the possibility
of messing things up? Therefore, | will assume you are going to use your
development machine for the rest of this chapter.

Peer Web Services

Y ou must install the Microsoft Peer Web Services on your development
machine before you can create |1S applications. So how do you get that? Well,
Peer Web Services comes with the Microsoft Windows NT Option Pack.
However, you do not need to run NT to use this. Thereis aversion of Peer
Web Services for Windows95, but it still falls under thetitle of the NT Option
Pack. If you are developing on Windows NT 4.0 or Windows95, then read on.

Hereisthe URL (at the time of thiswriting) to the Option Pack fileson MS's
web server:

www.mi crosoft.com/windows/downl oads/contents/updates/nt40ptpk

If this URL has changed since this publication, simply go to
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www.microsoft.com, hit the Search button, and search for an exact match on
“Option Pack.” Y ou should find it with no problems. Once you register to
download it, you can select which version you want to download (NT4 WS,
Server, or 95).

WebClass Designer

Start VB 6.0 and create anew 1S Application. Take alook at Figure 11.11. On
the right-hand side of the screen isthe Project Explorer. Below the word
Projectl isthe Designers folder. Open the Designers folder by clicking on the
plus sign, and double-click on the word WebClassl. Thiswill bring up the
Designer for WebClassl.

The Designer is sort of like a project explorer custom-made for WebClasses.
There is a one-to-one relationship between a Designer and a WebClass object.
Notice the StateM anagement property. Thisiswhere you can set the object to
remain loaded throughout a session. The default is no state.

Terminology 101: A WebClassis made up of one or more Webltems. There
are two types of Webltems, HTML Template Webltems and Custom
Webltems. Both can be used independently.

HTML Template Webltems

AnHTML Templateisan HTML file from which you can call functionsin
your WebClass. There are severa ways in which you can access code in your
WebClass. You can create atag in your HTML file, which when processed
will be replaced with the output of code in the WebClass. Y ou can also create
custom User Events, which you can call from HTML. But, the best way to get
started is to use the WebClass designer to “connect” forms and itemsin your
HTML pagesto eventsin your Webltems.

The main idea behind using an HTML template is that your HTML wizard can
design the best HTML pages, and you (the developer) can write the best code.
So, you can add the HTML pages as templates, and then create hooks into your
code where the data should be displayed, thus separating the two jobs.

Figure 11.11 Visual Basic 6.0 WebClass Designer.

Y ou can choose to return HTML in your HTML template, or just data. |
recommend using as little HTML as possible, so that you remain flexible. If all
you need is data, that is, a sentence or two based on the action of the user, just
return the text and do all the visua stuff in the HTML page.

Let’stake alook at my sample 1S application, which is simply another
reincarnation of the old Acme form from projects past. Load Acme.vbp from
the \WebClasses folder where you installed the sample code.
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When the project loads, double-click on the wcAcme WebClassin the VB
Project Explorer, which will show the WebClass Designer for the wcAcme
WebClass, as shown in Figure 11.12.

Before | go any further, go ahead and compile this WebClass. When you
compile, VB creates an ASP (Active Server Page) that |oads the WebClass
object. To access the WebClass from aweb page, you make a reference to the
ASP, not directly to the WebClass, as you might expect.

The wcAcme WebClass has only one Webltem, AcmeForm. If you
double-click on thisitem, you will see the default procedure, Respond, that
executes when the WebClass is invoked. In this case it contains three lines of
code:

Private Sub AcnmeFor m Respond()
LoadDat a
AcmeForm WiteTenpl ate
Editing = Fal se

End Sub

The LoadData function, shown in Figure 11.13, reads data about the user.
After the user registers with the Acme form, three cookie values are set:
FirstName, LastName, and Email. Cookies are simply text fields written to the
user’s hard disk with the browser, which can be retrieved by aweb server
process such as our WebClass.

If the cookie exists, that means this user has already registered, in which case
the datais retrieved and placed into the fields in the form. wcAcme sets a
Boolean flag called Editing to True, indicating that thisis an editing process,
and not a registration process. We need to know this so we can use the correct
SQL syntax when writing the data to the database.

All of the data variables; FirstName, LastName, Email, and even the rsData
Recordset, are defined at the module level, so all functionsin this WebClass
can access them. Remember, a new WebClass |oads for each user request, so
you do not have to keep track of multiple users. Y ou can be sure that thereisa
one-to-one relationship.

e —

F_igure 11.12 wcAcme WebClass,
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Figure 11.13 L cadData loads cookie values and user data.

Private Sub LoadDat a()
Dim SQ As String

Fi rst Name = Request. Cooki es("Fi rst Nane”)
If Len(FirstNane) Then
Editing = True
Last Nanme = Request. Cooki es(“Last Nane”)
Emai | = Request. Cooki es(“Enail ")
SQ = “SELECT * FROM Custonerl|nfo WHERE LCASE(FirstNanme) = ‘" &
LCase$(FirstName) & “* AND LCASE(LastNane) = '" & _
Last Name & “‘ AND LCASE(Eneil) = ‘" & LCase$(Enmil) & “'”
Set rsData = dbAcne. Execute(SQ., , adCndText)
rsDat a. Stayl nSync = True
End If

End Sub

Once LoadDatais called from AcmeForm_Respond, the next line of code is AcmeForm.WriteTemplate.
Thistells the WebClass to send the template to the user, which is simply an HTML file with (you guessed it)
some specific items that hook it to your WebClass. Our template happens to be our good-old Acme form,
with afew changes.

Take alook at the Acmel.htm file in the \WebClasses subfolder of the sample code. Notice at the bottom
where there used to be three <SELECT> items, now they seem to have mostly disappeared. Let me explain.

One of the added features of this Acme form over the ASP and CGI versionsisthat if the user has aready
filled out aform, al the data that they entered is automatically placed in the fields when they ssmply go to
that form. Thisiswhat | was talking about in the last few paragraphs. Now, it is easy to set the value of atext
field. ThereisaVALUE=Xx portion of an <INPUT> tag that you can use to set the value as well asread it.

However, there is not such a nice way to do this with the <SELECT> tag. For the item that is selected, you
must say <OPTION SELECTED>, whereas all other options are ssimply <OPTION>. So, | had to add logic,
effectively moving the SELECT contents to the WebClass.

Custom Tags


http://www.itknowledge.com/
http://www.itknowledge.com/pick-account.html
http://www.itknowledge.com/PSUser/usrreg.htm?AdminAction=InitAdd&Locale=en&URI=/
http://www.itknowledge.com/PSUser/psuserauth.htm?cmd=login&URI=/
http://www.itknowledge.com/search/
http://www.itknowledge.com/PSUser/EWIPOMain.html
http://www.itknowledge.com/faq/faq.html
http://www.itknowledge.com/sitemap.html
http://www.itknowledge.com/contactus.html
http://www.itknowledge.com/search/
http://www.itknowledge.com/search/
http://www.itknowledge.com/search/search-tips.html
javascript:bookMarkit();

That brings me to this business of Custom Tags. Within the HTML template, you can place atag with a
particular defined prefix. When the WebClass reads these tags, it fires an event, in which you can return a
string to replace the tag in the template.

The Webltem object has a property called TagPrefix. The default prefix is @WC. Any tagsin your HTML
Template that start with this prefix are processed at runtime. For each processed tag, the ProcessTag event is
fired, where you have an opportunity to replace the tag text based on the tag name.

Take alook at Figure 11.14, which shows the portion of the Acme form containing the <SELECT> tags.
Notice the <WC@OperatingSystem> tag. Since our TagPrefix is set to @WC, this tag fires the ProcessTag
event in the Webltem called AcmeForm. Based on the selected item, the tag is replaced with the correct
HTML code.

Figure11.14 Using Custom Tagsin an HTML Template.

<TABLE>
<TR>
<TD>QOperating System </ TD>

<TD>

<SELECT NAME=" Qper ati ngSyst eni >

<WC@xer at i ngSyst emPHTM_Tagcont ent s</ WC@Xer at i ngSyst en
</ TD>

</ TR><TR>

<TD>Pri mary Language: </ TD>

<TD>

<SELECT NAME="Pri maryLanguage” >

<WC@r i mar yLanguage>HTM.Tagcont ent s</ WC@r i mar yLanguage>
</ TD>

</ TR><TR>

<TD>Years in Devel oprent: </ TD>

<TD>

<SELECT NAME=* Years” >

<WC@rear s>HTM_Tagcont ent s</ WC@Year s>

</ TD>

</ TR>

</ TABLE>

Custom Events

Webltems can have custom events that et your code respond to specific actions. To add a custom event, just
right-click on your Webltem in the WebClass designer, and select “ Add Custom Event.” My AcmeForm
Webltem has two custom events, SaveEntry and UpdateEntry. SaveEntry isfor saving a user’ s data the first
time, and UpdateEntry is used to update an existing record.

In al of these events, you have access to the ASP abjects (Request, Response, Server, efc.) so you can reply
via“Response.Write” just like | do in SaveEntry and UpdateEntry.

For example, Figure 11.15 shows the portion of SaveEntry where the user’s name and e-mail address are
saved to cookies, and aresponse is generated. By using afar-off date, you can extend the cookie'slife so it
“sticks.”

Figure 11.15 Responding with the Response obj ect.

Response. Wite “<CENTER><H1>Thank You</ Hl><P>"
Response. Wite “Your info has been saved</ CENTER>"



Response. Cooki es(“First Name”). Expires = “January 1, 2037"

Response. Cooki es(“First Nanme”). Secure = Fal se
Response. Cooki es(“First Name”) = Request (“FirstNanme”)

Response. Cooki es(“Last Nane”) . Expires = “January 1, 2037
Response. Cooki es(“Last Nane”). Secure = Fal se
Response. Cooki es(“Last Nane”) = Request (“Last Nane”)

Response. Cooki es(“Emai |l ") . Expires = “January 1, 2037”
Response. Cooki es(“Emai | ") . Secure = Fal se
Response. Cooki es(“Email”) = Request(“Email ")

Custom Webltems

Besides creating Webltems based on HTML pages, you can also create custom Webltems that are not
associated with an HTML page at all. Y ou might choose to do this if your WebClass returns data to
processes other than aweb browser, such as a standalone application, or if you need to completely separate
the HTML development process from the programming process. Whatever your reasons, this option provides
more flexibility in your design process. It's also, if | may speak scientifically for amoment, pretty fargin’
cool!

Custom Webltems have all the same features that HTML Template Webltems have, without being centered
around an HTML file. All output resides within your Webltem.

Testing and Debugging

The debugging features and real-time testing of 11S applicationsis one of the best reasons to use them. Y ou
can set breakpoints in your code with the F9 key, and when you run the project, VB fires up your web
browser, and your code stops at the breakpoint. Y ou can take advantage of the best debugging environment
known to exist. Simply run your 11S application and VB does the rest.

Let’slook at what happens when you compile your WebClass. First, VB creates an ASP file to call your
WebClass. Figure 11.16 showsthisfile.

A moment’ s thought will make clear what is going on here. First, the code makes sure that the
WebClassManager object it needs to reference exists. If not, it creates one. It does this by checking to see
that an Application level variable named ~WC~WebClassManager does not exist, or VarType=0
(uninitialized). Then, it locks the application and again tests to see that this variable isnull. If so, then it sets
the variable to a new WebClassManager object and unlocks the application.

Figure 11.16 VB Creates an ASP file that calls your WebClass.

<%
Response. Buf f er =Tr ue
Response. Expi res=0

I f (Var Type(Application(“~W~Webd assManager”)) = 0) Then
Application. Lock
I f (Var Type(Application(“~WC-WebC assManager”)) = 0) Then
Set Application(*“~WC~-Webd assManager”) = _
Server. Creat eQbj ect (“Webd assRunti me. WebC assManager”)
End If
Application. UnLock
End If

Application(“~W~WebCd assManager”). ProcessNoSt at eWwebd ass
“Acne. wcAcne”,



Server, _
Applicati on,
Sessi on,
Request,
Response

%
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Once the code knows that the object is there, then it calls the ProcessNoStateWebClass method, and passes all the ASP
objectsto it. Thisiswhere your WebClass code takes over.

Calling Webltems Manually from HTML

When you load an HTML Template, connect forms and items to your WebClass, and save the template, VB makes
changestoit so it will call your ASP page instead of whatever it had been calling before. However, If you want to call a
Webltem manually from aform or a script, you need to know afew things. Basically, you call the ASP page created by
VB, with afew parameters listed in Figure 11.17.

Figure 11.17 URL Parametersfor calling WebClass ASP pages.

WCI Identifies the webitem being referenced.

WCE Tells the webclass the event in the webclass to which this tag corresponds.
When the user selects the elenent for this tag in the browser, the

webcl ass can read this notation and determne the event that it should fire.
WCU (Optional) Serves as a place holder for your existing URL data.

Figure 11.18 From tag from Acme. ASP.

<FORM METHOD=PGST ACTI ON = Acnre. ASP?WCI =AcneFor mkanpanp; WCE=
<WC@Act i on>HTMLTagcont ent s</ WC@Act i on>&anpanp; WCU>

So, basicaly, you call the ASP page, setting WCI to the Webltem name and WCE to the Event name. Figure 11.18
shows the actual form tag from our Acmel.htm form that calls Acme ASP.

The only thing that might seem strange to you is that the event name specified by WCE is actually atag. In this case,
the event being called is determined by the WebClass. If the user has already filled out the form, then the event gets set
to UpdateData (because the user aready has arecord in the database); otherwise, it is set to SaveData, which creates a
new record.

There is much moreto creating 11S applications than | can cover in this book, but | believe | have covered enough of
the core features to get you started, and that isall | am trying to do here. The online documentation (viaMSDN) is
essential when creating an 1S application. Press F1 whenever you get into a bind.

Epilogue

At the time of thiswriting, Microsoft had posted a reference of al the objectsin ASP at the following URL:
premium.microsoft.com/msdn/library/sdkdoc/iishel p/ii ’htm/introobj 1orp.htm. Of course, URLs change, and | can't
guarantee that thislink is still intact. Y our best bet for documentation is the Internet Information Server documentation
in HTML form that isinstalled with I1S.
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In case you couldn’t tell, I’'m impressed with the technology in MS Internet Information Server and VB6. Thesetools
make creating a stellar web site areal pleasure. One of my plansisto convert my WorldTRAIN Web siteto use |1S
Applications so | can have better control over it. WorldTRAIN is my company, which salls Internet-based live training
software for Windows (www.worldtrain.com). So much for the curtailing of shameless self-promotion, but hey! Thisis

my book!
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CHAPTER 12
Writing Custom Winsock Client/Server
Applications

T he code used in this chapter will probably prove to be the most useful to you. It was
certainly the most fun for me to write. | got to exploit the features of object-oriented Visual
Basic to create some code that you can drop into your VB applications to write true
client/server systems that use the Internet. If you are not familiar with working with classes
and objects, go back and read Chapter 8, “An Introduction to Objectsin Visual Basic.”

In short, the code presented in this chapter isin two parts. There is a server application that
you can use as a starting point for your own server application. The second half of the codeis
an Internet client object. Yes, that’ sright, an ActiveX DLL object. You can use Visua Basic,
Delphi, Access, or any other COM (Component Object Model) platform to access and
communicate with your server application.

The premise hereis simple. Y ou create an instance of my cfSocket object in your VB
application. The object connects you to a server application via Winsock using a dsSocket or
M S Winsock object (see Chapter 9 for more information on these objects). Y ou then send
commands and data to the server, and the server returns data back to you. Not only that, but
the server can fire an event in your client object (sometimes referred to as PUSH technology).
Sinceit isall written in VB, you can create your own applications that accept custom
commands (with data) that you specify. On the Internet server side, you can respond to those
commands and data, process them, and send back response codes and data to the client.

Now let me illuminate the possibilities here. Y ou have aweb site. Y ou’ re running Microsoft
Internet Information Server. Y ou use Active Server Pages (see Chapter 11) to access your
custom Winsock object, which then connects to any machine on the Internet that is running
your server application. Now you are effectively routing web page requests from your web
server to amachine in another location, which has your data on it.

Y ou could also write your own client/server systems using this method. Y ou have at your
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disposal everything that the web has, such as the ability to send text and graphics through the
Internet, and more. The only thing that’s missing is a protocol, and that’ s exactly what this
code gives you.

Remember that when you write your own system you can control both sides, client and
server. What if you could define a set of commands that are sent from the client to the server?
The server interprets the commands and sends back data. Thisis exactly the functionality that
this code provides—namely the ability to connect to and communicate using commands that
you define at a higher level than the sending and receiving of raw data.

The cfSocket ActiveX DLL

cfSocket isan ActiveX DLL written in Visual Basic. Asis, it contains enough properties and
methods to get you connecting to an Internet server with security, downloading, and
uploading files, aswell as receiving unsolicited files (those that you do not ask for) and
events.

There are two classesin this DLL: cfSockClient and cfData. cfDatais a member of
cfSockClient. Figure 12.1 shows the hierarchy.

cfsockt

cfSQEkc1i%

cfbata
Figure 12.1 The cfSocket class hierarchy.

Figure 12.2 The cfData class.

Property Data Type Description

Coals Long Number of columns

Rows  Long Number of rows

DataSet() String Two-dimensional string property

Method Description

Resize  Resizesthe object given a number of rows and
columns

The cfSockClient classis the interface to your VB application. It contains all of the properties
and methods for communicating with the server, including binary file transfers.

The cfData classis a public noncreatable wrapper class for atwo-dimensional string array. An
object created from the cfData class can be treated like an array and is thus used to hold data
transferred between client and server. The definition of this classis shown in Figure 12.2. It
actsjust like an array, but has the benefit of being a class. The cfSockClient class contains a
cfData class member called Data.

It isfitting to explain the cfData class first, since cfDatais a member of cfSockClient. cfData
Is easy to understand sinceit’ sjust a wrapper for atwo-dimensional array. You may find it
useful for many other applications, not just Internet programming. In the interest of keeping
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you awake through all of this, let’s jump right into some sample code. Take alook at the code
in Figure 12.3.

Figure 12.3 An example use of the cfSockClient class.

“-- Create an object fromthe cfData class
Dim MyData As New cf Dat a

“-- Resize it to 2 rows and 3 col unns
MyDat a. Resi ze 2, 3

“-- Set row 1, colum 1 to “Hello”
MyDat a. DataSet (1, 1) = “Hell 0"

“-- Set row 2, colum 3 to “Good-bye”
MyDat a. Dat aSet (2, 3) = “Good- bye”

“-- Display the contents of row 1, colum 1 in the debug w ndow
Debug. Print MyDat a. Dat aSet (1, 1)

In this example, first a new object (MyData) is created. Next, the Resize method allocates two
rows and three columns. Inside the cfData class a two-dimensional string array called
Data Set is created. Here is the code for the Resize method in the cfData class:

Public Sub Resize(l Rows As Long, | Cols As Long)

On Error Resune Next
ReDim Data_Set (1 To | Rows, 1 To |ICols) As String

End Sub

The statement On Error Resume Next is used to trap an error in case a zero is passed as a row
or acolumn, or a number too large is passed, meaning that there isn’t enough memory. To
determine if an error occurred, check the Rows and Cols properties after invoking the Resize
method. The Rows and Cols property handlers use the UBound function to retrieve the upper
boundaries of the array, which will always give you the correct number. Here is the Get code
for the Rows property:

Public Property Get Rows() As Long

On Error Resume Next
Rows = UBound(Data_Set, 1)

End Property

Anytime you read the Rows property this function is called, which gets the upper boundary of
the internal Data_Set array’ s first dimension, or the number of rows.

The Rows and Cols property are both read-only, meaning that you cannot set them yourself.
The only way to set the number of rows and columns is with the Resize method.
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Figure 12.4 shows cfSockClient, the top-level class. An object of thistype
represents the client half of a client/server application. Essentially, the client
application that makes up the ActiveX DLL consists of the cfSockClient

public class, which has a reference to cfWinsockDS (or cfWinsockM S) and the
cfData class. Think of cfSockClient like another Winsock control, except that
there are higher level commands to communicate real information, not just raw
data.

cfSockClient lets you connect with a name and password using the UserName
and Password properties. On the server side, you can use the name and
password to validate the user against a database, or whatever; simply pass back
“OK” to accept the connection and “NO” not to accept it.

Once connected you can send data back and forth using the aforementioned
cfData class, essentially atwo-dimensional array. Y ou can also send and
receive files. The client object and the code on the server side sweat the details
of managing connections and getting the data across. All you havetodois
respond to the commands.

Y ou can send files to the server with the SendFile method, download afile
with the GetFile method, and handle the receipt of unsolicited files using the
ReceiveCmd event.

Figure 12.4 The cfSockClient class.

Property Data Type Description

SendBlockSize Integer Largest possible chunk
of transmitted data

RecvBlockSize Integer Largest possible chunk

of received data
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CommandTimeout

Connected

Data
DataSize

DownloadDir

LocalName
LocalDotAddr
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ServerDotAddr
ServerPort

UserName

Method
Connect

Disconnect

GetFile

SendCommand

SendFile

Event
ReceiveCmd

Integer Number of seconds
before time out when
sending commands

Integer Trueif connected, False
if not

cfData (class) See cfData below

Long Maximum size of data
packet

String Destination path for
downloaded files

String Local machine name

String Local machine IP
address

String Password used to
connect to server

String Server machine name

String Server |P address

Long Port connected to on
server

String Username used to
connect to server

Description

Connectsyou to a

server

Disconnects from

server

Gets afile from the

server

Sends a command to

the server

Sends afileto the

server

Description

Fires when a command

isreceived from the

server

But why stop there? The source is included, and | encourage you to expand the
code to accommodate your own custom commands. What | consider essential
functions are already there: logging on with security, sending and receiving
data, and sending and receiving files. Use it as a starting point for your own
mega-distributed system. Later in this chapter, | will discuss the built-in
ODBC code, which lets you access a database at the Internet server from the
client machine using cfSockClient.



The cfSockClient Client/Server Model

Figure 12.5 shows the client/server model used by cfSockClient. On the client
side, your Visual Basic application communicates through the cf SockClient
COM object, which exists outside of your application. The cfSockClient object
contains a cfWinsockDS class, which communicates via Windows Sockets
through the network to the server side (see Chapter 9 for more information on
the cfWinsockDS and cfWinsockM S classes).

The server application contains the server (CFServer) code, which consists of a
form, a cfData class module, and two code modules. The form contains four
dsSocket ActiveX controls. You may use the server code asit is. The project
runs by itself; there is no need to modify it unless you want to incorporate it
into an existing application. If you are starting from scratch, use the CFServer
project as a starting point and build it up.

Y ou might be wondering why | chose not to write an OLE server for the
Internet server side. | considered it, but decided against it because an OLE
server isuseful only when more than one application on the local machineis
going to useit. Since you normally would not run more than one Internet host
application on a single server machine, there is really no need for the extra
overhead. Y ou want your server to be as fast as possible to be able to handle
lots of clients!

One thing you might want to consider, though, ismaking it an NT Service.
Desaware has an excellent tool called SpyWorks that lets you create an NT
servicein Visual Basic. Check out their web site at www.desaware.com.

Registering the cfSockClient Object on Your Computer

Before you can use the cfSockClient OLE server, it must be registered. To
register it, open the References window by selecting References... from the
Project menu. Locate “Carl Franklin's OLE Winsock Client” in the list and
check it off. If it is not there, click the Browse button and locate it in the
sample code directory as cf Socket\client\cf Socket.dll.

If you are just going to mess around with it and maybe even modify it, you
don’'t havetoregister it asaDLL. Instead, you can register it asa VB project
asitisrunning. To do this, run a separate instance of VB just for cfSockClient.
The project name is cfSocket.vbp. From another instance of VB, select the
References menu option from the Tools menu. Y ou will see near the bottom
the description “Carl Franklin’s OLE Winsock client.” Select the checkbox
next to it, and you are ready to access cfSockClient from Visual Basic.
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Figure12.5 The cfSockClient model.
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Using a cfSockClient Object

Take alook at the code for this hypothetical application. A connection is made using the username “john smith” and
the password “password”. Once connected, it downloads the daily news file (DailyNews.Txt) from the server’s
“news’ directory and putsit on the Windows Desktop for your reading pleasure. The server does not exist, but all
you have to do to bring it to lifeis run the server code and place the file in a news subdirectory off of the server’s
path. Figure 12.6 shows an example of this.

Figure 12.6 Hypothetical usage of cfSockClient classto download daily news.

“-- Create a cfSockdient object

Dm M/dient As New cf Sockd ient
“-- Set the Server’'s nane and the app’s port nunber
MyCl i ent. Server Nane = “cf. bl ahbar ahmazabbazabba. conf
Myd i ent. Server Port 3000

-- Specify your username and password
MyCd i ent. UserName = “john snith”
Myd i ent. Passwor d “passwor d”

“-- Try to connect by invoking the Connect nethod.
On Error Resune Next
Myd i ent. Connect
“-- Could we connect?
If Err Then
“-- Sonet hing went wong. Display an error.
MsgBox Error

El se
“-- W' ve connected.
“-- Download the file “Dail yNews. Txt” and
! put it on the Wndows 95 deskt op.
Err =0
MyCient.GetFile “\news\Dail yNews. Txt”, “c:\w ndows\ desktop\ Dail yNews. Txt"”
“-- Did an error occur?
If Err Then

MsgBox Error

End | f
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“

-- Disconnect fromthe server
MyC i ent. Di sconnect
End | f

Y ou could place this code in the Form_L oad of abrand new project and have a complete Internet application. The
interface is deceptively simple (that’ stheidea). The client DLL does the real work. Let’ s take alook at the code in
the cfSockClient project (cf Socket.vbp).

Inside the cfSockClient OLE Server

The cfSockClient project consists of two files:

cfclient.cls. The cfSockClient class exposed via OLE.
cfdata.cls. The data class member of cfSockClient.

Take alook at the Class_Initialize event of cfclient.cls, where two WinSock objects are created (Socket1 and
Socket?). Socketl isfor communicating commands and data with the server, and Socket2 is for transferring files.
Since this object can use both the dsSocket WinSock object or the Microsoft Winsock object, there has to be code to
load either, depending on which one you want to use. A Boolean constant named bUsingM S determines which
library to use as the Winsock layer. Y ou can change this with the following procedure.

1. Load the References list by selecting “ References...” from the Project menu.
2. Uncheck “Carl Franklin’s Winsock Object (Dolphin).”
3. Check off “Carl Franklin’s Winsock Object (Microsoft).”

4. Inthe General Declarations section of cfclient.cls, comment the two lines that define Socket1 and Socket2
as New cfWinsockDS, and uncomment the two lines that define Socket1 and Socket2 as New cfWinsockMS.

5. Inthe same section, change the value of constant bUsingMSto True.

There might be some confusion between the SendBlockSize property and the RecvBlockSize property. The
RecvBlockSize property is a direct wrapper for dsSocket’ s DataSize property, which controls the maximum number
of bytes passed to you via Socket2's wsReceive event. If your application has received 20,000 bytes, and the
DataSize is 4,000, then the Receive event could fire as few asfive times. If the DataSize is 10,000, then it would be
possible for the Receive event to fire only twice. DataSize represents only the maximum size of data. The
underlying network really decides how big these chunks of datawill be. RecvBlockSize has no effect when using
the Microsoft Winsock object.

The SendBlockSize property is a setting used within the code of the cfSockClient class. When sending data to the
server, SendBlockSizeis the size of each transmitted chunk of data. If the Data object is populated with 22,000
bytes of data, and SendBlockSize is set to 4,000, then six chunks will be sent. The first five chunks will be 4,000
bytes, and the last chunk will be 2,000 bytes.

Figure 12.7 shows the declarations section of the cfSockClient class. The variables that are defined as Public are
properties that do not require “ Get” and “Let” code. In other words, they are just dynamic values. No action hasto
be taken when they are set or read. The variables that are created with Dim and the error constants are module-level
variables, the same as with aform or a code module.
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Figure 12.7 cfSock Client declar ations section.

‘-- cfSockdient OLE C ass

Option Explicit

* CFCLI ENT. CLS

‘ Copyright 1998 by Carl Franklin

“Unaut hori zed reproduction in any nediumof this
source code is strictly prohibited without witten
perm ssion fromthe author and John Wley & Sons.

B Public flat Properties and classes -----

‘-- The cfData class waps a 2-di nensional array for easy
data transportation

Public Data As New cfData

-- Maxi mum si ze of outgoi ng packets. (default = 8K)
Publ i c SendBl ockSi ze As | nteger

‘-- The Server’s Port
Public ServerPort As Long

-- UserName and Password are used to connect to the server app
‘ and are not required to make a socket connection. They are
used to identify the client user to the server system If they
are not recogni zed by the server, the connection will close.
Public UserName As String

Public Password As String

-- CommandTi neout is the nunber of seconds to wait after sending
a conmand for a response fromthe server. The default is O
whi ch means that the client waits forever.

Publ i ¢ CommandTi meout As Long

Public | Rows As Long
Public | Cols As Long
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Public | Cur Row As Long
Public | CurCol As Long
Public szLeftOver As String
Public szCnhd As String

‘-- Custom Event
Event Recei veCnd(Conmmand As String, Data As cfData)

------------ Internal Variables ---------mommmmmmon

-- Wnsock itens
Change these to cfWnsockMs to use the Mcrosoft
W nsock control. NOTE: You nust change the reference
to cfWnsockMs. You al so need to change

‘ t he bUsi ngMs bool ean constant to True

Private Wt hEvents Socketl As cf WnsockDS

Private Wt hEvents Socket2 As cf WnsockDS

‘Private WthEvents Socketl As cfW nsockMs

‘Private WthEvents Socket2 As cfW nsockMs

‘-- Set this to True if using cfWnsockMs

Const bUsi ngM5 As Bool ean = Fal se

‘-- APl Calls

Private Declare Function Get WndowsDirectory Lib “kernel 32"
Alias “CGet WndowsDi rectoryA” (ByVal |pBuffer As String,
ByVal nSize As Long) As Long

‘-- Wndows directory

Private szW ndowsDir As String

‘-- Host Nane (ex: www. worl dtrain.comnm

Private szHost Nane As String

‘-- Internal Dot Address (ex: 199.105.125.50)
Private szDot Addr As String

‘-- Internal variable used for conmunication
bet ween the object and the form

Private m ConmandRet urned As Bool ean

‘-- Set to True to print out debug nessages
Private m Debughode As Bool ean

‘-- Set to the FileNunber of the file

‘ bei ng received.

Private m Get Fi | eNum As | nt eger

‘-- Connect Flag

Private m Connected As Bool ean

B Error Private Constants ---------------oommot
‘-- No address was specified when attenpting to connect to the server

Private Const ERR NOADDRESS = 1

‘-- No port was specified when attenpting to connect to the server

Private Const ERR_NOPORT = 2

‘-- The usernane and password were not accepted by the host. Connection

cl osed.

Private Const ERR_BADUSERPASS = 3

‘-- An invalid row or columm was specified when accessing the DataSet property
Private Const ERR | NVALI D ROACOL = 4

‘-- A tinmeout occurred when sending a conmand to the server.

Private Const ERR COMVAND TI MEQUT = 5

‘-- Ceneral Wnsock error

Private Const ERR W NSOCK = 7

‘“-- An error occurred while sending the file



Private Const ERR SENDFILE = 8

‘-- An attenpt to make a data connection failed
Private Const ERR_BADDATACONNECTION = 9

‘-- Unexpected enpty file

Private Const ERR ZEROBYTEFI LE = 10

‘-- Problemwhile receiving file

Private Const ERR GETFILE = 11

The statement, Public Data As New cfData makes the Data object a dependent of the cfSockClient object. Figure
12.8 shows an example of how to access the Data object.

Figure 12.8 Accessing the Data object of a cfSockClient class.

-- Create a new cfSockd ient object
Dim Mydient As New cf Sockd i ent

‘-- Allocate one row and one colum in the cfData nenber
MyCient.Data. Resize 1, 1

‘-- Assign a string to this field
MyCient.Data. DataSet(1,1) = “Hello There”

Initialization

When the cfSockClient object is created the Class_Initialize procedure executes. Thisis where the default values are
set. Figure 12.9 shows this code.

Figure 12.9 cfSockClient initialization code.

Private Sub Cass Initialize()

Dim |l Len As Long
Di m szBuf f er As String

I f bUsi ngMs = True Then
Set Socket 1 Creat e(bj ect (“cf WnsockMsd ass. cf WnsockMs")
Set Socket 2 Creat e(bj ect (“cf WnsockMsd ass. cf WnsockMs")
El se
Set Socket 1
Set Socket 2
End I|f
Socket 1. Li neMode
Socket 2. Li neMode

Creat e(bj ect (“cf WnsockDSCO ass. cf WnsockDS")
Creat e(bj ect (“cf WnsockDSCO ass. cf WnsockDS")

Fal se
Fal se

-- Lower these values to 1000 if you have
troubl e sendi ng and recei ving.

RecvBl ockSi ze = 8192

SendBl ockSi ze = 8192

CommandTi neout = 15

szBuf fer = Space$(200)
| Len = Get WndowsDirectory(szBuffer, Len(szBuffer))
If ILen Then

szWndowsDi r = Left$(szBuffer, |Len)

End If



‘Downl oadDir = szW ndowsDir & “\ deskt op”
m Debugh©bde = True

End Sub

Connecting to the Server

The Connect method connects to the server, the address and port of which must be specified in the ServerName or
ServerDotAddr and ServerPort properties. Figure 12.10 shows the code for the Connect method.

Figure 12.10 The Connect method of the cfSockClient class.

Publ i ¢ Sub Connect ()
‘-- This function connects to a cfSock Server application

Di m szAddr ess As String

‘-- Nanme specified?
I f Len(szHost Nane) = 0 Then
I f Len(szDot Addr) = 0 Then
‘-- Neither type of address specified. Error out.
Err. Rai se vbObj ect Error + ERR_NOADDRESS, App. EXENane,
“The server’s host nanme or dot address was not ”
“specified when trying to connect.”

Exit Sub
El se
szAddr ess = szDot Addr
End If
El se
szAddress = szHost Nanme
End If

‘-- Port specified?
If ServerPort = 0 Then
‘-- No port specified. Error out.
Err. Rai se vbObj ect Error + ERR_NOPORT, App. EXENane,

“The server’'s port was not specified when trying to connect.”

Exit Sub
End If
‘-- Attenpt to connect.
I f Socket 1. Socket Connect ( ServerPort, szAddress, (CommandTi meout)) Then
Err. Rai se vbObjectError + ERR W NSOCK, App. EXENane,
“Wnsock Error” & Str$(Err) & “: 7 & Error
Exit Sub
End |f
‘-- Verify the usernane and password. The server may or may not be
using security. If not, then any values are accepted.
Dat a. Resi ze 1, 2
Dat a. Dat aSet (1, 1)
Dat a. Dat aSet (1, 2)

User Nane
Password

SendCommand “LOG N’



| f Data.DataSet (1, 1) = “NO Then
‘-- The user was not allowed access to the system
Err. Rai se vbObj ect Error + ERR BADUSERPASS, App. EXENane, _
“Your usernanme and password were not accepted by the host.” & _
“Access denied.”
End |f

End Sub
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The first two blocks of code (shown separately in Figure 12.11) verify that the port is specified, and that either a
remote name or | P addressis specified. If one of these conditions are not met, either the NO_ADDRESS or
NO_PORT errors are returned.

Figure 12.11 Connect method. The server name and port number are verified.

-- Nane specified?
If Len(szHost Nane) = 0 Then
If Len(szDot Addr) = 0 Then
‘-- Neither type of address specified. Error out.
Err. Rai se vbObj ect Error + ERR_NOADDRESS, App. EXENane,
“The server’s host nane or dot address was not ”

“specified when trying to connect.”

Exit Sub
El se
szAddress = szDot Addr
End If
El se
szAddress = szHost Nane
End I f

-- Port specified?
If ServerPort = 0 Then
‘-- No port specified. Error out.
Err. Rai se vbQbj ectError + ERR NOPORT, App. EXENane, _
“The server’s port was not specified when trying to connect.”
Exit Sub
End |f

Next, an attempt is made to connect to the server by calling SocketConnect. If the connection is not made then
cfSockClient raises an error. Errors are handled by the standard Err object. To trap errors, use On Error Resume
Next when calling Connect.

The next block of code (shown separately in Figure 12.12) is agood first example of sending a command with
datato the server. The LOGIN command, as defined by both client and server, logs the client into the server
system. Optionally, the server can verify the client and refuse connection if the UserName and/or Password are
invalid. The UserName and Password specified here exist only for access to your server. If you wish to grant
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access to everyone, you do not need to specify them. The LOGIN command accepts one row and two columns
of data, namely the UserName and Password.

Figure 12.12 Sending the LOGIN command to the I nternet server.

-- Verify the usernanme and password. The server may or may not be
‘ using security. If not, then any val ues are accept ed.
Dat a. Resi ze 1, 2
Dat a. DataSet (1, 1)
Dat a. Dat aSet (1, 2)
SendComand “LOd N’

User Nane
Passwor d

Figure 12.13 Testing to see if the server refused your connection.

If Data.DataSet (1, 1) = “NO Then
‘-- The user was not allowed access to the system
Err. Rai se vbQbj ect Error + ERR _BADUSERPASS, App. EXENane, _
“Your usernane and password were not accepted by the host.” & _
“Access denied.”
End If

To set this data before sending the command, the Resize method is invoked, and the strings are assigned to the
DataSet array property. SendCommand is an internal routine that actually sends the command and the data
WEe'll look at this routine shortly.

After the SendCommand routine returns, the Data object will be filled and sized with the data sent back from
the server, if any. If the connection is refused by the server, then the server will send back the word “NO”;
otherwise it will send “OK.” Either way, the datais sent in one row and one column. A simple test for the word
“NO” determines if we have permission or not. This little piece of code is broken out in Figure 12.13.

Sending Data to the Server

SendCommand is amethod of the cfSockClient class. It lets you send a command to the server along with a
two-dimensiona array of data viathe Data object member. Thisiswhere the real datatransfer protocol is at
work. Figure 12.14 shows the SendCommand Method.

Figure 12.14 The SendCommand property of the cfSockClient class.

Publ i c Sub SendCommand( Thi sConmmand As String)

‘-- The SendConmand net hod sends a command string along with the contents
‘ of the Data object to the server.
Di m DoneTi ne

Dim szSendMe As String

Dim| Col As Long

Dim| Row As Long

I oo

99’”

0

§|| I

S
r Ro
| CurCol =0

szLeftOver = “"



szCd = *”

‘-- Convert the conmand to uppercase
Thi sConmand = UCase$( Thi sComrand)

‘-- What command is being issued? (for docunentation only)
Sel ect Case Thi sConmand
Case “LOGE N
‘-- 1,1 = Usernane
‘ 2,1 = Password
Case “ SENDFI LE”

‘-- 1,1 = File Nane (sans path)
‘ 2,1 =File Size (in bytes)
‘ 3,1 = File Type

‘ 0 = Binary (default)
‘ -1 = Text (one line per row
‘ 4,1 through ?,1 = Data
Case “CETFILE
‘-- 1,1 = File Nane (full path)
‘ 2,1 = File Type
‘ 0 = Binary (default)
‘ -1 = Text (one line per row)

End Sel ect

‘-- Set the internal flag for returned comand.
m _CommandRet urned = Fal se

‘-- Cenerate the string(s) to send

‘-- The header consists of the command, foll owed by the nunber of rows
‘ and nunmber of columms in the data set.
szSendMe = For mat $( Thi sCommand, “ GoOCQOOQoad ) & _
Format $( Tri nB(Str$(Data. Rows)), “@oood) & _
Format $( Tri n$(Str$(Data. Col s)), “Cooad )
‘-- For each field or cell, send the size of the field (5) followed by
‘ the data itself.
For | Row = 1 To Dat a. Rows
For | Col = 1 To Data.Cols
szSendMe = szSendMe _
& Format $(LTri nB(Str$(Len(Data. DataSet (I Row, 1 Col)))), “@aa@d) _

& Dat a. Dat aSet (| Row, | Col)
Next
‘-- If the string is getting too big, send what we’ve got
If Len(szSendMe) >= SendBl ockSi ze Then
| f m DebugMbde Then
Debug. Print “Sending” & Str$(Len(szSendMe)) & “ bytes”
End |f
Socket 1. SendDat a szSendMe
szSendMe = *”
End |f
Next

‘-- If there is data to send, send it.
If Len(szSendMe) Then
I f m _DebugMbde Then
Debug. Print “Sending” & Str$(Len(szSendMe)) & “ bytes”
End | f
Socket 1. SendDat a szSendMe



szSendMe = “”
End | f

‘-- At what tine do we tineout?
I f CommandTi neout Then
DoneTi ne = DateAdd(“s”, ConmandTi neout, Now)

End If
‘-- VWit until you get a response or timeout one or the other
Do
DoEvent s
‘-- Are we supposed to check for tineout?
I f CommandTi meout Then
‘-- Check for tineout
I f Now >= DoneTi nme Then
‘-- Time's up. Error out.
Err. Rai se vbObj ect Error + ERR_COVMAND _TI MEQUT, _
App. EXENanme, “A command was sent to the server, " & _
“but a response was not received in tinme.”
Exit Do
End |f
End |f
Loop Until m CommandRet urned
End Sub
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Thefirst thing that happens in SendCommand is that the command is converted to uppercase. Then a Select Case
statement is executed. This Select Caseisreally for documentation, but it’s nice to have if you need to do any
special processing at the OLE server before a command and data are sent.

The variable m_CommandReturned is set True in the Socketl wsReceive event after aresponseis received from
the server and data has been collected. In this portion of the code, the m_CommandReturned variable is set to
False.

-- Set the internal flag for returned command.
m_CommandRet ur ned = Fal se

At this point, the datais prepared to be sent to the server. All the datais copied into a string variable, szSendMe,
and sent to the server. The datais sent in chunks, the size of which is determined by the

Next, a 20-character header is created, formatted as follows:

Command 10 chars
Rows 5 chars
Columns 5 chars

The Rows and Columns values are the number of rows and columns in the Data.DataSet array that will be sent.
The variable szSendMe is used to create the string to be sent. First it isinitialized as the header asfollows:

-- Cenerate the string(s) to send

‘-- The header consists of the conmand, followed by the nunber of rows
‘ and nunber of colums in the data set.

szSendMe = For mat $( Thi sCommand, *
Format $( Tri nB( St r $( Dat a. Rows) ),
For mat $( Tri n( St r $( Dat a. Col s)),

Notice the Format$ function. Format$ is a powerful string function in Visual Basic that performs a variety of
string formatting tasks. The first argument is the string to format, and the second is a“format string.” The at-sign
character represents a space. The Format$ statement is essentially padding a string to a number of spaces. The
result of the previous code might look like this:

Dat a: LOG N 4 2

Position: 12345678901234567890

Thefirst ten characters are the command, LOGIN. Characters 11 through 15 represent the number of rows being
sent. Characters 16 through 20 represent the number of columns. It might seem like | am beating a dead horse,
but | want to be clear about how the protocol works.

After the header is created, the data is added to the string. For each field (array element) added, first afive-byte
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string length is added, then the data. This makes it easy for the server to interpret the incoming data and place it
appropriately in its own cfData class object, which you will then access with your server application.

For example, let’s say you are sending acommand called GETNEWS that gets a specific text file containing
news on a particular subject. Thereis one row and two columns of attached data. The first column issix
characters, and describes the type of news (daily or weekly) and the second column is fifteen characters and
defines the area of interest (politics or entertainment). Here is a breakdown of the data that will be sent:

Description Length Dat a
Command 10 GETNEWS
Rows 5 1

Col urms 5 2

Length of (1,1) 5 6

Data in (1,1) 6 DAI LY
Length of (1, 2) 5 15

Data in (1, 2) 15 POLI TI CS
Total Bytes....... 51

Since the datais left-padded with spaces, the actual complete 51-byte string sent would look like this:

Dat a: GETNEWS 1 2 6 DAILY 15 PCLI TI CS

Posi ti on: 123456789012345678901234567890123456789012345678901

Figure 12.15 shows the code that assembles and sends the data. Note that when the buffer gets too big, as defined
by the SendBlockSize property, the datais sent and the buffer cleared.

The datais assembled by aloop within aloop. The outside For/Next loop sets |Row from one to the number of
rows, and the inside For/Next loop sets ICol from one to the number of columns. Each field is sent prefaced by a
five-byte length. In other words: For each field, the first five bytes indicate the number of bytes of data that
follow for that field.

The routine that actually sends the data to the server is the SendData method of the cfWinsockDS (or
cfWinsockM S) object. The only reason you need a SendData routine is to catch and resolve the errors that may
occur when trying to send data. The only real error (other than losing your connection) to be concerned withis
the Winsock 1.1 error 21035, or Operation Would Block. This occurs when the underlying network is busy
sending other data, and cannot send your data right away. Blocking, asit is caled, is what happens when an
application goesinto atight loop waiting for the avail ability of some other process; in doing so it locks up the
system. For more information on the SendData routine, see Chapter 9, “Using the cflnternet Objects.”

Figure 12.15 Assembling and sending data (SendCommand).

‘-- For each field or cell, send the size of the field (5) followed by
‘ the data itself.
For 1 Row = 1 To Data. Rows
For 1Col =1 To Data.Cols
szSendMe = szSendwe _
& Format $(LTri nB(Str$(Len(Data. DataSet (I Row, 1Col)))), “@a@a@d) _
& Dat a. Dat aSet (| Row, | Col)
Next
‘-- If the string is getting too big, send what we’' ve got
If Len(szSendMe) >= SendBl ockSi ze Then
I f m DebugMbde Then
Debug. Print “Sending” & Str$(Len(szSendMe)) & “ bytes”
End If
Socket 1. SendDat a szSendMve
szSendve = *”
End If



Next
‘-- |f there is data to send, send it.
If Len(szSendMe) Then
I f m DebugMbde Then
Debug. Print “Sending” & Str$(Len(szSendMe)) & “ bytes”
End I|f
Socket 1. SendDat a szSendMe
szSendve = “”
End I|f

Thefinal portion of the SendCommand routine, shown in Figure 12.16, waits for a response from the server, as
signified by the m_CommandReturned variable being set to True.

Now let’ slook at what happens el sewhere while we are in this loop after sending the command, waiting for a
response.

Receiving Data from the Server

After the client has sent the server acommand, the server will send back aresponse. Even if thereis no data
required by the server’s response, the server sends a header anyway just to notify the client that it received and
processed the command.
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When either the cfSockClient class or any other OLE client invokes the SendCommand method, the command
and data are sent to the server, and then datais passed back to the client from the server. Socketl object receives
this data. Figure 12.17 shows the wsReceive event procedure of this object.

Figure 12.16 SendCommand waits for a server response.

‘-- At what tine do we tineout?
| f CommandTi neout Then

DoneTi me = DateAdd(“s”, ComrandTi neout, Now)
End |f

‘“-- Wait until you get a response or timeout one or the other.
Do
DoEvent s
‘-- Are we supposed to check for tineout?
I f ConmandTi neout Then
‘-- Check for tineout
I f Now >= DoneTi ne Then
‘-- Time’s up. Error out.
Err. Rai se vbObj ect Error + ERR_COMVAND_TI MECUT,

App. EXENane, “A conmand was sent to the server, " & _
“but a response was not received in tine.”
Exit Do

End If

End I f
Loop Until m CommandRet ur ned

Figure 12.17 cfSock Client processesraw data in Socketl wsReceive.

Private Sub Socketl wsReceive(ReceiveData As String)

Dim | Row As Long

Dim1 Col As Long

Di m nLenField As | nteger
‘-- Append the leftover data (if any) to the buffer passed in.
Recei veData = szLeft Over & ReceiveData
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-- If this is a response fromthe server, the first 15
‘ bytes will be “REPLYFROVSERVER', followed by 5 bytes
‘ for the nunber of rows and five bytes for the nunber
‘ of colums, followed by the field data by row, then
‘ columm. For each field, the length of the field foll owed
‘ by a space and then the data itself is sent.
If Len(szCrd$) = 0 Then
If Len(ReceiveData) >= 25 Then
szCmd = Trin®(Left$(ReceiveData, 15))

‘-- szCmd will be “REPLYFROVBERVER’ if this is a
response to a client conmand,
otherwise it is an unsolicited comand.

‘-- This is the header. Extract the nunber of
rows and columms, and redimthe Data_Set array.
Rows = Val (M d$(Recei veData, 16, 5))

Col s = Val (M d$(Recei veData, 21, 5))
CurRow = 1
CurCol =1

f | Rows Then
Dat a. Resi ze | Rows, | Col s
El se
Set Data = Not hi ng
End If
‘-- Trimthe header fromthe received data.
Recei veData = M d$(Recei veData, 26)
szLeftOver = “”
End If
End If

‘-- Has the header been received?
I f | Rows Then
‘-- Have we not processed all the fields?

I f | CurRow <= | Rows Then

‘-- Step through the data
For | Row = | Cur Row To | Rows
For 1Col = 1CurCol To I Cols
‘-- Is there enough data to get the next field size?
If Len(ReceiveData) < 5 Then
‘-- No. Save the remmining data and scoot.
| Cur Row = | Row
| CurCol = I Col
szLeft Over = ReceiveData
Exit Sub
El se
‘-- Cet the length of the next field (5 chars)
nLenFi eld = Val (Left $( Recei veData, 5))
‘-- Are we m ssing any characters?
If Len(ReceiveData) < 5 + nLenField Then
‘-- Yep. Save the remaining data and exit.
| Cur Row = | Row
| CurCol = I Col
szLeft Over = Recei veData
Exit Sub
El se
‘-- Read the data into the Data_Set array
Dat a. Dat aSet (| Row, |1 Col) = _



M d$( Recei veData, 6, nLenField)
-- |Is there any nore data here?
If Len(ReceiveData) > 5 + nLenField Then
‘-- Is this NOT the last field of
‘ the |l ast col um?
If (IRow < IRows) O (I Col < I Cols) Then
‘-- Trimthis data off the left of
: Recei veDat a
Recei veData = M d$( Recei veDat a,
6 + nLenFi el d)
I f m DebugMode Then
Debug. Print “Field Read”
End If
El se
‘-- This is the last field, yet there is
‘ nmore data. This may be indicative of
corrupted string space or a probl em
‘ at the data level of the network.

Recei veData =
I f m DebugMbde Then

Debug. Print “Last Field processed”
End | f
End | f
El se
‘-- Is this NOT the |ast field of the
‘ | ast col um?
If (IRow < [Rows) O (I Col < | Cols) Then
‘-- There is no data left in the
‘ buffer, so exit. the Static
‘ variables will keep the position
If | Row < | Rows Then
If ICol < |Cols Then

| CurCol =1Col + 1
| Cur Row = | Row
El se
| CurCol =1
| CurRow = | Row + 1
End If
El se
| CurCol =1Col + 1
| Cur Row = | Row
End |f
szLeftOver = “"

I f m DebugMode Then
Debug. Print “Hol di ng the position”
Debug. Print “saving |l eftovers ”

End |f
Exit Sub
End | f
End | f
End | f
End | f
Next
Next
If lRow = | Rows + 1 Then

If szCd <> “ REPLYFROVBERVER' Then
‘-- This is an unsolicited conmmand.
‘ Fire the Conmmand net hod



‘ at the OLE Client application.
Rai seEvent Recei veCrd(szCnd, Dat a)

End I|f

| CurRow = 0

| CurCol =0

| Rows = 0
|Cols =0
szLeftOver = “”
szCmd = "7

‘-- Done.

-- Zero all the static vari abl es.

m CommandRet urned = True

End | f
End | f
El se

t he debug wi ndow i f
| f m DebugMode Then

-- Sone unidentified data was received..

i n design node.

Debug. Pri nt Recei veDat a

End | f
End | f

End Sub

print

it

in
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Thisis perhaps the second most complex piece of code in the cfSock library,
the first most complex being the equivalent Receive event on the server side.
Let’ s break down what is happening here. First of all, thisevent is called any
time the client receives any type of datafrom the server. Thisisthe entry point
into the client object for data from the server. The RecvBlockSize property
(which is actually dsSocket’ s DataSize property) determines the maximum
number of bytes that the ReceiveData variable can possibly be. The underlying
network determines the actual size for each chunk of datathat comes up the
stack, but RecvBlockSize is the maximum size that cf SockClient receives at
any given time.

Since the server’ s response including data can be larger than the amount of
data able to be passed into the wsReceive event, multiple Receive events may
and often do occur. Thetrick is, then, to identify the data asit comesin so it
can be processed properly. The only task in the wsReceive event isto get the
raw data stream into the Data object, the cfData subordinate class of the
cfSockClient class that holds data.

Y ou will aways be faced with the task of interpreting received data, even if
you are not using the cfSockClient class, and you are writing your own
Internet protocol with cfWinsock or some other communications device. This
task is the essence of communications programming, since no other task is
guite as important. Sending is easy. It’sreceiving and processing datathat is
the most critical. Think about it. If you could rely only on your ears for
sensory input, and they were so damaged that life to you sounded like sideband
bleedover on a 40-channel CB radio or the teacher in Charlie Brown’s math
class, you would not be able to communicate at all. But | digress.

The first thing the code does is to determine whether thisis a new response
from the server or data from the current response. When the server sends a
response, thefirst 15 characters are REPLY FROMSERVER. If wereceive
this, then the first 25 bytes of data will be the header, which is defined as
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follows.

Descri ption Length Data

Header 1D 15 REPLYFROVSERVER
Rows 5 ?

Col umms 5 ?

If acommand (szCmd) has not yet been received, meaning that the client is
ready to accept a new command from the server, and the ReceiveDataiis at
least 25 bytes, then the data being passed to Socketl wsReceiveisthe
command. Thefirst task isto identify the command and break down the
header. First, the number of rows and the number of columns are stored in two
Static long integer variables, IRows and 1Cols. When you define alocal
variable as static its value is retained when the routine is exited, but it exists
only within the local procedure. So, once ICols and IRows are set, their values
remain until set to zero. Two other static long integer variables, |ICurRow and
|CurCol hold the next row and column to be read. These are initialized to 1
(the first row and column) when the header is received. Next, the Data object
member isresized to the number of rows and columns, and the header is
trimmed from the left of the received data string.

| purposely skipped over the top line, which references the szL eftOver
variable. I'll discuss that in a moment or two.

The second (bigger) block of code is the meat of the procedure. After
determining that the header has been received and there are still fields of data
to be read, the remaining fields are extracted and placed into the Data object.
Thisis done in amanner similar to the way the client sends data to the server,
by using aloop within aloop.

The variables IRow and ICol (singular) are the current row and column being
read, starting from where the reading last |eft off. Starting with the current row
and column, the loops iterate through all rows and columns being received. If
at any time there is not enough data left in the ReceiveData string to determine
either the length of the next field, or the field itself, the remaining data is saved
off in the szL eftOver variable, a static local string variable. The next time the
wsRecelve event isfired, szL eftOver is tacked onto the beginning of
ReceiveData at the top of the procedure.

After al of the data has been received and put in the Data object, the static
variables are zeroed, or returned to their default values, and the global flag
m_CommandReturned is set to True. If you remember, in the SendCommand
method, after the client sends a command to the server, it waitsin aloop
calling DoEvents waiting for m_CommandReturned to equal True or atimeout
to occur, one or the other. Thisis where the m_CommandReturned flag is set,
indicating that the command has been processed by the server, and that a
response has been received that may or may not include data. Y ou can tell this,
of course, by reading the Rows and Cols properties of the client’s Data object.

The Debug Flag



Y ou shouldn’t need to debug my code, but in case you really want to see
what’ s happening in this code, you can set the global variable, m_DebugMode
equal to Truein the Class_Initialize event. When you run cfSockClient in the
Visual Basic environment, debug messages will print in the debug window
during operation.

Sending a File to the Server

To send afile to the server, use the SendFile method. SendFile is awrapper for
the SendCommand method in which you specify the local filename and a
transfer mode. SendFile places the name of the file into the Data Object and
sends the SENDFILE command, which tells the server to prepare for afile
transfer. The server sends back a port number for cf SockClient to connect to
and send the file data. cfSockClient closes the port after sending thefile.
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Figure 12.18 shows you how to send afile.

Figure 12.18 The SendFile method.

On Error Resume Next

-- Assuning you are connected al ready!

cf Socket . SendFi | e “ C: \ W NDOAS\ W NLOGO. BMP”

| f Err Then
MsgBox Error, vbExcl amati on,

End | f

App.Title

Public Sub SendFil e(szFileNanme As String)

‘-- Sends a file

Di m szAddr ess As String
Dim szTenp As String
DmszFileTitle As String
Di m nFi | eNum As | nt eger
Di m nRemai nder As | nteger
Di m nConnect Error As | nteger
Di m | Count er As Long

D m || ndex As Long
Di m | NunBI ocks As Long
DmIlFileSize As Long
Dim | Port As Long
Di m Addr ess As String

On Error GoTo SendFi |l eError

‘-- Send the SENDFI LE Conmand to tell the server

we want to send a file.

: 1,1 = File Nane (sans path)
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‘ 2,1 = Target Directory (optional)

‘ 3,1 =File Size

szFileTitle = szJust TheFi | eNane(szFi | eNane)
Dat a. Resi ze 3, 1
Dat a. Dat aSet (1, 1)
Dat a. DataSet (2, 1)
Dat a. Dat aSet (3, 1)

szFileTitle

Trin®(Str$(Fil eLen(szFil eNane)))

SendCommand “ SENDFI LE”

| f Data.Rows Then
If Data.DataSet (1, 1) <> “OK’ Then
Err. Rai se vbObj ectError + ERR SENDFI LE, App. EXENane,
Dat a. Dat aSet (1, 1)
Exit Sub
End If

End |f

‘-- Connect to the new port for the data connection

I f bUsi ngMs = True Then

Address = Socket 1. Control . RenoteHost|P
El se

Address = Socket 1. Cont r ol . Renot eDot Addr
End |f

I f Socket 2. Socket Connect (Val (Dat a. Dat aSet (2, 1)), Address, 15) Then
Err. Rai se vbQbj ect Error + ERR _BADDATACONNECTI ON, App. EXENane,
“Coul d Not Make Data Connection”
Exit Sub
End |f

‘-- Qpen the file
nFil eNum = FreeFile
Open szFil eName For Binary As nFil eNum

‘-- CGet the size information
| FileSize = LOR(nFi | eNum
If IFileSize = 0 Then

Cl ose nFil eNum

Err. Rai se vbQbjectError + ERR ZEROBYTEFI LE, App. EXENane,

“Zero byte file”

Exit Sub

End If

| NunBl ocks = | Fil eSize \ SendBl ockSi ze
nRemai nder = | Fil eSi ze Mbd SendBl ockSi ze

‘-- Send the data

For IIndex = 1 To | NunBl ocks
szTenmp = Space$(SendBl ockSi ze)
Get #nFileNum , szTenp
Socket 2. SendDat a szTenp

Next

| f nRemai nder Then
szTenp = Space$(nRemai nder)
Get #nFileNum , szTenp
Socket 2. SendDat a szTenp

End |f



-- Close the file
Cl ose nFi | eNum

-- Close the socket
Socket 2. Di sconnect

Exit Sub

SendFi | eError:
“On Error Resume Next
‘-- Raise the error here
Cl ose nFi |l eNum
Socket 2. Di sconnect
Exit Sub

End Sub

Thefirst thing that happens is the SENDFILE command is sent to the server with three fields. The first field
isthe file name with no path information. Thiswill be the name of the file written on the server. The second
parameter is an optional path on the server where the file should be stored, and the third parameter is the size
of thefilein bytes. Thisis used on the server to display file transfer status information. | will discuss what
happens on the server side shortly.

If the server has a problem opening the file for writing on the server, or any other error, it will return asingle
row with one column containing the error message. If there was no problem, then the first row, column 1
contains OK and the second row, column 1 contains a port number. cf SockClient then connects to the server
on the designated port. Thisis called the data connection. To keep things easy and straightforward, a separate
data connection is used for sending and receiving files. Once the data connection is established, the local file
is opened, and the file is sent through the data connection in chunks, the size of which is set with the
SendBlockSize property (the default size is 8,192 bytes). The number of chunks is determined by dividing
the total size of the file by the block size. Using the Mod operator you can determine the size of the last
block, which is always less than the block size (or zero, if thefile sizeis an even multiple of the block size).

Once the file has been completely sent, the local fileis closed, the data connection is disconnected, and the
routine exits.

Receiving a File from the Server

To receive afile from the server, use the GetFile method. GetFile is awrapper for the SendCommand
property which takes two arguments, the remote filename to send and the local file name to save. Hereisa
sample use of the GetFile Method:

On Error Resune Next
cf Socket. CGetFile “\bin\files\nyfile.zip”, “c:\w ndows\desktop\nyfile.zip”
I f Err Then
MsgBox Error, vblnformation
End I F

The remote filename is relative to the server. That is, \bin\files\myfile.zip is areference to afile on the
server, not the client. The second argument specifies alocal file name. Figure 12.19 shows the GetFile
method.

Figure 12.19 The GetFile method.



Public Sub GetFile(szFileNanme As String, szSaveFil eNane As String)
Di m Address As String

If Len(szSaveFil eNane) = 0 Then
Err. Rai se vbQbjectError + ERR GETFI LE, App. EXENane,
“No destination file specified”
Exit Sub
End If

‘-- Send the GETFI LE command.
‘ 1,1 = File Nane
Dat a. Resize 1, 1
Dat a. DataSet (1, 1) = szFil eName
SendCommand “ GETFI LE”
I f Data. Rows >= 2 Then
If Data.DataSet (1, 1) <> “OK’ Then
Err. Rai se vbQojectError + ERR_GETFI LE, App. EXENane,
Dat a. Dat aSet (2, 2)
Exit Sub
End | f
El se
Err. Rai se vbQbjectError + ERR GETFI LE, App. EXEName, _
“Server did not specify a socket for the data connection”
Exit Sub

End | f

‘-- Open the file
m Get Fil eNum = FreeFile
Open szSaveFi | eNane For Binary As m GetFil eNum

-- Connect to the new port for the data connection

I f bUsingM5 = True Then

Address = Socket 1. Control . Renot eHost | P
El se

Address = Socket 1. Control . Renot eDot Addr
End | f

I f Socket 2. Socket Connect (Val (Dat a. Dat aSet (2, 1)), Address, 15) Then
m Get Fil eNum = 0
Close mGetFil eNum
Err. Rai se vbObj ect Error + ERR_BADDATACONNECTI ON, App. EXENane,
“Coul d Not Make Data Connection”
Exit Sub
End If

‘-- Send a “Start” byte
Socket 2. SendDat a vbCr Lf

‘-- Wait until the file has been received
Do

DoEvent s
Loop Until mGetFileNum= 0

End Sub

After verifying that alocal filename was specified cf SockClient prepares to send the GETFILE command to



the server application. Internally, the GETFILE command (not the method) accepts only one parameter, the
server filename. Just as with the SendFile method, GetFile makes a data connection to the port that is passed
back from the server in Data(2,1). However, GetFile interacts with the Socket2 object, which actually
receivesthefile.
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After the data connection is made with Socket2, the local file is opened, and a carriage return/linefeed is sent on
the data connection to tell the server to start sending the file. At that point, the code goes into aloop until
m_GetFileNum (the file number of the received file) is set to zero, which happens either when the data
connection is closed or an error occurs. Figure 12.20 shows the Socket2_wsReceive event, which savesthefile
data to disk.

Figure 12.20 Socket2 receivesfile data.

Private Sub Socket2_wsRecei ve(ReceiveData As String)
If mGCetFileNum Then
Put #m GetFil eNum , ReceiveData
End If

End Sub

Once the file has been sent, the server closes the data connection. Figure 12.21 shows the Socket2 wsClose
event, in which the received fileis closed. The m_GetFileNum variable is set to zero, and the loop at the bottom
of the GetFile method exits.

The CFServer Application

CFServer, shown in Figure 12.22, is an easily modifiable application that | wrote to compliment the
cfSockClient object. There are only two options on the main screen: The port number to listen to and the
download directory, where received files are stored. Pressing the Start button starts the server service. Pressing
the Pause button causes the server to stop accepting new connections. When the server is paused, the Pause
button’ s Caption says Resume, and pressing it will resume the service. Pressing Stop will close all connections
and cause the server to refuse any new connections.

The internal mechanism for communicating with cf SockClient objectsis exactly the same as within the
cfSockClient class, except that code has been added to handle the requirements of multiple simultaneous
connections.

Figure 12.21 Thereceived fileiswritten to disk when the data connection closes.

Private Sub Socket2_wsC ose(ErrorCode As Integer, ErrorDesc As String)
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If mGetFil eNum Then
Close mGetFil eNum
m Get Fil eNum = 0
End If

I f ErrorCode Then
Err. Rai se vbObjectError + ERR W NSOCK, App. EXEName, _
“Socket2 Error” & Str$(ErrorCode) & “: " & ErrorDesc
End |f

End Sub

.
|

Figure 12.22 The CFServer application.

Easy To Modify

When modifying the server, you really only have to be concerned with one internal subroutine,
ProcessCommand, which is shown in Figure 12.23.

Figure 12.23 CFServer’s ProcessCommand routine in the server application.

Sub ProcessConmand( |l ndex As Integer, szCnd As String, Data As cfData)

-- This is where server commands are processed and data

is sent back to the server. If no data is to be sent, then
one row and one colum is sent with the data set to “ACK"

-- To add a new command to the “repertoire”, sinply performa sel ect

case on the command string, use the data in the Data object,

do your thing, and set the return data in the Data object.

Di m szUser nane As String

Di m szPassword As String
DmszDir As String
Dim szTargetDir As String
DmnCirllndex As Integer

Di m nThere As | nt eger
Di m nFi | eNum As | nt eger
Dim | | ndex As | nteger
Di m nl ndex As | nt eger

ReDim szSQ.Data(l1l To 1, 1 To 1) As String
Di spl ayMessage szCnd & “ 7 & Status(lndex).szDot Addr ess

Sel ect Case szCmd
Case “LOGE N
‘-- Do an optional security check here
szUsername = Data. DataSet (1, 1)
szPassword = Data.DataSet(1, 2)


javascript:displayWindow('images/12-03.jpg',633,457 )
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‘-- Do security check against a user database right here ----

‘-- Send back “OK” if logged in, or “NO if not |ogged in.
Data. Resize 1, 1
Data. DataSet (1, 1) = “OX’

St atus( | ndex).szUsernane = szUser name
St at us( I ndex).szPassword = szPassword

Di spl ayMessage szUsernane & “ logged in.”

Case “SENDFI LE”
‘-- |Is the data connection already in use?
| f Status(lndex).DataAction Then
Dat a. Resi ze 1, 1
Dat a. DataSet (1, 1) = “Data Connection In Use”
Exit Sub
End |f

‘-- Was a target directory specified?
szTargetDir = Data.DataSet (2, 1)

If Len(szTargetDir) Then
‘-- See if the directory exists.
szDir = Dir$(szTargetDir, vbDirectory)
If Len(szDir) Then

Do
If GetAttr(szDir) And vbDirectory Then
If szDir <> “.” And szDir <> “..” Then
nThere = True
Exit Do
End |f
El se
Exit Do
End | f
szDir = Dir$()
Loop

If Not nThere Then
‘-- The directory does not exist.
Dat a. Resize 1, 1
Data. DataSet (1, 1) = “Cannot create file on server”
Exit Sub
End If
El se
‘-- The directory does not exist.
Data. Resize 1, 1
Data. DataSet (1, 1) = “Cannot create file on server”
Exit Sub
End | f
End |f

On Error Resune Next

‘-- Load the data answer and data connection Sockets controls
‘ for the file xfer and tell the answer socket to |isten
Load frnterver. dssDat a( |l ndex)

Load frnBerver. dssDat aAnswer (| ndex)

St at us( | ndex) . Dat aAction = DATA ACTI ON _CLI ENT_TO SERVER
frnBServer. dssDat aAnswer (I ndex) . Action = SOCK_ACTI ON_LI STEN



-- Save the path and filenane of the file to be received.
If Len(szTargetDir) = 0 Then

szTargetDir = frnBerver.txt Downl oadDi r
End |f

If Right(szTargetDir, 1) <> “\" Then

szTargetDir = szTargetDir & “\”
End If
Status(lndex).szFileNane = szTargetDir & Data. DataSet (1, 1)
Status(Index).FileSize = Val (Data. DataSet (3, 1))

‘-- Send back the OK, with the port nunber
Dat a. Resize 2, 1
Data. DataSet (1, 1)
Dat a. Dat aSet (2, 1) _
TrinB(Str$(frnServer. dssDat aAnswer (| ndex) . Local Port))

@ O(ﬂ

Case “CETFILE”
‘-- Does the file exist?
If Len(Dir$(Data.DataSet(1, 1))) = 0 Then
Data. Resize 1, 1
Data. DataSet (1, 1) = “File Not Found”
Exit Sub
End If

On Error Resune Next

‘-- Load the data answer and data connection Sockets controls
‘ for the file xfer and tell the answer socket to listen
Load frnfServer. dssDat a( | ndex)

Load frnBerver. dssDat aAnswer (| ndex)

On Error GoTo O

Status(I ndex).szFil eNane = Data. DataSet (1, 1)
Status(Index).FileSize = FileLen(Data.DataSet (1, 1))

St at us( | ndex) . Dat aAction = DATA ACTI ON_SERVER TO CLI ENT
frnBServer. dssDat aAnswer (I ndex). Action = SOCK_ACTI ON_LI STEN

‘-- Send back the OK, with the port nunber
Dat a. Resi ze 2, 1
Dat a. DataSet (1, 1)
Dat a. DataSet (2, 1) _
TrinB(Str$(frnServer. dssDat aAnswer (| ndex) . Local Port))

@ O(ﬂ

End Sel ect
End Sub
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The ProcessCommand routine is called after the command and data have been properly received and before the
Data object is sent back to the client. In thisroutineit isyour job to take any action and then set the contents of
the Data object to whatever you want to send back to the client. The process of sending the response is done by
the SendCommandAndData routine in CFSERVER.BAS.

Take alook at the part of ProcessCommand that handles a LOGIN command. When cfSockClient sends you a
LOGIN command, data element (1,1) is the username, and element (1,2) is the password. In ProcessCommand
you can do a security check with the username and password. If the user checks out OK, set Data.DataSet(1,1)
to OK; otherwise set it to NO.

That brings up the topic of authentication. Thisisthe point at which you should identify and authenticate the
client. Y ou can do this buy checking their username and password against a database of registered users. You
might also want to write an entry in alog file. A simpletext file will do, or you can opt to createalogin a
database. So long asthereisarecord of the user logging on, or failing to authenticate.

TIP: You can create your own custom commands in the same way. Y ou don’t need to modify the cf SockClient
object, just the server. Your actual client application will send the appropriate commands to the server using
cfSockClient. Got it?

Receiving Unsolicited Commands from the Server

As| outlined in Chapter 8, “An Introduction to Objectsin Visual Basic,” when you use the WithEvents
keywords to create an Object variable, VB gives you access to the object’ s events. The cf SockClient object has
an event called ReceiveCmd, which is fired when the server sends a command to the client. | have implemented
acommand that tells the client to download afile, but you could easily use thisto allow clients to interact with
each other or for any other situation when the server needs to notify the client.

Figure 12.24 shows the ReceiveCmd event. Y ou can, and should, add your own callback commands as needed.

Figure 12.24 The ReceiveCmd Event allowsthe server to “push” commands and data to your application.

Private Sub cfSock Recei veCnd(Comand As String, Data As cf Socket. cf Data)

DmszFilePath As String
Dim szFileName As String

Sel ect Case Command

Case “PUSHFILE" ‘-- The server is telling you to dowload a file.
‘-- oviously, you should change the destination path to

your |iking.
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szFilePath = szWndowsDir & “\deskt op\”
‘-- Cet the file name
szFi | eName = Data.DataSet (1, 1)
‘-- Cet the file.
On Error Resune Next
cf Sock. Get Fil e szFil eNane, szFilePath & _
szJust TheFi | eNane(szFi | eNane)
-- Display confirmation
If Err = 0 Then
MsgBox “You have received an unsolicited file fromthe server.”
El se
MsgBox Err. Description
End |f
End Sel ect
End Sub

This code from cfsDemo.vbp is set up to act on the PUSHFILE command. When the server wants to send your
application afile, it sends the PUSHFILE command to cfSockClient. When cfSockClient receives any
command that is not a REPLY FROM SERVER command it fires the Command event in your object, passing
the command string and Data object.

In the case of PUSHFILE, the server sends the name of afile on the server. The code simply calls the
cfSockClient.GetFile method to retrieve thefile.

| wholeheartedly encourage you to take advantage of this technique to write applications in which the server can
initiate a conversation just like the client. There are numerous applications for such a system.

Some other ideas: Y ou can use the event to notify e-mail clients when they have mail so that the client doesn't
have to poll for thisinformation taking up valuable processor time. Y ou can write a chat server, where clients
communicate with each other. In general, you can free the client from having to poll for data, making your
system extremely efficient.

Remote Data Access

One of the benefits of having this kind of framework in Visua Basic isthat you can easily make your ODBC
datasources (or any other data access source) accessible viathe Internet. The CFServer application connectsto a
local ODBC datasource. cfSockClient connects to CFServer (with password protection, of course) and sends a
SQL query. The server receives the query and queries the datasource. The resulting data set is then returned to
your application through cfSockClient.

Using the event procedure outlined in the previous section, you can write code on the server to update all clients
when the data they are viewing has changed. Thisis especialy important in network-based client/server
applications where the latest data must be accessible at al times.

My remote ODBC code uses the cfSockClient object and an enhanced version of the CFServer application. In
that regard, you aready know how it worksif you read this chapter. The ODBCServ project |ooks exactly like
the Server project, except that it uses amodified version of cfserver.bas, called odbcsrv.bas. Thisfile contains
an extended ProcessCommand procedure. The ODBCServ project aso includes declares for the ODBC AP,
which is used to talk to the database. There are a couple of new commands added to ProcessCommand:
ODBC_OPEN, ODBC_QUERY, and ODBC_CLOSE.

ODBC_OPEN

This command opens a data source on the server. Just as with opening alocal database, there are three
arguments:

Dat asour ce Nane MyDat aSour ce
User ID John Smith



Passwor d hi ggl edy- pi ggl edy

‘-- Allocate nenory for five arguments
cf Sock. Data. Resize 3, 1

‘-- These variables are specified by the user
cf Sock. Dat a. Dat aSet (1, 1) szDat aSour ce

cf Sock. Dat a. Dat aSet (2, 1) szUser| D

cf Sock. Dat a. Dat aSet (3, 1) szPasswor d

cf Sock. SendCommand “ ODBC_OPEN’

If cfSock.Data(l, 1) = “NO Then
MsgBox “Coul d not connect to renpte data source”,
vbl nf ormati on
El se
‘-- Success! Save the hdbc (preferably to a gl obal
‘ | ong integer)
gl hdbc = Val (cf Sock. Dat a. Dat aSet (1, 1))
End | f

On the server side, my code uses the ODBC API directly. The routines were originally developed by Andrew J.
Brust (abrust@progsys.com) and Michagl Love Graves (72240.1123@compuserve.com). Y ou could easily
rewrite the code to use Active Data Objects (ADO) or any other database engine, since the routines for opening,
querying, and closing the data source are so clearly defined. At the time of this original writing, this direct
ODBC method was the fastest way to access an ODBC database, the next fastest method being Remote Data
Objects. Figure 12.25 shows the ProcessCommand routine in odbcserv.bas. Nowadays, ADO represents the
smartest and fastest way to access a database.
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Figure 12.25 ODBCServ contains a modified ProcessCommand routine to handle database r equests.

Sub ProcessConmand( | ndex As Integer, szCrd As String, Data As cfData)
‘-- This is where server comands are processed and data

is sent back to the server. |If no data is to be sent, then

one row and one colum is sent with the data set to “ACK’

-- To add a new command to the “repertoire”, sinply performa sel ect
case on the command string, use the data in the Data object, do your
‘ thing, and set the return data in the Data object.

Di m szUser name As String

Di m szPassword As String
DimszDir As String

Dim szTargetDir As String

DimnCrl | ndex As | nt eger

Dim nThere As |nteger

Dim nFil eNum As | nteger
Di m I | ndex As | nteger
Di m nl ndex As | nteger

‘-- ODBC vari abl es

Di m szRenotePwd As String
Di m szDat aSource As String
Dim szUserI D As String
DimszPwm As String
Di m nl ndex As Integer
Dim Il dbc As Long
DimszQuery As String
Dim szReturn As String

Di m nRows As | nteger

Di m nCol utms As | nt eger
Di m nRow As | nt eger

Di m nCol utmm As | nt eger

Di m nSent Header As | nteger
Di m nDumrmy As | nt eger

ReDi m szSQ.Data(l1l To 1, 1 To 1) As String
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Di spl ayMessage szCmd & “ 7 & Status(Ilndex).szDot Address

Sel ect Case szCnmd
Case “LOA N
‘-- Do an optional security check here
szUser name Dat a. Dat aSet (1, 1)
szPasswor d Dat a. Dat aSet (1, 2)

-- Do security check against a user database right here ----

‘-- Send back “CK” if logged in, or “NO if not |ogged in.
Dat a. Resi ze 2, 1
Dat a. DataSet (1, 1) = “X

St at us( | ndex) . szUser nane
St at us( I ndex) . szPasswor d

= szUser nane
= szPassword

Di spl ayMessage szUsername & “ logged in.”

Case “SENDFI LE”
‘-- |Is the data connection already in use?

I f Status(lndex).DataActi on Then
Data. Resize 1, 1
Data. DataSet (1, 1) = “Data Connection In Use”
Exit Sub

End | f

‘-- Was a target directory specified?
szTargetDir = Data.DataSet(2, 1)
If Len(szTargetDir) Then
‘-- See if the directory exists.
szDir = Dir$(szTargetDir, vbDirectory)
If Len(szDir) Then

Do
If GetAttr(szDir) And vbDirectory Then
If szDir <> “.” And szDir <> “..” Then
nThere = True
Exit Do
End |f
El se
Exit Do
End |f
szDir = Dir$()
Loop

If Not nThere Then
‘-- The directory does not exist.
Data. Resize 1, 1
Data. DataSet (1, 1) = “Cannot create file on server”
Exit Sub
End |f
El se
‘-- The directory does not exist.
Data. Resize 1, 1
Data. DataSet (1, 1) = “Cannot create file on server”
Exit Sub
End |f
End | f

On Error Resume Next



‘-- Load the data answer and data connection Sockets controls
‘ for the file xfer and tell the answer socket to |isten

Load frnBerver. dssDat a(l ndex)
Load frnBerver. dssDat aAnswer (| ndex)

St at us( I ndex) . Dat aActi on = DATA ACTI ON_CLI ENT_TO SERVER
frmServer. dssDat aAnswer (1 ndex). Acti on = SOCK_ACTI ON_LI STEN

‘-- Save the path and filenane of the file to be received.
If Len(szTargetDir) = 0 Then
szTargetDir = frnBerver.txt Downl oadDi r
End If
If Right(szTargetDir, 1) <> “\” Then
szTargetDir = szTargetDir & “\”
End If
Status(Index).szFileNane = szTargetDir & Data. DataSet (1, 1)
Status(Index).FileSize = Val (Data. DataSet (3, 1))

‘-- Send back the OK, with the port nunber
Dat a. Resi ze 2, 1
Dat a. Dat aSet (1, 1)
Dat a. Dat aSet (2, 1) _
Trin®(Str$(frnServer. dssDat aAnswer (| ndex) . Local Port))

w“ O<u

Case “GETFI LE”
‘-- Does the file exist?
If Len(Dir$(Data.DataSet (1, 1))) = 0 Then
Data. Resize 1, 1
Dat a. DataSet (1, 1) = “File Not Found”
Exit Sub
End | f
On Error Resume Next
‘-- Load the data answer and data connection Sockets controls
‘ for the file xfer and tell the answer socket to listen
Load frnBerver. dssDat a(l ndex)
Load frnBerver. dssDat aAnswer (| ndex)

On Error GoTo O

Status(Index).szFil eNane = Data. DataSet (1, 1)
Status(Index).FileSize = FileLen(Data. DataSet (1, 1))

St at us( I ndex) . Dat aActi on = DATA ACTI ON_SERVER TO CLI ENT
frnmServer. dssDat aAnswer (1 ndex). Acti on = SOCK_ACTI ON_LI STEN

‘-- Send back the OK, with the port nunber
Dat a. Resi ze 2, 1
Dat a. Dat aSet (1, 1)
Dat a. Dat aSet (2, 1) _
TrinB(Str$(frnBerver. dssDat aAnswer (| ndex) . Local Port))

“ G(”

Case “0ODBC_OPEN’ ‘-- QOpen ODBC Dat abase

szDat aSource = Data. DataSet (1, 1)
szUser| D = Data. DataSet (1, 2)
szPwd = Data.DataSet (1, 3)

For nlndex = 1 To nNunDat aSour ces
I f UCase$(typDat aSour ce(nl ndex).szDataSource) = _
UCase$(szDat aSource) Then
‘-- The dat asource exi sts!



Exit For
End |f
Next

‘-- Prepare to send confirnation
Data. Resize 1, 1
I f nlndex = nNunDat aSources + 1 Then
‘-- No Match Found. Open a new connection.
I f OpenODBCDat aBase(szDat aSource, szUserl D, szPwd) = 0 Then
‘-- Could not open database.. failure
Dat a. DataSet (1, 1) = “NO
El se
‘-- Successfully opened the database.
nl ndex = nNunDat aSour ces
‘-- Return the hdbc of the open datasource
Dat a. Dat aSet (1, 1) = Str$(typDat aSource(nl ndex). hdbc)
End |f
El se
‘-- Added this Socket connection to the existing database.
t ypDat aSour ce( nl ndex) . nNunConnecti ons = _
t ypDat aSour ce( nl ndex) . nNunmConnections + 1
‘-- Return the hdbc of the open datasource
Dat a. Dat aSet (1, 1) = Str$(typDat aSource(nl ndex) . hdbc)
End If

Case “(0ODBC_QUERY” ‘-- Renmpte Query

‘-- |Is this database currently open and avail abl e?

| dbc = Val (Dat a. Dat aSet (1, 1))
For nlndex = 1 To nNunDat aSour ces
I f Idbc = typDat aSource(nl ndex).hdbc Then
Exit For
End |f
Next
I f nlndex = nNunDat aSources + 1 Then
‘-- No it is not. Send back an error
Data. Resize 1, 1
Data.DataSet (1, 1) = “NO
El se
‘-- Get the query and call it.
szQuery = Data. DataSet (2, 1)

If Len(szQuery) Then
nRows = LoadArray(szSQ.Data(), nlndex,
szQuery, nCol ums)

I f nRows Then
‘-- Send back the query results
Dat a. Resi ze (nRows + 3), (nCol umms)
Dat a. Dat aSet (1, 1) “OK”
Dat a. Dat aSet (2, 1) Val ( nRows)
Dat a. Dat aSet (3, 1) Val (nCol ums)

For nRow = 1 To nRows
For nColumm = 1 To nCol ums
‘-- Send each field s size and then the
data itself
Dat a. Dat aSet (nRow + 3, (nColumm)) = _
szSQLDat a( nCol um, nRow)
Next



Next
El se
Dat a. Resize 1, 1
Dat a. DataSet (1, 1) = “NO
End |f
El se
Data. Resize 1, 1
Data.DataSet (1, 1) = “NO

End |f
End | f
Case “(0DBC _CLOSE" ‘-- C ose Database

| dbc = Val (Dat a. Dat aSet (1, 1))
For nlndex = 1 To nNunDat aSour ces
If 1dbc = typDataSource(nl ndex).hdbc Then
t ypDat aSour ce( nl ndex) . nNunConnecti ons = _
t ypDat aSour ce( nl ndex) . nNunConnections - 1
I f typDataSource(nlndex).nNumConnections <= 0 Then
nDumry = Di sconnect Fr onDat aSour ce( | dbc,
t ypDat aSour ce( nl ndex) . hstnt)
I f nNunDat aSources > 1 Then

‘-- Copy the last entry to this entry, and delete

‘ the last entry

t ypDat aSour ce( nl ndex) . hdbc = _
t ypDat aSour ce( nNunDat aSour ces) . hdbc

t ypDat aSour ce( nl ndex) . hstnt = _
t ypDat aSour ce( nNunDat aSour ces) . hst nt

t ypDat aSour ce( nl ndex) . szDat aSource = _
t ypDat aSour ce( nNunDat aSour ces) . szDat aSour ce

t ypDat aSour ce( nl ndex) . nNumConnecti ons = _
t ypDat aSour ce( nNurmDat aSour ces) . nNunConnect i ons

nNunmDat aSour ces = nNunDat aSources - 1

ReDi m t ypDat aSource(1 To nNunDat aSources) As _
Dat aSour ceType

El se
Erase typDat aSource

End |f

End If

Exit For

End |f
Next
End Sel ect
End Sub
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The server has to keep track of connections to the ODBC database. It manages these connections with an array
(typDataSource) of a user-defined type called DataSourceType, as follows.

Type Dat aSour ceType

hdbc As Long

hst nt As Long

szDat aSour ce As String

nNunConnecti ons As | nt eger
End Type

hdbc and hstmt are the database and statement handles returned by ODBC that identify a connection to a
datasource. szDataSource is the name of the datasource, and nNumConnections is the number of current
Winsock connections to the datasource.

When the server receives an ODBC_OPEN command, the code first determines whether it needsto open a
new connection. First it looks through the Global typDataSource() array to seeif the data source is currently
open. If itis, it looks at the number of currently connected Winsock clients for that data source. If the
datasource is opened or an existing connection is used successfully, the server returns the hdbc of the
datasource, a handle that the client must use for al queries and for closing the datasource.

ODBC_QUERY

This command sends a SQL query to the server, which in turn queries the datasource and returns the resultant
data set. There are two arguments, the ODBC handle and SQL query:

Argunent : Exanpl e:

hdbc <l ong integer returned from ODBC_OPEN>
Query SELECT * FROM Cust oner

To send a query to an open database, follow the example in Figure 12.26.

Figure 12.26 Sending a query with ODBC_QUERY.

‘-- Allocate nmenmory for two argunents
cf Sock. Dat a. Resi ze 2, 1

‘-- The first paraneter is the return val ue of
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‘ ODBC_OPEN, the hdbc that identifies an open
‘ dat asour ce connecti on.
cf Sock. Dat a. DataSet (1, 1) = Str$(gl hdbc)

‘-- Create a query and select it into the second row
szQuery = “SELECT * FROM Cust oner”
cf Sock. Data. DataSet (2, 1) = szQuery

‘-- Send the query command
cf Sock. SendConmand “ ODBC_QUERY”

If cfSock.Data(1l, 1) = “NO Then
MsgBox “Coul d not query the renote data source”,
vbl nformati on
El se
‘-- Success! W have results
Display in the debug w ndow.
For nRow = 1 to cfSock. Dat a. Rows
For nColum = 1 to cf Sock. Dat a. Col s
Debug. Print cf Sock. Dat a. Dat aSet (nRow, nCol unm), *“, ”;
Next
‘-- Advance the line
Debug. Pri nt
Next
End | f

If the query fails on the server, the Data object will have the word “NO” in row 1, column 1, otherwise it
contains the resultant data set.

ODBC_CLOSE

ODBC_CLOSE closes a previously opened ODBC connection. In general, you do not need to close a
connection; by simply disconnecting, you will closeit. Y ou should close the connection only if you are done
with the database but still wish to remain connected for other reasons.

ODBC_CL OSE takes one argument, the hdbc that was returned from ODBC_OPEN that identifies the
datasource connection.

Ar gunent : Exanpl e:

hdbc <l ong integer returned from ODBC OPEN>

Here is an example of how to close a data source:

-- Allocate nenory for one argunent
cf Sock. Dat a. Resi ze 2, 1

‘-- The only paraneter is the return val ue of

‘ ODBC _OPEN, the hdbc that identifies an open
‘ dat asour ce connecti on.

cf Sock. Dat a. Dat aSet (1, 1) = Str$(gl hdbc)

‘-- Send the cl ose command
cf Sock. SendConmand “ ODBC_CLOSE”

If cfSock.Data(1l, 1) = “NO Then
MsgBox “Coul d not close the renpte data source”,



vbl nf or mati on
El se

-- Success! The connection is closed.
End If

ODBCTest: A Sample ODBC Client Application

ODBCTest, shown in Figure 12.27, isasmall program that connects to ODBCServ with cf SockClient.
ODBCTest lets the user fill in the datasource name, User 1D, and password, and select read-only or exclusive
mode. Once connected, ODBCTest lets you submit a query to CFServer. The results are displayed for the user
as they come back from the server.

1]
1=

Figure 12.27 ODBCTest uses cfSockClient to connect to an ODBC datasour ce on the server.

Epilogue

Well, thiswas the last chapter of the first revision of this book. When | first wrote it, my daughter was four
months old and she was sitting up on the desk looking at my monitor as | typed. Now sheisthree. She can
drag and drop, read the words Cat and Dog, blow a solid F on the trumpet, and converse at length on just
about any topic. It still blows me away that we can do such amazing things with technology. | wonder what
things will be like when she turns 30.

Anything is possible now. Visual Basic 6.0 and the Internet represent countless possibilities. The real problem
we all face now islearning how to find the time in our lives to do all the things we want to do, and write all
the code we want to write.

Please make sure you visit my web site for issues surrounding this book. The URL is: carl.franklins.net/vbip

I hope this book has helped to lift up afew rocks so you can see and understand the murky details of Internet
programming. | certainly have learned alot in the course of its writing. So until the next chapter, do good
things and keep in touch.
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APPENDIX A
NNTP COMMAND REFERENCE

Thefollowing isalisting of both standard and draft NNTP commands. Draft commands are those that do not appear
in RFC 977 as of thiswriting. These commands are indicated with an asterisk. Y ou may find that some servers
implement only some of them and not others. Thisisto be expected.

NNTP Commands (ARTICLE)

Command: ARTICLE
Description: Requests the retrieval of a specific article’ s header and text.
Usage: ARTICLE [<ArticleNumber | Messagel D>] <CRLF>

Parameters: ArticleNumber is the number of an article in the current newsgroup. Messagel D is the Message
ID of an articlein the current newsgroup.

Examples:

SendDat a dsSocket 1, “ARTICLE 1123" & vbCrlf
SendDat a dsSocket 1, “ARTI CLE <133970@net com con>” & vbCrl f

Comments: There are three ways to use the ARTICLE Command:
1. ARTICLE
2. ARTICLE <Article Number>
3. ARTICLE <Message-ID>
Y ou can select the current article header and text by not specifying an argument.

Y ou can select a specific article by specifying its article number or message-1D as an argument. If either is
specified, the current article pointer is updated to the specified article and the header and text are returned.

A blank line (CR/LF) separates the header from the text of the message.
A period on aline by itself indicates the end of the article text.
Return Values (bold indicates success):
« 220 <article #> <msg-1D> Avrticle retrieved—head and body follow
» 221 <article #> <msg-1D> Article retrieved—head follows
o 222 <article #> <msg-1D> Avrticle retrieved—body follows
o 223 <article #> <msg-1D> Article retrieved—request text separately
* 412 No newsgroup has been selected
420 No current article has been selected
¢ 423 No such article number in this group
* 430 No such article found
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NNTP Commands (AUTHINFO *)

Command: AUTHINFO *

Description: Used to identify a specific entity to the server using a simple username/password combination.
Usage: AUTHINFO USER <Username> <CRLF>

AUTHINFO PASS <Password> <CRLF>

Parameters. Username and Password are the user’ s username and password required for authorization
purposes.

Examples:

‘-- Send your nane and password to the server in response to a 480 reply code.
SendDat a dsSocket 1, “AUTHI NFO USER JohnSmith” & vbCrlf
SendDat a dsSocket 1, “AUTH NFO PASS MyPassword” & vbCrlf

Comments: Sometimes authorization is required to access an NNTP server or a specific command.

When authorization is required, the server will send a 480 response requesting authorization from the client.
The client must enter AUTHINFO USER followed by the username. Once sent, the server will cache the
username and send a 381 response requesting the password associated with that username. The client must
then enter AUTHINFO PASS followed by the password for the username. The server will then check the
authentication database to see if the username/password combination is valid.

If the combination is valid, the server will return a 281 response. The client should then retry the original
command to which the server responded with the 480 response. The command should then be processed by
the server normally. If the combination is not valid, the server will return a 502 response.

Clients must provide authentication when requested by the server. It is possible that some implementations
will accept authentication information at the beginning of a session, but this was not the original intent of the
specification. If a client attempts to reauthenticate, the server may return a 482 response indicating that the
new authentication datais rejected by the server.

The 482 code will aso be returned when the AUTHINFO commands are not entered in the correct sequence
(like two AUTHINFO USERsin arow, or AUTHINFO PASS preceding AUTHINFO USER).

When authentication succeeds, the server will create an e-mail address for the client from the username
supplied in the AUTHINFO USER command and the hostname generated by a reverse lookup on the IP
address of the client. If the reverse lookup fails, the |P address, represented in dotted-quad format, will be
used. Once authenticated, the server will generate a Sender: line using the e-mail address provided by
authentication if it does not match the client-supplied From: line. Additionally, the server should log the
event, including the e-mail address. Thiswill provide a means by which subsequent statistics generation can
associate newsgroup references with unique entities—not necessarily by name.

Thisis not a standard command as of thiswriting.
Return Vaues (bold indicates success):
281 Authentication accepted
¢ 381 More authentication information required
480 Authentication required
¢ 482 Authentication rejected
¢ 502 No permission

NNTP Commands (AUTHINFO SIMPLE *)

Command: AUTHINFO SIMPLE *

Description: Used to identify a specific entity to the server using a simple username/password combination.
Usage: AUTHINFO SIMPLE <CRLF>

(Wait for 350 response)

<Username> <Password> <CRLF>

Parameters: Username and Password are the user’ s username and password required for authorization
purposes.

Examples:

-- Send the command in response to a 450 reply code.



SendDat a dsSocket 1, “AUTHI NFO SI MPLE” & vbCrlf

‘-- Then, after receiving a 350 response.. send the usernane and password
SendDat a dsSocket1, “JohnSmith MyPassword” & vbCrlf

Comments: AUTHINFO SIMPLE was part of the proposed NNTP V2 specification and isimplemented in
some servers and clients. It isarefinement of the original AUTHINFO and provides the same basic
functionality, but the sequence of commands is much simpler.

When authorization is required, the server sends a 450 response requesting authorization from the client. The
client must enter AUTHINFO SIMPLE. If the server will accept this form of authentication, the server
responds with a 350 response. The client must then send the username followed by one or more space
characters followed by the password. If accepted, the server returns a 250 response and the client should then
retry the original command to which the server responded with the 451 response. The command should then
be processed by the server normally. If the combination is not valid, the server will return a 452 response.

The response codes used here were part of the NNTP V2 specification and are violations of RFC 977. Itis
recommended that this command not be implemented, but use either or both of the other forms of
AUTHINFO if such functionality is required.

Thisis not a standard command as of thiswriting.
Return Vaues (bold indicates success):
 Authorization accepted
 Continue with authorization sequence
¢ Authorization required for this command
« Authorization rejected

NNTP Commands (AUTHINFO GENERIC *)

Command: AUTHINFO GENERIC *
Description: Used to identify a specific entity to the server using a simple username/password combination.
Usage: AUTHINFO GENERIC <Argl> [<Arg2>...] <CRLF>

Parameters. Username and Password are the user’ s username and password required for authorization
purposes.

Example:

-- Send the command in response to a 380 reply code.
SendDat a dsSocket 1, “AUTH NFO GENERI C' & vbCrl f

Comments: AUTHINFO GENERIC is used to identify a specific entity to the server using arbitrary
authentication or identification protocols. The desired protocol isindicated by the authenticator parameter,
and any number of parameters can be passed to the authenticator.

When authorization is required, the server will send a 380 response requesting authorization from the client.
The client should enter AUTHINFO GENERIC followed by the authenticator name, and the argumentsiif any.
The authenticator and arguments must not contain the sequence “..”.

The server will attempt to engage the server end authenticator; similarly, the client should engage the client
end authenticator. The server end authenticator will then initiate authentication using the NNTP sockets (if
appropriate for that authentication protocol), using the protocol specified by the authenticator name. These
authentication protocols are not included in this document, but are similar in structure to those referenced in
RFC 1731[7] for the IMAP-4 protocol.

If the server returns 501, this means that the authenticator invocation was syntactically incorrect, or that
AUTHINFO GENERIC is not supported. The client should retry using the AUTHINFO USER command.

If the requested authenticator capability is not found or there is some other unspecified server program error,
the server returns the 503 response code.

The authenticators converse using their protocol until complete.

If the authentication succeeds, the server authenticator will terminate with a 281, and the client can continue
by reissuing the command that prompted the 380. If the authentication fails, the server will respond with a
502.

The client must provide authentication when requested by the server. The server may request authentication at
any time. Servers may request authentication more than once during a single session.

When the server authenticator completes, it provides to the server (by a mechanism herein undefined) the



e-mail address of the user, and potentially what the user is allowed to access. Once authenticated, the server
shall generate a Sender: line using the e-mail address provided by the authenticator if it does not match the
user-supplied From: line.

Additionally, the server should log the event, including the user’ s authenticated e-mail address (if available).
Thiswill provide a means by which subsequent statistics generation can associate newsgroup references with
unique entities—not necessarily by name.

Thisis not a standard command as of thiswriting.
Return Vaues (bold indicates success):
281 Authentication succeeded
« 380 Authentication required
« 501 Command not supported or Command syntax error
¢ 502 No permission
¢ 503 Program error, function not performed
« nnn Authenticator-specific protocol

NNTP Commands (DATE *)

Command: DATE *

Description: Returns the current date and time from the server’ s perspective.
Usage: DATE <CRLF>

Parameters: None.

Example:

‘-- Send the command in response to a 380 reply code.
SendDat a dsSocket 1, “DATE" & vbCrlf

Comments: At the time this command was discussed (1991-1992), the Network Time Protocol (NTP) was not
yet in wide use and there was also some concern that small systems might not be able to make effective use of
NTP.

This command returns a one-line response code of 111 followed by the GMT (Grenwich Mean Time) date
and time on the server in theform YYYYMMDDhhmmss.

Thisisnot a standard command as of thiswriting.
Return Vaues (bold indicates success):
e 111 YYYYMMDDhhmmss

NNTP Commands (GROUP)

Command: GROUP

Description: Selects a Usenet newsgroup by name.

Usage: GROUP <Newsgroup> <CRLF>

Parameters. Newsgroup is the name of a Usenet newsgroup.
Example:

SendDat a dsSocket1, “Goup alt.w nsock.progranm ng” & vbCrLF

Comments: If the newsgroup exists on the server, the return value indicates the estimated (very important)
number of articles available, the first article number, and the last article number in the group. The name of the
group is aso returned but you don’t need this unless you send several GROUP commands at the same time
and must identify the newsgroup for each set of statistics.
Return Vaues (bold indicates success):

e 211 nf | sgroup selected

n = Estimated number of articlesin group

f = First article number in the group

| = Last article number in the group

s = Name of the group

¢ 411 No such newsgroup



NNTP Commands (HELP)

Command: HELP

Description: Requests alist of supported NNTP commands.
Usage: HELP <CRLF>

Parameters: Newsgroup is the name of a Usenet newsgroup.
Example:

SendDat a dsSocket 1, “HELP” & vbCrLf

Comments: If you really want to know if the server supports the commands you intend to send it, you can
guery the server with the HEL P command. The only situation in which | can see this as being useful isfor
commands that are in the process of being implemented as standards and not supported on all systems.
However, it'sjust as easy to receive an error code and report “function not available” to the user, or some
such nonsense.

Return Vaues (bold indicates success):
¢ 100 Help text follows

NNTP Commands (IHAVE)

Command: IHAVE

Description: Informs the server that a particular article exists locally. The server reply instructs either to send
the article or not to send the article.

Usage: IHAVE <Message-ID> <CRLF>
Parameters. Message-1D is the message-id of alocal Usenet article.
Example:

SendDat a dsSocket 1, “I1HAVE 192401@lonmai n. conf & vbCrLf

Comments: The IHAVE message is for use mainly for server-to-server communication. Its sole purposeisto
move existing articles throughout the network. If you are not planning to write an NNTP server, you can
ignore this command.

In a perfect world you will receive a 335 reply immediately after sending this command. Y ou should then
send the article in the format defined in RFC 850 (at the time of this writing). Y ou will then either receive a
235 reply indicating success or a 400 series error reply indicating failure. Be aware that just because you
receive a 235 reply does not mean the server will post and/or forward the article.

It has become acceptable for NNTP servers to send a 235 reply immediately, no matter what, and decide later
if the article is appropriate for posting. This behavior will probably change with the next NNTP RFC after
977.

Return Vaues (bold indicates success):

235 Article transferred ok

335 Send article to be transferred. End with <CR-LF>.<CR-LF>
435 Article not wanted—do not send it

436 Transfer failled—try again later

437 Article rejected—do not try again

480 Transfer permission denied

NNTP Commands (LAST)

Command: LAST

Description: Moves the current article pointer to the previous article in the current newsgroup. The previous
articleisthe article previous to the current article.

Usage: LAST <CRLF>
Parameters: None.
Example:

SendDat a dsSocket 1, “LAST” & vbCrlLF



Comments: If the current article isthe first article in the newsgroup an error code is returned and the current
article stays selected.

Return Values (bold indicates success):
o 223 <article #> <msg-1D> Article retrieved—request text separately
« 412 No newsgroup selected
¢ 420 No current article has been selected
« 422 No previous articlein this group

NNTP Commands (LIST)

Command: LIST

Description: Returns alist of valid newsgroups, as well as other associated information.
Usage: LIST <CRLF>

Parameters: None.

Example:

‘-- This exanpl e does the sane as sending just the LI ST command.
SendDat a dsSocket 1, “LIST" & vbCrlf

Comments: Each newsgroup is sent as aline of text in the following format:
group last first p

group is the name of the newsgroup

last is the number of the last known article currently in that newsgroup

first is the number of the first article currently in the newsgroup

piseither y or nindicating whether posting to this newsgroup is alowed

Note that posting may still be prohibited to a client even though the LIST command indicates that posting is
permitted to a particular newsgroup. See the POST command for an explanation of client prohibitions. The
posting flag exists for each newsgroup because some newsgroups are moderated or are digests, and therefore
cannot be posted to; that is, articles posted to them must be mailed to a moderator who will post them for the
submitter. Thisisindependent of the posting permission granted to aclient by the NNTP server.

Please note that an empty list (i.e., the text body returned by this command consists only of the terminating
period) is apossible valid response, and indicates that there are currently no valid newsgroups.
Return Vaues (bold indicates success):

e 215 List of newsgroups follows

The server sends a period on aline by itself to indicate the end of file.

No error is ever returned. If there are no newsgroups, an empty list will be returned.

NNTP Commands (LIST ACTIVE *)

Command: LIST ACTIVE *

Description: Returns alist of valid newsgroups. If specified, limitsthelist to a particular pattern of
newsgroup.

Usage: LIST ACTIVE [<Wildmat String>] <CRLF>

Parameters: None.

Examples:

Thi s exanpl e does the sanme as sending just the LIST command.

SendDat a dsSocket 1, “LIST ACTIVE" & vbCrlf

This exanple tells the server to only list those newsgroups that begin
wi th conp. | ang. basi c

SendDat a dsSocket 1, “LIST ACTIVE conp. | ang. basic*” & vbCrl|f

Comments: LIST ACTIVE does exactly the same thing as the LIST command, except that you can specify a
newsgroup pattern. If no pattern is specified the result is the same as if you wereto send just aLIST
command.

Thisis not a standard command as of thiswriting.



Return Vaues (bold indicates success):

» 215 List of newsgroups follows
The server sends a period on aline by itself to indicate the end of file.
No error is ever returned. If there are no newsgroups, an empty list will be returned.

NNTP Commands (LIST ACTIVE.TIMES *)

Command: LIST ACTIVE.TIMES*

Description: Returns the contents of the active.timesfile, which contains information about who created a
particular newsgroup and when.

Usage: LIST ACTIVE.TIMES <CRLF>
Parameters: None.
Example:

SendDat a dsSocket 1, “LIST ACTIVE. TI MES" & vbCrl f
Comments: The active.timesfile is only maintained by some news transports systems.
If nothing is matched an empty list is returned, not an error.
Thisis not a standard command as of thiswriting.
Return Vaues (bold indicates success):

» 215 Information follows

The format of thisinformation generally includes three fields. The first field is the name of the
newsgroup. The second is the time when this group was created on this newsserver measured in
seconds since January 1, 1970. The third is the e-mail address of the entity that created the newsgroup.
The server sends a period on aline by itself to indicate the end of file.

* 503 Datais not available

NNTP Commands (LIST DISTRIBUTIONS *)

Command: LIST DISTRIBUTIONS *

Description: Returns the contents of the distributions file, which contains alist of valid values for the
Distributions: line in a news article header, and what each value means.

Usage: LIST DISTRIBUTIONS <CRLF>
Parameters: None.
Example:

SendDat a dsSocket 1, “LIST DI STRI BUTI ONS* & vbCrlf
Comments: The distributions file is only maintained by some news transport systems.
If nothing is matched an empty list is returned, not an error.
Thisis not a standard command as of thiswriting.
Return Values (bold indicates success):

¢ 215 Information follows
Each line contains two fields, the value and a short explanation on the meaning of the value. The server
sends a period on aline by itself to indicate the end of file.

* 503 Datais not available

NNTP Commands (LIST DISTRIB.PATS *)

Command: LIST DISTRIB.PATS*

Description: Returns the contents of the distrib.pats file, which contains default values for the Distribution:
line in a news article header when posting to particular newsgroups.

Usage: LIST DISTRIB.PATS <CRLF>
Parameters: None.
Example:

SendDat a dsSocket 1, “LIST DI STRI B. PATS" & vbCrl f



Comments: The distrib.patsfile is only maintained by some news transport systems.

This information could be used to provide a default value for the Distribution: line in the header when posting
an article.

The information returned involves three fields separated by colons. The first column is aweight. The second
isagroup name or a pattern that can be used to match a group name in the wildmat format. The third isthe
value of the Distribution: line that should be used when the group name matches and the weight value is the
highest. All this processing is done by the newsposting client and not by the server itself. The server just
provides thisinformation to the client for it to use or ignore as it chooses.

If nothing is matched an empty list is returned, not an error.
Thisis not a standard command as of this writing.
Return Vaues (bold indicates success):

» 215 Information follows

The information returned involves three fields separated by colons. The first column isaweight. The
second is agroup hame or a pattern that can be used to match a group name in the wildmat format. The
third is the value of the Distribution: line that should be used when the group name matches and the
weight value is the highest.

The server sends a period on aline by itself to indicate the end of file.

* 503 Datais not available

NNTP Commands (LIST NEWSGROUPS *)

Command: LIST NEWSGROUPS *

Description: Returns the contents of the newsgroups file, which contains the name and a short description of
each active newsgroup.

Usage: LIST NEWSGROUPS [<Wildmat String>] <CRLF>
Parameters: None.
Examples:

‘-- This exanple tells the server to display info about all newsgroups
SendDat a dsSocket 1, “LIST NEWSGROUPS' & vbCrlf

‘-- This exanple tells the server to display info about only those newsgroups
‘ that begin with “conp. | ang”
SendDat a dsSocket 1, “LIST NEWSGROUPS conp. | ang*” & vbCrlf

Comments: The newsgroups file is only maintained by some news transport systems.

If the optional matching parameter is specified, thelist islimited to only the groups that match the pattern (no
matching is done on the group descriptions). Specifying a single group is usually very efficient for the server,
and multiple groups may be specified by using wildmat patterns (similar to file globbing), not regular
expressions.

When the optional parameter is specified, this command is equivaent to the XGTITLE* command, though
the response codes are different.

If nothing is matched an empty list is returned, not an error.

Thisis not a standard command as of thiswriting.

Return Values (bold indicates success):

» 215 Information follows

Each linein the file contains two fields, the newsgroup name and a short explanation of the purpose of
the newsgroup.

The server sends a period on aline by itself to indicate the end of file.

* 503 Datais not available

NNTP Commands (LIST OVERVIEW.FMT *)

Command: LIST OVERVIEW.FMT *

Description: Returns the contents of the overview.fmt file, which contains the order in which header
information is stored in the overview databases for each newsgroup.

Usage: LIST OVERVIEW.FMT <CRLF>



Parameters: None.
Example:

SendDat a dsSocket 1, “LIST OVERVI EW FMI” & vbCrl f

Comments: The overview.fmt file is only maintained by some news transport systems.

If the header has the word “full” (without quotes) after the colon, the header’ s name is prepended to its field
in the output returned by the server.

If nothing is matched an empty list is returned, not an error.
Thisis not a standard command as of this writing.
Return Values (bold indicates success):

215 Information follows

The article header fields are displayed one line at atime in the order in which they are stored in the
overview database.

The server sends a period on aline by itself to indicate the end of file.

* 503 Datais not available

NNTP Commands (LIST SUBSCRIPTIONS *)

Command: LIST SUBSCRIPTIONS *

Description: Returns a default subscription list for new users of the server.
Usage: LIST SUBSCRIPTIONS <CRLF>

Parameters: None.

Example:

SendDat a dsSocket 1, “LIST SUBSCRI PTIONS" & vbCrlf

Comments: The order of groupsis significant.
Thisis not a standard command as of thiswriting.
Return Values (bold indicates success):

¢ 215 Information follows
The server sends a period on aline by itself to indicate the end of transmission.

* 503 Datais not available

NNTP Commands (LISTGROUP *)

Command: LISTGROUP *

Description: Returns alisting of al the article numbersin the currently selected newsgroup or a specified
newsgroup.
Usage: LISTGROUP [<Group Name>] <CRLF>

Parameters: Group Name is an optional parameter. It specifies the name of a newsgroup. If not specified,
article numbers for the currently selected newsgroup are returned.

Examples:

Asks for a listing of all article nunbers in the currently sel ected group

SendDat a dsSocket 1, “LISTGROUP” & vbCrlf

Asks for a listing of all article nunbers in conp.!|ang. basic. visual

SendDat a dsSocket 1, “LI STGROUP conp. | ang. basic. visual.m sc” & vbCrlf

Comments: A list of newsgroups may be obtained from the LIST command.

When avalid group is selected by means of this command, the internally maintained “current article pointer”
is set to thefirst article in the group. If an invalid group is specified, the previously selected group and article
remain selected. If an empty newsgroup is selected, the “current article pointer” isin an indeterminate state
and should not be used.

The name of the newsgroup is case insensitive. It must otherwise match a newsgroup obtained from the LIST
command or an error will result.

Return Values (bold indicates success):



e 211 List of article numbers follows
The server sends a period on aline by itself to indicate the end of transmission.

e 412 Not currently in newsgroup
¢ 502 No permission

NNTP Commands (MODE READER ¥*)

Command: MODE READER *

Description: Used by the client to indicate to the server that it is a newsreading client.
Usage: MODE READER <CRLF>

Parameters: None.

Example:

SendDat a dsSocket 1, “MODE READER' & vbCrlf

Comments: Some implementations make use of thisinformation to reconfigure themselves for better
performance in responding to newsreader commands. Some servers require aMODE command before
allowing access at al.

The command MODE QUERY is also used sometimesin place of MODE READER. MODE QUERY means
exactly the same thing.

Return Values (bold indicates success):
« 200 Hello, you can post
Indicates that posting is allowed.
¢ 201 Hello, you can't post
Indicates that posting is not allowed.

NNTP Commands (NEWGROUPS)

Command: NEWGROUPS
Description: Retrieves al the newsgroups that were created after a specified point in time.
Usage: NEWGROUPS <yymmdd> <hhmmss> [GMT] [<distributions>]

Parameters. The dateis specified as six digitsin the format YYMMDD, where YY isthe last two digits of the
year, MM isthe two digits of the month (with leading zero, if appropriate), and DD is the day of the month
(with leading zero, if appropriate). The closest century is assumed as part of the year (i.e., 86 specifies 1986,
30 specifies 2030, 99 is 1999, 00 is 2000). The time is specified as six digits HHMMSS with HH being hours
on the 24-hour clock, MM minutes 00-59, and SS seconds 00-59. The time is assumed to be in the server’s
timezone unless the token “GMT” appears, in which case both time and date are evaluated at the O meridian.

Y ou can use the DATE command to determine the date and time relative to the server. The optional parameter
“distributions” isalist of distribution groups, enclosed in angle brackets. If specified, the distribution portion
of anew newsgroup (e.g., ‘net’ in ‘net.wombat’) will be examined for a match with the distribution categories
listed, and only those new newsgroups that match will be listed. If more than one distribution group isto be
listed, they must be separated by commas within the angle brackets.

Example:

Returns all newsgroups created since March 1, 1995
at exactly 8 PM

SendDat a dsSocket 1, “NEWGROUPS 950301 200000” & vbCrlf

Comments: Note that an empty list (i.e., the text body returned by this command consists only of the
terminating period) is a possible valid response, and indicates that there are currently no new newsgroups.

Return Values (bold indicates success):
e 231 List of new newsgroups follows
Each linein the file contains two fields, the newsgroup name and a short explanation of the purpose of

the newsgroup.
The server sends a period on aline by itself to indicate the end of file.

NNTP Commands (NEWNEWS)

Command: NEWNEWS



Description: Retrieves al articles in a specified newsgroup that were created after a specified point in time.
Usage: NEWNEWS <newsgroup> <yymmdd> <hhmmss> [GMT] [<distributions>]

Parameters: The date is specified as six digitsin the format YYMMDD, where YY isthe last two digits of the
year, MM isthe two digits of the month (with leading zero, if appropriate), and DD isthe day of the month
(with leading zero, if appropriate). The closest century is assumed as part of the year (i.e., 86 specifies 1986,
30 specifies 2030, 99 is 1999, 00 is 2000). Thetimeis specified as six digits HHMM SS with HH being hours
on the 24-hour clock, MM minutes 00-59, and SS seconds 00-59. The time is assumed to be in the server’s
timezone unless the token “GMT" appears, in which case both time and date are evaluated at the O meridian.

Y ou can use the DATE command to determine the date and time relative to the server. The optional parameter
“distributions’ isalist of distribution groups, enclosed in angle brackets. If specified, the distribution portion
of anew newsgroup (e.g., ‘net’ in ‘net.wombat’) will be examined for a match with the distribution categories
listed, and only those new newsgroups that match will be listed. If more than one distribution group isto be
listed, they must be separated by commas within the angle brackets.

Example:

Returns all new articles in rec.audio.pro since March 1, 1995

at exactly 8 PM

SendDat a dsSocket 1, “NEWNEWS rec. audi o. pro 950301 200000” & vbCrlf

Comments: A newsgroup name containing an asterisk (*) may be specified to broaden the article search to
some or all newsgroups. The asterisk will be extended to match any part of a newsgroup name (e.g.,
net.micro* will match net.micro.wombat, net.micro.apple, etc.). Thusif only an asterisk is given asthe
newsgroup name, all newsgroups will be searched for new news.

Note that the asterisk (*) expansion is a general replacement; in particular, the specification of, for example,
net.*.unix should be correctly expanded to embrace names such as net.wombat.unix and net.whocares.unix.

Conversely, if no asterisk appearsin a given newsgroup name, only the specified newsgroup will be searched
for new articles. Newsgroup names must be chosen from those returned in the listing of available groups.
Multiple newsgroup names (including an asterisk) may be specified in this command, separated by a comma.
No comma shall appear after the last newsgroup in the list. (Implementors are cautioned to keep the 512
character command length limit in mind.)

The exclamation point (!) may be used to negate a match. This can be used to selectively omit certain
newsgroups from an otherwise larger list. For example, a newsgroups specification of

net.*,mod.* ,!mod.map.* would specify that all net.<anything> and all mod.<anything>

except mod.map.<anything> newsgroup names would be matched. If used, the exclamation point must appear
asthefirst character of the given newsgroup name or pattern.

Note: An empty list (i.e., the text body returned by this command consists only of the terminating period) isa
possible valid response, and indicates that there are currently no new newsgroups.

Return Values (bold indicates success):

e 230 List of new articles by message-ID follows
The server sends alist of Message-IDs followed by a period on aline by itself.

NNTP Commands (POST)

Command: POST

Description: Reguests permission to post anew article.
Usage: POST <CRLF>

Parameters: None.

Examples:

Request permission to post an article

SendDat a dsSocket1l, “POST” & vbCrlf

After receiving a 340 reply...

SendDat a dsSocket1, “From Carl Franklin <carlf@pexsc.con”& vbCrlf

“Newsgroup: alt.w nsock. progranmm ng” & vbCrlf _
“Subject: This is a test post” & vbCrlf _
vbCr| f

“Hello, this was a posted froma VB progranml” & vbCrif _

Ro R0 Ro Ro



& “." & vbCrif

Comments: After the initial connection to the server is made, the server sends a 200 reply if posting is allowed
and 201 reply if not.

After sending the POST command, you will either receive a 340 reply, granting permission to post the article,
or a440 reply denying permission. If you receive a 340 reply then you should immediately send your post.

When posting, there are only three header fields required:
From Y our name and e-mail address
Newsgroup Newsgroup to post to
Subject  The subject of the article
The subject lineis followed by ablank line and that is followed by your article text. End your post with a
period on aline by itself.
Return Values (bold indicates success):
¢ 340 Send your post
¢ 440 Do not post

NNTP Commands (XGTITLE *)

Command: XGTITLE *
Description: Retrieves newsgroup descriptions for specific newsgroups.
Usage: XGTITLE [<Wildmat String>] <CRLF>

Parameters: The optional wildmat string argument specifies a newsgroup pattern such as comp.lang.basic.*,
at.b*, or comp.binaries.s?? When not specified, data for the currently selected newsgroup is returned.

Examples:

‘-- Asks for a description of the current newsgroup
SendDat a dsSocket 1, “XGTIl TLE® & vbCrlf

‘-- Asks for a description of all newsgroups that begin with “conp.|ang”
SendDat a dsSocket 1, “XGTlI TLE comp.lang*” & vbCrlf

Comments: XGTITLE and LIST NEWSGROUP provide the same functionality, but just return different
response codes.

If the optional matching parameter is specified, the list is limited to only the groups that match the pattern (no
matching is done on the group descriptions). Specifying a single group is usually very efficient for the server,
and multiple groups may be specified by using wildmat patterns (similar to file globbing), not regular
expressions.
If nothing is matched an empty list is returned, not an error.
This extension first appeared in ANU-NEWS, an NNTP implementation for DEC'sVMS.
Thisis not a standard command as of this writing.
Return Values (bold indicates success):

e 282 List of groups and descriptions follows

Each line in the file contains two fields, the newsgroup name and a short description of the
newsgroup.
The server sends a period on aline by itself to indicate the end of transmission.

¢ 412 Not currently in newsgroup
« 502 No permission

NNTP Commands (XHDR *)

Command: XHDR *

Description: Retrieves specific header lines from specific articles.

Usage: XHDR <Header> [<Range>|<Message-1D>] <CRLF>

Parameters:. Header is the name of a header line (e.g., subject). See RFC 1036 for alist of valid header lines.
The second parameter is optional. This can be either arange of message numbers or avalid Message ID.
The optional range argument may be any of the following:



1. An article number (e.g., 100)

2. An article number followed by a dash to indicate all following (e.g., 100-)

3. An article number followed by a dash and another article number (e.g., 100-105)
If the second parameter is not specified, then information from the current article is displayed.
Examples:

-- Requests the Subject of the current article
SendDat a dsSocket1, “XHDR subject” & vbCrlf

‘-- Requests the email address of article 100’ s sender
SendDat a dsSocket 1, “XHDR from 100" & vbCrlf

‘-- Requests the nunber of lines in articles from1l to 100
SendDat a dsSocket1l, “XHDR |ines 1-100" & vbCrlf

-- Requests the date of article with nessage-id <87623@az. UUCP>
SendDat a dsSocketl, “XHDR date <87623@az. UUCP>" & vbCrlf

Comments: The range and message-ID arguments are mutually exclusive.

The XHDR command has been available in the UNIX reference implementation from itsfirst release.
However, until now, it has only been documented in the source for the server.

Thisis not a standard command as of thiswriting.
Return Vaues (bold indicates success):

o 221 Header follows
The server sends a period on aline by itself to indicate the end of transmission.

¢ 412 No newsgroup current selected
¢ 420 No current article selected

» 430 No such article exists

¢ 502 No permission

NNTP Commands (XINDEX *)

Command: XINDEX *
Description: Retrieves an index filein the format of originally created for use by the UNIX TIN newsreader.
Usage: XINDEX <Newsgroup> <CRLF>

Parameters: Newsgroup is the name of a newsgroup. If not specified, then index file for the current
newsgroup is returned.

Examples:

‘-- Requests the index file for the current newsgroup
SendDat a dsSocket1, “XI NDEX' & vbCrlf

-- Requests the index file for conp.lang. basic.visual.msc
SendDat a dsSocket 1, “XI NDEX conp. | ang. basi c. vi sual . mi sc” & vbCrlf

Comments: A list of valid newsgroups may be obtained from the LIST command.

When avalid group is selected by means of this command, the internally maintained “current article pointer”
is set to thefirst article in the group. If an invalid group is specified, the previously selected group and article
remain selected. If an empty newsgroup is selected, the “current article pointer” isin an indeterminate state
and should not be used.

The format of the tin-style index fileis discussed in the documentation for the TIN newsreader. Since more
recent versions of TIN support the news overview (NOV) format, it is recommended that this extension
become historic and no longer be used in current servers or future implementations.

Thisis not a standard command as of thiswriting.
Return Vaues (bold indicates success):

e 218 Tin-styleindex follows
The server sends a period on aline by itself to indicate the end of file.

¢ 418 Notin-style index is available for this newsgroup



NNTP Commands (XOVER *)

Command: XOVER *
Description: Returns reference information about the specified article(s).
Usage: XOVER <Range> <CRLF>
Parameters: Range may be any of the following:
1. An article number (e.g., 100)
2. An article number followed by a dash to indicate all following (e.g., 100-)
3. An article number followed by a dash and another article number (e.g., 100-105)
If no argument is specified, the information for the current article is returned.
Examples:

‘-- Returns informati on about article #120
SendDat a dsSocket 1, “XOVER 120" & vbCrlf

‘-- Returns information about all articles starting from 145
SendDat a dsSocket 1, “XOVER 145-" & vbCrlf

‘-- Returns information about articles from 100 to 200
SendDat a dsSocket 1, “XOVER 100- 200" & vbCrlf

Comments: Thisis not a standard command as of this writing.

Return Vaues (bold indicates success):

¢ 282 XOVER Information follows

Each line consists of the article number, followed by reference overview information separated by atab
character. Generally these fields are asfollows:

M essage Number

Subject

From

Date

Message-1D

Bytes

Lines

The server sends a period on aline by itself to indicate the end of transmission.
« 412 No newsgroup currently selected

¢ 420 No article(s) selected

« 502 No permission
NNTP Commands (XPAT *)

Command: XPAT *

Description: Retrieves specific headers from specific articles in the current newsgroup given one or more
search patterns.

Usage: XPAT <Header> <Range|Message-1D> <Wildmat String> [<Wildmat String>] <CRLF>

Parameters: Header is the name of a header line (e.g., subject). See RFC 1036 for alist of valid header lines.
The second parameter is either arange of message numbers or avalid Message ID. Range may be any of the
following:

1. An article number (e.g., 100)
2. Anarticle number followed by a dash to indicate all following (e.g., 100-)
3. An article number followed by a dash and another article number (e.g., 100-105)

At least one wildmat string is required. This argument selects a search pattern for the header line being
selected. Additional patterns can follow separated by a space.

Examples:

‘-- Searches all articles starting with 100 and returns all articles
‘ where the subject line begins with “RE:”



SendDat a dsSocket 1, “XPAT Subject 100- RE: *" & vbCrlf

‘-- Searches all articles from 100 to 200 and returns all articles
‘ where the enmnil address contai ns netcom com
SendDat a dsSocket 1, “XPAT From 100-200 *netcom cont” & vbCrlf

Comments: The range and message-id arguments are mutually exclusive.
Thisis not a standard command as of thiswriting.
Return Vaues (bold indicates success):

e 221 Header follows

Each line consists of the article number, followed by each of the headers in the overview database for
that article separated by atab character.

The server sends a period on aline by itself to indicate the end of transmission.

* 430 No such article

NNTP Commands (XTHREAD *)

Command: XTHREAD *

Description: Retrieves threading information in aformat originally created for use by the UNIX TRN
newsreader.

Usage: XTHREAD [DBINIT|[THREAD] <CRLF>

Parameters: The optional parameter is either DBINIT or THREAD. XTHREAD DBINIT may be issued prior
to entering any groups to see if athread database exists. If it does, the database’ s byte order and version
number are returned as binary data. If no parameter is given, XTHREAD THREAD is assumed.

Examples:

SendDat a dsSocket 1, “XTHREAD" & vbCrl f
SendDat a dsSocket1, “XTHREAD DBINI T THREAD' & vbCrlf
SendDat a dsSocket 1, “XTHREAD DBI NI T" & vbCrlf

Comments: Thisis not a standard command as of this writing.
Return Values (bold indicates success):

« 288 Binary datato follow

The format of the trn-style thread format is discussed in the documentation for the TRN newsreader.
Since more recent versions of TRN support the news overview (NOV) format, it is recommended that
this extension become historic and no longer be used in current servers or future implementations.

* 412 No newsgroup currently selected
¢ 502 No permission
< 503 Program error, function not performed
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APPENDIX B
SMTP Command Listing

T he following listing of standard Simple Mail Transfer Protocol commands is adapted
from RFC #821 by Jonathan B. Postel.

SMTP Commands (DATA)

Command: DATA

Description: Requests permission to send message data.
Usage: DATA <CRLF>

Llarameters: None.

Example:

‘-- Sends the DATA command
SendSMIrPCommand dsSocket 1, “ DATA"

Comments: After sending aDATA command, you will receive a 354 reply from the
server, which means “ Go ahead and send.” Y ou then send the message data followed
by a period on aline by itself, after which you will receive a 250 reply from the
server.

Return Values (bold indicates success):

* 354 Send data
Sender sends message data followed by a period on aline by itself, after
which the sender receives a 250 reply.

» 421 <domain> Service not available, closing transmission channel
» 451 Requested action aborted: error in processing
» 452 Requested action not taken: insufficient system storage
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500 Syntax error, command unrecognized

501 Syntax error in parameters or arguments

503 Bad sequence of commands

552 Requested mail action aborted: exceeded storage allocation
» 554 Transaction failed

SMTP Commands (EXPAND)

Command: EXPN

Description: Asksthe SMTP server to verify amailing list and returns a membership
listing.

Usage: EXPN <list name> <CRLF>

Parameters: <list name> is the name of amailing list.

Example:

‘-- Sends the EXPN command
SendSMIrPCommand dsSocket 1, “EXPN adm n"

Comments: <list name> is the name of amailing list. For example, “admin” is
generally amailing list on most networks. Sometimes amailing list isreferred to as
an alias.

Return Values (bold indicates success):

* 250 OK
The server sends alist of members each beginning with a 250 code. Thereis
no period at the end of thislist.

» 421 <domain> Service not available, closing transmission channel
» 500 Syntax error, command unrecognized

501 Syntax error in parameters or arguments

502 Command not implemented

504 Command parameter not implemented

550 Requested action not taken: mailbox unavailable

SMTP Commands (HELLO)

Command: HELLO

Description: Initiates amail transaction, identifies the sender to the receiver, and
tells the server to reset state tables and buffers.

Usage: HEL O <sender’ s domain> <CRLF>

Parameters: The sender’ s domain is specified as the portion of your e-mail address
following the @ sign (e.g., the domain of santa@northpole.com is northpole.com).

Example:

‘-- Sends the HELLO command
SendSMIrPCommand dsSocket 1, “HELO nort hpol e. conf

Comments: Y ou should always send the HEL LO command after receiving the first



220 reply upon connection.
Return Values (bold indicates success):
« 250 OK
» 421 <domain> Service not available, closing transmission channel
» 500 Syntax error, command unrecognized
» 501 Syntax error in parameters or arguments
* 504 Command parameter not implemented

SMTP Commands (HELP)

Command: HELP

Description: Asksthe server for helpful information.
Usage: HELP <CRLF>

Parameters: None.

Example:

‘-- Sends the HELP command
SendSMIrPCommand dsSocket 1, “HELP"

Comments: HELP usually returns alist of supported commands, but thereis no
standard format for help messages, since they are really meant to be read by a
human user. Y ou can usually get an explanation of any supported command by
sending HEL P followed by the name of the command. Therefore, if you want to
determineif a system supports acommand, for example SOML, you can send
“HELP SOML.” If you get back a 211 or 214 you know the command is supported.
If not, you will get back an error reply.

Return Values (bold indicates success):
e 211 System status, or system help reply
o 214 Help message
» 421 <domain> Service not available, closing transmission channel
» 500 Syntax error, command unrecognized
» 501 Syntax error in parameters or arguments
» 502 Command not implemented
» 504 Command parameter not implemented

SMTP Commands (MAIL)

Command: MAIL

Description: Initiates amail transaction and tells the server to reset state tables and
buffers.

Usage: MAIL FROM: <sender’s email address> <CRLF>

Parameters: The sender’ s e-mail address is specified as a complete e-mail address
between angle brackets (e.g., <santa@northpole.com>).

Example:



‘-- Sends the MAIL command
SendSMrPConmmand dsSocket 1, “MAIL FROM <santa@nort hpol e. conp”

Return Values (bold indicates success):
* 250 OK
» 421 <domain> Service not available, closing transmission channel
» 451 Requested action aborted: error in processing
» 452 Requested action not taken: insufficient system storage
» 500 Syntax error, command unrecognized
» 501 Syntax error in parameters or arguments
» 552 Requested mail action aborted: exceeded storage allocation

SMTP Commands (NOOP)

Command: NOOP

Description: Does nothing but request a positive reply from the server.
Usage: NOOP <CRLF>

Parameters. None.

Example:

‘-- Sends the NOOP command
SendSMIrPConmand dsSocket 1, *“ NOOP"

Comments: If you receive a 250 reply then you have successfully established
communication with the server. If nothing comes back then you could be
disconnected, or the server could be extremely busy (unlikely).

Using NOOP isagood way to seeif you are still talking successfully with the
server. If your application has been idle for awhile, for example, you may want to
establish a clear line of communication before continuing.

Return Values (bold indicates success):
» 250 OK
» 421 <domain> Service not available, closing transmission channel
» 500 Syntax error, command unrecognized

SMTP Commands (QUIT)

Command: QUIT

Description: Tellsthe receiver of this command to close the connection and
terminate the transaction.

Usage: QUIT <CRLF>
Parameters. None.
Examples:

‘-- Sends the QU T comand
SendSMIPConmand dsSocket 1, “QUI T"

Return Values (bold indicates success):



211 System status, or system help reply

The server returns a signoff message.

500 Syntax error, command unrecognized

SMTP Commands (RECIPIENT)

Command: RECIPIENT

Description: Gives aforward-path identifying one recipient. Used in creating a new
mail message.

Usage: RCPT <receiver’s e-mail address> <CRLF>

Parameters: The receiver’s e-mail addressis specified as a complete e-mail address
between angle brackets (e.g., <santa@northpole.com>).

Examples:

‘-- Sends

t he RECI PI ENT command

SendSMIrPCommand dsSocket 1, “RCPT TO <j aque@out hpol e. conp”
Comments: RCPT.
Return Values (bold indicates success):

250 OK

251 User not local; will forward to <forward-path>

421 <domain> Service not available, closing transmission channel
450 Requested mail action not taken: mailbox unavailable

451 Requested action aborted: error in processing

452 Requested action not taken: insufficient system storage
500 Syntax error, command unrecognized

501 Syntax error in parameters or arguments

503 Bad sequence of commands

550 Requested action not taken: mailbox unavailable

551 User not local; please try <forward-path>

552 Requested mail action aborted: exceeded storage allocation
553 Requested action not taken: mailbox name not allowed

SMTP Commands (RESET)

Command: RESET

Description: Resets the server and aborts the current mail transaction.
Usage: RSET <CRLF>

Parameters: None.

Example:

13

-- Sends

t he RESET conmand

SendSMIrPCommand dsSocket 1, “RSET"

Comments: Any time you encounter an error and wish to abort the current
transaction or start over you should first send aRESET command and wait for a 250



reply.
Return Values (bold indicates success):
« 250 OK
» 421 <domain> Service not available, closing transmission channel
» 500 Syntax error, command unrecognized
» 501 Syntax error in parameters or arguments
* 504 Command parameter not implemented

SMTP Commands (SEND and MAIL)

Command: SEND and MAIL

Description: Sends a message directly to the recipient and also places the message in
the recipient’ s mailbox.

Usage: SAML FROM: <sender’s e-mail address> <CRLF>

Parameters. The sender’s e-mail address is specified as a complete e-mail address
between angle brackets (e.g., <santa@northpole.com>).

Example:

‘-- Sends the SEND AND MAI L command
SendSMrPCommand dsSocket 1, “SAML FROM <santa@ort hpol e. conp”

Comments: When you SEND (as opposed to MAIL) a message, the message is
delivered directly to the user’ sterminal if the user indeed has aterminal and is
logged on. SENDing isrealy only appropriate for terminal-based UNIX shell
systems and does not apply throughout the enterprise.

SAML (Send And Mail) performs both a SEND and a MAIL command.
Return Values (bold indicates success):

» 250 OK

» 421 <domain> Service not available, closing transmission channel

* 451 Requested action aborted: error in processing

» 452 Requested action not taken: insufficient system storage

» 500 Syntax error, command unrecognized

» 501 Syntax error in parameters or arguments

* 502 Command not implemented

» 552 Requested mail action aborted: exceeded storage allocation

SMTP Commands (SEND)

Command: SEND
Description: Sends a message directly to the recipient.
Usage: SEND FROM: <sender’s e-mail address> <CRLF>

Parameters: The sender’ s e-mail address is specified as a complete e-mail address
between angle brackets (e.g., <santa@northpole.com>).

Example:



‘-- Sends the SEND command
SendSMIrPConmmand dsSocket 1, “SEND FROM <santa@ort hpol e. conp”

Comments: When you SEND (as opposed to MAIL) amessage, the message is
delivered directly to the user’ sterminal if the user indeed has aterminal and is
logged on. SENDing isreally only appropriate for terminal-based UNIX shell
systems and does not apply throughout the enterprise.

Return Values (bold indicates success):
» 250 OK
» 421 <domain> Service not available, closing transmission channel
451 Requested action aborted: error in processing
» 452 Requested action not taken: insufficient system storage
» 500 Syntax error, command unrecognized
» 501 Syntax error in parameters or arguments
» 502 Command not implemented
» 552 Requested mail action aborted: exceeded storage allocation

SMTP Commands (SEND or MAIL)

Command: SEND or MAIL

Description: Sends a message directly to the recipient and places the message in the
recipient’s mailbox only if there is a problem sending to the terminal.

Usage: SOML FROM: <sender’s e-mail address> <CRLF>

Parameters. The sender’s e-mail address is specified as a complete e-mail address
between angle brackets (e.g., <santa@northpole.com>).

Example:

‘-- Sends the SEND OR MAI L conmmand
SendSMIrPConmand dsSocket 1, “SOM. FROM <santa@ort hpol e. conp”

Comments: When you SEND (as opposed to MAIL) a message, the message is
delivered directly to the user’ sterminal if the user indeed has aterminal and is
logged on. SENDing isreally only appropriate for terminal-based UNIX shell
systems and does not apply throughout the enterprise.

SOML (Send Or Mail) performs a SEND command and performs a MAIL command
only if there is a problem with SEND.

Return Values (bold indicates success):
* 250 OK
» 421 <domain> Service not available, closing transmission channel
451 Requested action aborted: error in processing
» 452 Requested action not taken: insufficient system storage
» 500 Syntax error, command unrecognized
» 501 Syntax error in parameters or arguments
» 502 Command not implemented
» 552 Requested mail action aborted: exceeded storage allocation



SMTP Commands (TURN)

Command: TURN

Description: Instructs the receiver to switch sender/receiver roles. If a sender
receives a TURN command, he or she must become areceiver, and vice versa.

Usage: TURN <CRLF>
Parameters. None.
Example:

‘-- Sends the TURN command
SendSMIrPConmand dsSocket 1, “ TURN'

Comments: When you connect to an SMTP server and send a TURN command,
your process becomes the receiver and the other side becomes the sender of
commands. This situation should never present itself when performing the task of
sending e-mail. | quote from RFC 821 by Jon Postel:

Please note that this command is optional. It would not normally be used in
situations where the transmission channel is TCP. However, when the cost of
establishing the transmission channel is high, this command may be quite
useful. For example, this command may be useful in supporting be mail
exchange using the public switched telephone system as a transmission
channel, especially if some hosts poll other hosts for mail exchanges.

For Windows TCP/IP-based networks, therefore, you shouldn’t have to worry about
this command at all.

Return Values (bold indicates success):
» 250 OK
» 500 Syntax error, command unrecognized
¢ 502 Command not implemented
» 503 Bad sequence of commands

SMTP Commands (VRFY)

Command: VRFY
Description: Asksthe SMTP server to verify an e-mail address.
Usage: VRFY carlf <CRLF>

Parameters: The sender’ s e-mail address is specified as a complete e-mail address
between angle brackets (e.g., <santa@northpole.com>).

Example:

‘-- Sends the SEND OR MAI L conmand
SendSMIrPConmand dsSocket 1, “SOML FROM <santa@ort hpol e. conp"

Return Values (bold indicates success):
» 250 OK
e 251 User not local; will forward to <forward-path>
» 421 <domain> Service not available, closing transmission channel
» 500 Syntax error, command unrecognized



501 Syntax error in parameters or arguments

502 Command not implemented

504 Command parameter not implemented

550 Requested action not taken; mailbox unavailable

551 User not local; please try <forward-path>

553 Requested action not taken; mailbox name not allowed
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APPENDIX C
POP3 COMMAND LISTING

« Thefollowing listing of standard Post Office Protocol 3 commands is adapted from RFC #1725 by
J. Myers.

POP3 Commands (DELE)

Command: DELE (DELETE)

Description: Deletes a message from the mailbox.

Usage: DELE <Message Number> <CRLF>

Parameters: <Message Number> identifies a message currently in the mailbox.
Example:

‘-- Sends the DELETE commuand
SendPOP3Conmmand dsSocket 1, “DELE 1"

Comments: DELE can beissued only in the TRANSACTION state.

The POP3 server marks the message as deleted. Any future references to the message-number
associated with the deleted message in a POP3 command generates an error. The POP3 server
does not actually delete the message until the POP3 session enters the UPDATE state.

Return Values (bold indicates success):
* +OK Message deleted
* -ERR No such message

POP3 Commands (LIST)

Command: LIST
Description: Returns the header of a specified message (or all messages).
Usage: LIST [<Message Number>] <CRLF>

Parameters. <Message Number> is an optional argument that identifies a message currently in
the mailbox. If not given then the server returns header lines for all available messages.


http://www.itknowledge.com/
http://www.itknowledge.com/pick-account.html
http://www.itknowledge.com/PSUser/usrreg.htm?AdminAction=InitAdd&Locale=en&URI=/
http://www.itknowledge.com/PSUser/psuserauth.htm?cmd=login&URI=/
http://www.itknowledge.com/search/
http://www.itknowledge.com/PSUser/EWIPOMain.html
http://www.itknowledge.com/faq/faq.html
http://www.itknowledge.com/sitemap.html
http://www.itknowledge.com/contactus.html
http://www.itknowledge.com/search/
http://www.itknowledge.com/search/
http://www.itknowledge.com/search/search-tips.html
javascript:bookMarkit();

Example:

‘-- Sends the LIST command
SendPOP3Command dsSocket 1, “LIST 1"

Comments: LIST may be given only in the TRANSACTION state.

After theinitial +OK, for each message in the maildrop, the POP3 server responds with aline
containing information for that message. Thislineisaso called a“scan listing” for that

message.
A scan listing consists of the message-number of the message, followed by a single space and
the exact size of the message in bytes.

M essages marked as deleted are not listed.
Return Values (bold indicates success):

* +OK Scan listing follows
<Message Number> <space> <message size (bytes)>

* -ERR No such message
POP3 Commands (NOOP)

Command: NOOP

Description: This command does nothing but invoke an +OK response from the server.
Usage: NOOP <CRLF>

Parameters: None.

Example:

‘-- Sends the NOOP comrmand
SendPOP3Command dsSocket 1, “ NOOP"

Return Values (bold indicates success):
* +OK

POP3 Commands (PASS)

Command: PASS
Description: Specifies a password for access to the POP3 server.
Usage: PASS <password> <CRLF>

Parameters. <password> is the user’s password. The username is specified with the USER
command, which isissued prior to the PASS command.

Example:

‘-- Specify the USER nane

SendPOPCommand dsSocket 1, “USER jsmth”

‘-- Wit for an +OK response here.

‘-- Specify the PASS nane

SendPOPCommand dsSocket 1, “PASS MyPasswor d”

Comments: PASS may be given only inthe AUTHORIZATION state after a successful USER
command.

Since the PASS command has exactly one argument, a POP3 server may treat spacesin the
argument as part of the password, instead of as argument separators.

Return Values (bold indicates success):
» +OK Maildrop locked and ready
* -ERR Invalid password



* -ERR Unable to lock maildrop

POP3 Commands (QUIT)

Command: QUIT

Description: Logs off of the POP3 server.
Usage: QUIT <CRLF>

Parameters: None.

Example:

‘-- Sends the QU T command
SendPOP3Conmmand dsSocket1, “QUI T”

Comments: Y ou should send the QUIT command prior to logging off. One advantage to sending
aQUIT command as opposed to ssimply closing the socket is that the POP3 server closes the
connection, which results in a Close event (when using dsSOCK). Y ou can simply put your exit
code in the Close event.

Return Values (bold indicates success):
* +OK

POP3 Commands (RETR)

Command: RETR (RETRIEVE)

Description: Retrieves a message from the mailbox.

Usage: RETR <Message Number> <CRLF>

Parameters: <Message Number> identifies a message currently in the mailbox.
Example:

‘--Retrieve the first message in the mail box
SendPOP3Command dsSocket1, *“RETR 17

Comments: RETR may be given only in the TRANSACTION state.

If you get an +OK back from the server, the server will send the message oneline at atime
ending with aperiod on aline by itself.

Return Values (bold indicates success):
» +OK Message follows
» -ERR No such message

POP3 Commands (RSET)

Command: RSET

Description: Resets the mailbox to its state prior to your connection.
Usage: RSET <CRLF>

Parameters: None.

Example:

-- Resets the mail box
SendPOP3Command dsSocket 1, “RSET”

Comments: RSET may be given only inthe TRANSACTION state.
If any messages have been marked as deleted by the POP3 server, they are unmarked.
Return Values (bold indicates success):



*« OK

POP3 Commands (STAT)

Command: STAT

Description: Returnsasingle line, called a“drop listing,” from the server containing
information for the maildrop.

Usage: STAT <CRLF>
Parameters. None.
Example:

-- Sends the STAT conmand
SendPOP3Comuand dsSocket 1, * STAT”
Comments: STAT may be given only in the TRANSACTION state.

The positive response consists of “+OK” followed by a single space, the number of messagesin
the maildrop, a single space, and the size of the maildrop in bytes.

Messages marked as deleted are not counted in either total.
Return Values (bold indicates success):
» OK <gpace> <message count> <space> <total bytes>

<message count> is the number of messages available.
<total bytes> isthetotal size of all messages combined in bytes.

POP3 Commands (TOP *)

Command: TOP
Description: Returns the header lines and a given number of lines of the message body for a
given message.
Usage: TOP <Message Number> <Number Of Lines> <CRLF>
Parameters:
1. <Message Number> identifies a message currently in the mailbox.
2. <Number Of Lines> is the (maximum) number of linesto return from the top of the
message.
Example:

-- Retrieve the header and top 10 lines of nessage 1
SendPOP3Command dsSocket1, “TOP 1 107

‘-- The POP3 server sends the headers of the nessage, a blank |ine,
‘-- and the first 10 lines of the body of the nessage>

Comments: TOP may be given only inthe TRANSACTION state.
TOP is not implemented in all POP3 implementations.
If the POP3 server issues a positive response, then the response given is multiline.

After theinitial +OK, the POP3 server sends the headers of the message, the blank line
separating the headers from the body, and then the number of lines indicated message’ s body.

If the number of lines requested by the POP3 client is greater than the number of linesin the
body, then the POP3 server sends the entire message.

Return Values (bold indicates success):
» +OK Top of message follows

The server sends the header lines followed by a blank line followed by the top x number
of lines of the message body all ending with a period on aline by itself.



* -ERR No such message
POP3 Commands (UIDL *)

Command: UIDL (Unique ID Listing)
Description: Returns a“unique ID listing” for a given message (or all messages).
Usage: UIDL [<Message Number>] <CRLF>

Parameters: <Message Number> is an optional argument that identifies a message currently in
the mailbox. If not given then the server returns header lines for all available messages.

Example:

‘-- CGet a Unique ID Listing for all nessages
SendPOP3Command dsSocket 1, “Ul DL”

Comments: UIDL may be given only inthe TRANSACTION state.

A unigue-ID listing consists of the message-number of the message followed by a single space
and the unique-ID of the message.

The unique-1D of amessage is an arbitrary server-determined string, consisting of charactersin
the range 0x21 to Y 0x7E, which uniquely identifies a message within a maildrop and which
persists across sessions. The server never reuses a unique-1D in agiven maildrop for aslong as
the entity using the unique-1D exists.

If no argument is given the server returns an -OK reply followed by alist of unique-IDsfor (one
for each current message) all ending with a period on aline by itself.

Return Values (bold indicates success):
* +OK Unique-1D listing follows
* <message number> <space> <unique-ID>
* -ERR No such message

POP3 Commands (USER)

Command: USER

Description: Specifies the username required to log onto the POP3 server.
Usage: USER <username> <CRLF>

Parameters. <username> is the name of the user logging on.

Example:

‘-- Specify the USER nane

SendPOPCommand dsSocket 1, “USER jsmith”

‘-- Wait for an +CK response here.

‘-- Specify the PASS nane

SendPOPCommand dsSocket 1, “PASS MyPasswor d”

Comments: The USER command isimmediately followed by the PASS command.
Return Values (bold indicates success):

* +OK Nameisavalid mailbox

* -ERR Never heard of mailbox name
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APPENDIX D
FTP COMMAND LISTING

T he following listing of standard File Transfer Protocol commands is adapted from RFC
#929 by Postel and Reynolds.

FTP Commands (ABOR)

Command: ABOR (Abort)

Description: Tells the server to abort the previous FTP service command and any
associated transfer of data.

Usage: ABOR <CRLF>
Parameters: None.
Example:

SendDat a dsSocket1l, “ABOR’ & vbCrlf

Comments. The abort command may require “special action” to force recognition by
the server (see RFC 959 for details). No action is to be taken if the previous command
has been completed (including data transfer). The control connection is not to be closed
by the server, but the data connection must be closed.

There are two cases for the server upon receipt of this command: (1) the FTP service
command was already completed, or (2) the FTP service command is still in progress.
In the first case, the server closes the data connection (if it is open) and responds with a
226 reply, indicating that the abort command was successfully processed.

In the second case, the server aborts the FTP service in progress and closes the data
connection, returning a 426 reply to indicate that the service request terminated
abnormally. The server then sends a 226 reply, indicating that the abort command was
successfully processed.

Return Values (bold indicates success):
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» 225 Data connection open; no transfer in progress
226 Closing data connection; Requested file action successful

» 421 Service not available, closing control connection
Thismay be areply to any command if the service knows it must shut down.

» 426 Connection closed; transfer aborted

» 500 Syntax error, command unrecognized
This may include errors such as command line too long.

» 501 Syntax error in parameters or arguments
» 502 Command not implemented.

FTP Commands (ACCT)

Command: ACCT (Account)

Description: Specifies the user’s account information. This command should be sent
only after receiving a 332 code after sending a PASS command.

Usage: ACCT <Account > <CRLF>

Parameters. Account isthe user’s account, which may be additionally required to
access certain services.

Example:

SendDat a dsSocket 1, “ACCT N322s” & vbCrlf

Comments: When account information is required for login, the responseto a
successful PASS command is reply code 332. On the other hand, if account information
Is not required for login, the reply to a successful PASS command is 230; and if the
account information is needed for a command issued later in the dialogue, the server
returns a 332 or 532 reply depending on whether it stores (pending receipt of the ACCT
command) or discards the command, respectively.

Return Values (bold indicates success):
» 202 Command not implemented, superfluous at this site
» 230 User logged in, proceed

» 421 Service not available, closing control connection
This may be areply to any command if the service knows it must shut down.

» 500 Syntax error, command unrecognized
This may include errors such as command line too long.

» 501 Syntax error in parameters or arguments
» 502 Command not implemented

» 503 Bad sequence of commands

» 530 Not logged in

FTP Commands (ALLO)

Command: ALLO (Allocate)
Description: Allocates x number of bytes on the server before afileis sent.
Usage: ALLO <NumBytes> [<MaxSize>] <CRLF>

Parameters: NumBytes is an integer representing the number of bytes (using the logical
byte size) of storage to be reserved for the file. MaxSize is an optional maximum record



or page size when using record or page data structures.
Example:

SendDat a dsSocket 1, “ALLO 3000 128" & vbCrlf

Comments: This command may be required by some servers to reserve sufficient
storage to accommodate the new file to be transferred. For files sent with record or
page structure a maximum record or page size (in logical bytes) might also be
necessary; thisisindicated by a decimal integer in a second argument field of the
command. This second argument is optional, but when present should be separated
from thefirst by the three ASCII characters <SP> R <SP>. This command is followed
by a STORe or APPENnd command. The ALLO command should be treated as a NOOP
(no operation) by those servers that do not require that the maximum size of thefile be
declared beforehand, and those serversinterested in only the maximum record or page
size should accept a dummy value in the first argument and ignore it.

Return Values (bold indicates success):
e 200 Command okay
» 202 Command not implemented, superfluous at this site

» 421 Service not available, closing control connection
This may be areply to any command if the service knows it must shut down.

500 Syntax error, command unrecognized
This may include errors such as command line too long.

» 501 Syntax error in parameters or arguments
» 504 Command not implemented for that parameter
» 530 Not logged in

FTP Commands (APPE)

Command: APPE (Append with create)

Description: Prepares the server to receive afile and instructs it to append the data to
the specified filename, or create the specified file if it does not already exist.

Usage: APPE <FileName> <CRLF>
Parameters. FileName is afully qualified path and filename at the server site.
Example:

SendDat a dsSocket1l, “APPE " & szFil eNane & vbCrlf
Return Values (bold indicates success):

* 110 Restart marker reply

In this case, the text is exact and not |eft to the particular implementation; it must
read:

MARK yyyy = mmmm

where yyyy is User-process data stream marker, and mmmm server’s equivalent
marker (note the spaces between markers and “=").

* 125 Data connection already open; transfer starting

* 150 File status okay; about to open data connection

» 226 Closing data connection; the requested file action was successful

» 250 Requested file action okay, completed



» 421 Service not available, closing control connection
This may be areply to any command if the service knows it must shut down.

» 425 Can’'t open data connection

426 Connection closed; transfer aborted

450 Requested file action not taken; file unavailable (e.g., file busy)
451 Requested action aborted: local error in processing

452 Requested action not taken; insufficient storage space in system

» 500 Syntax error, command unrecognized
This may include errors such as command line too long.

» 501 Syntax error in parameters or arguments
» 502 Command not implemented

» 530 Not logged in

» 532 Need account for storing files

» 550 Requested action not taken; file unavailable (e.g., file not found, no
access)

» 551 Requested action aborted: page type unknown

» 552 Requested file action aborted; exceeded storage allocation (for current
directory or dataset)

» 553 Requested action not taken; filename not allowed

FTP Commands (CDUP)

Command: CDUP (Change to Parent Directory)

Description: Changes the current directory to the root of the remote file system without
atering login, accounting information, or transfer parameters.

Usage: CDUP <CRLF>
Parameters: None.
Example:

SendDat a dsSocket1l, “CDUP" & vbCrlf

Comments. The CDUP command changes to the parent directory. The MS-DOS
equivaent of the command is cd \. This command was created to accommodate the
different operating systems that incorporate FTP.

Return Values (bold indicates success):
» 250 Requested file action okay, completed

* 421 Service not available, closing control connection
This may be areply to any command if the service knows it must shut down.

» 500 Syntax error, command unrecognized
This may include errors such as command line too long.

» 501 Syntax error in parameters or arguments
» 502 Command not implemented
» 530 Not logged in

» 550 Requested action not taken; file unavailable (e.g., file not found, no
access)



FTP Commands (CWD)

Command: CWD (Change Working Directory)

Description: Changes the current directory to the specified path of the remote file
system without altering login, accounting information, or transfer parameters.

Usage: CWD <Path> <CRLF>
Parameters. Path is aworking directory on the remote system.
Example:

SendDat a dsSocket1l, “CWD /pub/cgvb/ upl oads” & vbCrlf
Return Values (bold indicates success):
» 250 Requested file action okay, completed

» 421 Service not available, closing control connection
This may be areply to any command if the service knows it must shut down.

» 500 Syntax error, command unrecognized
This may include errors such as command line too long.

» 501 Syntax error in parameters or arguments
» 502 Command not implemented
» 530 Not logged in

» 550 Requested action not taken; file unavailable (e.g., file not found, no
access)

FTP Commands (DELE)

Command: DELE (Delete)

Description: Causes the file specified in the pathname to be deleted at the server site.
Usage: DELE <FileName> <CRLF>

Parameters. FileName is afully qualified path and filename on the server side.
Example:

SendDat a dsSocketl1l, “DELE tenp.fil” & vbCrlf

Comments: If an extralevel of protection is desired (such asa*Do you really wish to
delete thisfile?’ option), it should be provided by the client software.

Return Values (bold indicates success):
» 250 Requested file action okay, completed

» 421 Service not available, closing control connection
This may be areply to any command if the service knows it must shut down.

* 450 Requested file action not taken; file unavailable (e.g., file busy)

500 Syntax error, command unrecognized
This may include errors such as command line too long.

501 Syntax error in parameters or arguments
502 Command not implemented
530 Not logged in

550 Requested action not taken; file unavailable (e.g., file not found, no
access)



FTP Commands (HELP)

Command: HELP (Help)

Description: Causes the server to send helpful information regarding its implementation
status over the control connection to the client.

Usage: HELP [<Topic>] <CRLF>

Parameters. Topic is an optional command or other argument concerning which help
text is requested.

Example:

SendDat a dsSocket1l, “HELP" & vbCrlf

Comments. HEL P may take an argument (e.g., any command name) and return more
specific information as aresponse. The reply istype 211 or 214. It is suggested that
HELP be allowed before entering a USER command. The server may use thisreply to
specify site-dependent parameters, e.g., in response to HELP SITE.

Return Values (bold indicates success):
e 211 System status, or system help reply
e 214 Help message
Describes how to use the server or the meaning of a particular nonstandard
command. Thisreply is useful only to the user asthere is no standard format for

help messages.
» 421 Service not available, closing control connection
This may be areply to any command if the service knows it must shut down.

» 500 Syntax error, command unrecognized
This may include errors such as command line too long.

» 501 Syntax error in parameters or arguments
* 502 Command not implemented

FTP Commands (LIST)

Command: LIST (List)

Description: Causes alist to be sent from the server to the client.
Usage: LIST [<PathName>] <CRLF>

Parameters. PathName is avalid path and filespec on the server system.
Example:

SendDat a dsSocketl1l, “LIST /pub/*.*” & vbCrlf

Comments: If the pathname specifies a directory or other group of files, the server
should transfer alist of filesin the specified directory. If the pathname specifies afile
then the server should send current information on the file. A null argument implies the
user’s current working or default directory. The data transfer is over the data
connection in type ASCII or type EBCDIC (the user must ensure that the typeis
appropriately ASCII or EBCDIC).

Since the information on afile may vary widely from system to system, this
information may be hard to use automatically in a program, but may be quite useful to a
human user.



Return Values (bold indicates success):
* 125 Data connection already open; transfer starting
150 File status okay; about to open data connection

» 226 Closing data connection; requested file action successful (for example, file
transfer or file abort)

» 250 Requested file action okay, completed

» 421 Service not available, closing control connection
This may be areply to any command if the service knows it must shut down.

» 425 Can’'t open data connection

» 426 Connection closed; transfer aborted

» 450 Requested file action not taken; file unavailable (e.g., file busy)
» 451 Requested action aborted: local error in processing

» 500 Syntax error, command unrecognized
This may include errors such as command line too long.

» 501 Syntax error in parameters or arguments
» 502 Command not implemented
» 530 Not logged in

FTP Commands (MKD)

Command: MKD (Make Directory)

Description: Causes the directory specified in the pathname to be created as a directory
(if the pathname is absolute) or as a subdirectory of the current working directory (if
the pathname is relative).

Usage: MKD <Path> <CRLF>
Parameters. Path isavalid path on the server side.
Example:

SendDat a dsSocket1l, “MKD /users/johnsmth” & vbCrlf
Return Values (bold indicates success):
o 257 “PATHNAME” created

» 421 Service not available, closing control connection
This may be areply to any command if the service knows it must shut down.

500 Syntax error, command unrecognized
This may include errors such as command line too long.

» 501 Syntax error in parameters or arguments
» 502 Command not implemented
» 530 Not logged in

» 550 Requested action not taken; file unavailable (e.g., file not found, no
access)

FTP Commands (MODE)

Command: MODE (Transfer Mode)
Description: Specifies the transfer mode.



Usage: STRU <Mode> <CRLF>

Parameters: Mode is one of the following ASCII values:
S—Stream (Default)
B—Block
C—Compressed

Example:

SendDat a dsSocket1l, “STRU B” & vbCrlf
Return Values (bold indicates success):
e 200 Command okay

» 421 Service not available, closing control connection
This may be areply to any command if the service knows it must shut down.

» 500 Syntax error, command unrecognized
This may include errors such as command line too long.

» 501 Syntax error in parameters or arguments
* 504 Command not implemented for that parameter
» 530 Not logged in

FTP Commands (NLST)

Command: NLST (Name List)

Description: Causes a directory listing to be sent from server to client.
Usage: NLST [<PathName>] <CRLF>

Parameters. PathName is avalid path and filespec on the server system.
Example:

SendDat a dsSocket 1, “NLST /pub/cgvb” & vbCrlf

Comments. The pathname should specify a directory or other system-specific file group
descriptor; anull argument implies the current directory. The server will return a stream
of names of files and no other information. The data will be transferred in ASCII or
EBCDIC type over the data connection as valid pathname strings separated by

<CRLF> or <NL> (again the user must ensure that the type is correct.)

NLST isintended to return information that can be used by a program to further
process the files automatically; for example, in the implementation of a“multiple get”
function.

Return Values (bold indicates success):
125 Data connection already open; transfer starting
150 File status okay; about to open data connection

» 226 Closing data connection; requested file action successful (for example, file
transfer or file abort)

» 250 Requested file action okay, completed

» 421 Service not available, closing control connection
This may be areply to any command if the service knows it must shut down.

* 425 Can't open data connection
» 426 Connection closed; transfer aborted



450 Requested file action not taken,; file unavailable (e.g., file busy)
* 451 Requested action aborted: local error in processing

» 500 Syntax error, command unrecognized
This may include errors such as command line too long.

» 501 Syntax error in parameters or arguments
» 502 Command not implemented
» 530 Not logged in

FTP Commands (NOOP)

Command: NOOP (NOOP)

Description: Thisis a nonaction command. It does nothing.
Usage: NOOP <CRLF>

Parameters: None.

Example:

SendDat a dsSocket 1, “NOOP" & vbCrlf

Comments. NOOP does not affect any parameters or previously entered commands. It
specifies no action except for the server to send an OK reply.

Return Values (bold indicates success):
» 200 Command okay

» 421 Service not available, closing control connection
This may be areply to any command if the service knows it must shut down.

» 500 Syntax error, command unrecognized

FTP Commands (PASS)

Command: PASS (Password)

Description: Sends the user’ s password to the remote system. Use after a USER
command.

Usage: PASS <Password> <CRLF>

Parameters. Password is the password of the registered user as specified by the USER
command.

Example:

SendDat a dsSocket 1, “PASS nypassword” & vbCrlf

Comments. The USER command is sent immediately after connecting to an FTP server
on port 21 after receiving aline that starts with the code 220, indicating that the server
isready for you to send it USER and PASS commands to log into the FTP server.

The PASS command should immediately follow the USER command.

If you have an account on the FTP server, you can specify your username and
password. If you would like to log in anonymously, specify “anonymous’ for the
username and your e-mail address for the password.

Return Values (bold indicates success):
» 202 Command not implemented, superfluous at this site



» 230 User logged in
» 332 Need account for login (see ACCT command)

» 421 Service not available, closing control connection
Thismay be areply to any command if the service knows it must shut down.

» 500 Syntax error, command unrecognized
This may include errors such as command line too long.

» 501 Syntax error in parameters or arguments
» 530 Not logged in

FTP Commands (PASV)

Command: PASV (Passive)
Description: Tells the server to listen for a data connection on a nonstandard port.
Usage: PASV <CRLF>

Parameters. This command requests the server-DTP to “listen” on a data port (whichis
not its default data port) and to wait for a connection rather than initiate one upon
receipt of atransfer command. The response to this command includes the host and
port address on which this server is listening.

Example:

SendDat a dsSocket 1, “PASV’ & vbCrlf

Return Values (bold indicates success):
» 227 Entering Passive Mode (h1,h2,h3,h4,p1,p2)
The return value includes aHOST-PORT specification for the data port to be
used in data connection. The argument is the concatenation of a 32-bit Internet
host address and a 16-bit TCP port address. This address information is broken
into 8-bit fields and the value of each field is transmitted as a decimal number (in
character string representation). hl isthe high-order byte of the Internet host
address and pl is the high-order byte of the port.
421 Service not available, closing control connection
This may be areply to any command if the service knows it must shut down.

» 500 Syntax error, command unrecognized
This may include errors such as command line too long.

» 501 Syntax error in parameters or arguments
» 502 Command not implemented
» 530 Not logged in

FTP Commands (PORT)

Command: PORT (Data Port)
Description: Specifies an IP address and local port for a data connection.
Usage: PORT <Socket> <CRLF>

Parameters. Socket isaHOST-PORT specification for the data port to be used in data
connection. There are defaults for both the user and server data ports, and under normal
circumstances this command and its reply are not needed. If this command is used, the
argument is the concatenation of a 32-bit Internet host address and a 16-bit TCP port
address. This address information is broken into 8-bit fields and the value of each field



Is transmitted as a decimal number (in character string representation). The fields are
separated by commas. A port command would be:

PORT h1,h2,h3,h4,p1,p2

where hl is the high-order byte of the Internet host address and plisthe
high-order byte of the local port.

Example:

SendDat a dsSocket 1, “199, 199, 199,0, 33,1” & vbCrlf
Return Values (bold indicates success):
» 200 Command OK

» 421 Service not available, closing control connection
Thismay be areply to any command if the service knows it must shut down.

» 500 Syntax error, command unrecognized
This may include errors such as command line too long.

» 501 Syntax error in parameters or arguments
» 530 Not logged in

FTP Commands (PWD)

Command: PWD (Print Working Directory)

Description: Causes the name of the current working directory to be returned in the
reply.

Usage: PWD <CRLF>

Parameters. None.

Example:

SendDat a dsSocket1l, “PWD’ & vbCrlf
Return Values (bold indicates success):
o 257 “PATHNAME” returned

» 421 Service not available, closing control connection
This may be areply to any command if the service knows it must shut down.

» 500 Syntax error, command unrecognized
This may include errors such as command line too long.

» 501 Syntax error in parameters or arguments
» 502 Command not implemented

» 550 Requested action not taken; file unavailable (e.g., file not found, no
access)

FTP Commands (QUIT)

Command: QUIT (Logout)

Description: Terminates the connection.
Usage: QUIT <CRLF>

Parameters: None.

Example:



SendDat a dsSocket1l, “QUIT" & vbCrlf

Comments: QUIT terminates the USER and if file transfer is not in progress, the server
closes the control connection. If file transfer isin progress, the connection will remain
open for result response and the server will then closeiit. If the user-processis
transferring files for several USERS but does not wish to close and then reopen
connections for each, then the REIN command should be used instead of QUIT.

An unexpected close on the control connection will cause the server to take the
effective action of an abort (ABOR) and alogout (QUIT).

Return Values (bold indicates success):
» 221 Service closing control connection
» 500 Syntax error, command unrecognized

FTP Commands (REIN)

Command: REIN (Reinitialize)
Description: Terminates a user.
Usage: REIN <CRLF>
Parameters: None.

Example:

SendDat a dsSocket1l, “REIN & vbCrlf

Comments. REIN flushes all 1/0 and account information, except to alow any transfer
in progress to be completed. All parameters are reset to the default settings and the
control connection is left open. Thisisidentical to the state in which a user finds
himself immediately after the control connection is opened. If you are going to log in
afterwards, send a REIN command before sending a USER command.

Return Values (bold indicates success):
* 120 Service ready in nnn minutes
» 220 Service ready for new user

» 421 Service not available, closing control connection
This may be areply to any command if the service knows it must shut down.

» 500 Syntax error, command unrecognized
This may include errors such as command line too long.

» 502 Command not implemented

FTP Commands (REST)

Command: REST (Restart)

Description: Identifies the data point within the file from which the file transfer will
resume.

Usage: REST <Marker> <CRLF>
Parameters. Marker represents the server marker at which file transfer isto be restarted.
Example:

SendDat a dsSocket 1, “REST 244" & vbCrlf



Comments: REST does not cause the file transfer but skips over the file to the specified
data checkpoint. REST isimmediately followed by the appropriate FTP service
command, which causes the file transfer to resume.

Return Values (bold indicates success):
* No response indicates success
350 Requested file action pending further information

» 421 Service not available, closing control connection
This may be areply to any command if the service knows it must shut down.

» 500 Syntax error, command unrecognized
This may include errors such as command line too long.

» 501 Syntax error in parameters or arguments
» 502 Command not implemented
» 530 Not logged in

FTP Commands (RETR)

Command: RETR (Retrieve)

Description: This command causes the server to transfer a copy of the file, specified in
the pathname, to the client. The status and contents of the file at the server site are
unaffected.

Usage: RETR <FileName> <CRLF>
Parameters. FileName is afully qualified path and filename at the server site.
Example:

SendDat a dsSocket1l, “RETR /pub/cgvb/ m sc/sonefile.zip” & vbCrlf
Return Vaues (bold indicates success):

* 110 Restart marker reply

In this case, the text is exact and not |eft to the particular implementation; it must
read:

MARK yyyy = mmmm

where yyyy is User-process data stream marker, and mmmm server’ s equivalent
marker (note the spaces between markers and “=").

» 125 Data connection already open; transfer starting

* 150 File status okay; about to open data connection

» 226 Closing data connection; the requested file action was successful
» 250 Requested file action okay, completed

» 421 Service not available, closing control connection
This may be areply to any command if the service knows it must shut down.

425 Can’'t open data connection

426 Connection closed; transfer aborted

450 Requested file action not taken; file unavailable (e.g., file busy)
451 Requested action aborted: local error in processing

» 500 Syntax error, command unrecognized
This may include errors such as command line too long.

» 501 Syntax error in parameters or arguments



» 504 Command not implemented for that parameter
» 530 Not logged in

» 550 Requested action not taken; file unavailable (e.g., file not found, no
access)

FTP Commands (RMD)

Command: RMD (Remove Directory)

Description: Causes the directory specified in the pathname to be removed as a
directory (if the pathname is absolute) or as a subdirectory of the current working
directory (if the pathname isrelative).

Usage: RMD <Path> <CRLF>
Parameters. Path isafully qualified path on the server side.
Example:

SendDat a dsSocket1l, “RETR /users/johnsmth” & vbCrlf
Return Values (bold indicates success):
» 250 Requested file action okay, completed

» 421 Service not available, closing control connection
This may be areply to any command if the service knows it must shut down.

» 500 Syntax error, command unrecognized
This may include errors such as command line too long.

» 501 Syntax error in parameters or arguments
» 502 Command not implemented
» 530 Not logged in

» 550 Requested action not taken; file unavailable (e.g., file not found, no
access)

FTP Commands (RNFR)

Command: RNFR (Rename From)

Description: Thefirst half of the file renaming process. Specifies the old path and
filename name of the file being renamed.

Usage: RNFR <FileName> <CRLF>
Parameters. FileName isafully qualified path and filename at the server site.
Example:

SendDat a dsSocket1l, “RNFR source.zip” & vbCrlf

RNFR must be immediately followed by a*“rename to” command (RNTO) specifying
the new path and filename.

Return Values (bold indicates success):
* No response indicates success
» 350 Requested file action pending further information

» 421 Service not available, closing control connection
This may be areply to any command if the service knows it must shut down.



* 450 Requested file action not taken; file unavailable (e.g., file busy)

» 500 Syntax error, command unrecognized
This may include errors such as command line too long.

501 Syntax error in parameters or arguments
502 Command not implemented
530 Not logged in

550 Requested action not taken; file unavailable (e.g., file not found, no
access)

FTP Commands (RNTO)

Command: RNTO (Rename To)

Description: The second half of the file renaming process. Specifies the new path and
filename of the file being renamed.

Usage: RNTO <FileName> <CRLF>
Parameters: FileNameisavalid filename at the server site.
Example:

SendDat a dsSocket1l, “RNTO destination.zip” & vbCrlf

Comments: RNTO must be preceded by a “rename from” command (RNFR). Together
RNFR and RTNO rename afile on the server.

Return Values (bold indicates success):
» 250 Requested file action okay, completed

» 421 Service not available, closing control connection
This may be areply to any command if the service knows it must shut down.

» 500 Syntax error, command unrecognized
This may include errors such as command line too long.

» 501 Syntax error in parameters or arguments

» 502 Command not implemented

503 Bad sequence of commands

530 Not logged in

532 Need account for storing files

553 Requested action not taken; file name not allowed

FTP Commands (SITE)

Command: SITE (Site parameters)

Description: SITE is used by the server to provide services specific to the system that
are essential to file transfer but not sufficiently universal to be included as commandsin
the protocol. The nature of these services and the specification of their syntax can be
stated in areply to the HELP SITE command.

Usage: SITE <String> <CRLF>
Parameters. String is any string argument.
Example:



SendDat a dsSocketl1l, “SITE chnod 646 nyfile.zip” & vbCrlf

Comments:. You could use SITE, for example, to change permission attributes of afile
using the following syntax:

SI TE CHVOD<At t ri but e><Fi | enane>
Return Values (bold indicates success):
e 200 Command okay
» 202 Command not implemented, superfluous at this site

» 500 Syntax error, command unrecognized
This may include errors such as command line too long.

» 501 Syntax error in parameters or arguments
» 530 Not logged in

FTP Commands (SMNT)

Command: SMNT (Structure Mount)

Description: Allows the user to mount another file system data structure without
atering login, accounting information, or transfer parameters.

Usage: SMNT <Path> <CRLF>
Parameters: Path is the path of another file data system.
Example:

SendDat a dsSocket1l, “SMNT /users/johnsmth” & vbCrlf
Return Values (bold indicates success):
» 202 Command not implemented, superfluous at this site
» 250 Requested file action okay, completed

421 Service not available, closing control connection
Thismay be areply to any command if the service knows it must shut down.

» 500 Syntax error, command unrecognized
This may include errors such as command line too long.

501 Syntax error in parameters or arguments
502 Command not implemented
530 Not logged in

550 Requested action not taken; file unavailable (e.g., file not found, no
access)

FTP Commands (STAT)

Command: STAT (Status)

Description: Causes a status response to be sent over the control connection in the form
of areply.

Usage: STAT [<PathName>] <CRLF>

Parameters. PathName is avalid path on the server.

Example:



SendDat a dsSocket 1, “STAT /users/johnsmth/nyfile” & vbCrlf

Comments. STAT may be sent during afile transfer (along with the Telnet |P and
Synch signals—see the RFC 959 Section on FTP Commands) in which case the server
will respond with the status of the operation in progress, or it may be sent between file
transfers. In the latter case, the command may have an argument field. If afull
pathname is specified, STAT is analogous to the list command except that data shall be
transferred over the control connection. If a partial pathname is given, the server may
respond with alist of file names or attributes associated with that specification. If no
argument is given, the server should return general status information about the server
FTP process. This should include current values of all transfer parameters and the status
of connections.

Return Values (bold indicates success):
» 211 System status, or system help reply
o 212 Directory status
» 213 File status

» 421 Service not available, closing control connection
This may be areply to any command if the service knows it must shut down.

* 450 Requested file action not taken; file unavailable (e.g., file busy)

» 500 Syntax error, command unrecognized
This may include errors such as command line too long.

» 501 Syntax error in parameters or arguments
» 502 Command not implemented
» 530 Not Logged In

FTP Commands (STOR)

Command: STOR (Store)

Description: Prepares the server to receive afile via the data connection.
Usage: STOR <FileName> <CRLF>

Parameters. FileName isafully qualified path and filename at the server site.
Example:

SendDat a dsSocketl1l, “STOR newfile.zip” & vbCrlf

Comments. The Store command causes the server to accept the data transferred viathe
data connection and to store the data as afile at the server site. If the file specified in
the pathname exists at the server site, then its contents shall be replaced by the data
being transferred. A new fileis created at the server site if the file specified in the
pathname does not already exist.

Return Values (bold indicates success):

* 110 Restart marker reply

In this case, the text is exact and not |eft to the particular implementation; it must
read:

MARK yyyy = mmmm

where yyyy is User-process data stream marker, and mmmm server’s equivalent
marker (note the spaces between markers and “=").

* 125 Data connection already open; transfer starting
* 150 File status okay; about to open data connection



» 226 Closing data connection; the requested file action was successful
» 250 Requested file action okay, completed

421 Service not available, closing control connection
This may be areply to any command if the service knows it must shut down.

» 425 Can’'t open data connection

426 Connection closed; transfer aborted

450 Requested file action not taken; file unavailable (e.g., file busy)
451 Requested action aborted; local error in processing

452 Requested action not taken; insufficient storage space in system

500 Syntax error, command unrecognized
This may include errors such as command line too long.

» 501 Syntax error in parameters or arguments

* 504 Command not implemented for that parameter
» 530 Not logged in

» 532 Need account for storing files

» 550 Requested action not taken; file unavailable (e.g., file not found, no
access)

» 551 Requested action aborted: page type unknown

» 552 Requested file action aborted
Exceeded storage alocation (for current directory or dataset).

» 553 Requested action not taken; filename not allowed

FTP Commands (STOU)

Command: STOU (Store Unique)

Description: Prepares the server to receive afile and instructs the server to save thefile
with aunique name in the target directory.

Usage: STOU <CRLF>
Parameters. None.
Example:

SendDat a dsSocket1l, “STOU " & vbCrlf

Comments: The Store Unique command works exactly like STOR except that the
resultant file isto be created in the current directory under a name unique to that
directory. The 250 Transfer Started response must include the name generated.
Return Values (bold indicates success):

* 110 Restart marker reply

In this case, the text is exact and not |eft to the particular implementation; it must
read:

MARK yyyy = mmmm

where yyyy is User-process data stream marker, and mmmm server’ s equivalent
marker (note the spaces between markers and “=").

» 125 Data connection already open; transfer starting

* 150 File status okay; about to open data connection

226 Closing data connection; the requested file action was successful



» 250 Requested file action okay, completed (unique filename included on this
line)

» 421 Service not available, closing control connection

This may be areply to any command if the service knows it must shut down.
425 Can’t open data connection

426 Connection closed; transfer aborted

450 Requested file action not taken; file unavailable (e.g., file busy)

451 Requested action aborted; local error in processing

452 Requested action not taken; insufficient storage space in system

» 500 Syntax error, command unrecognized
This may include errors such as command line too long.

» 501 Syntax error in parameters or arguments

» 504 Command not implemented for that parameter
» 530 Not logged in

» 532 Need account for storing files

» 550 Requested action not taken; file unavailable (e.g., file not found, no
access)

» 551 Requested action aborted; page type unknown

» 552 Requested file action aborted; exceeded storage allocation (for current
directory or dataset)

» 553 Requested action not taken; filename not allowed

FTP Commands (STRU)

Command: STRU (File Structure)
Description: Specifies the structure type of transmitted data.
Usage: STRU <StructureType> <CRLF>
Parameters. StructureType is one of the following ASCII characters:
F—File structure (default)
R—Record structure
P—Page structure
See RFC 959 for information on using nonfile structures.
Example:

SendDat a dsSocketl, “STRU R & vbCrlf
Return Values (bold indicates success):
» 200 Command okay

» 421 Service not available, closing control connection
This may be areply to any command if the service knows it must shut down.

» 500 Syntax error, command unrecognized
This may include errors such as command line too long.

» 501 Syntax error in parameters or arguments
» 504 Command not implemented for that parameter
» 530 Not logged in



FTP Commands (SYST)

Command: SY ST (System)

Description: SY ST is used to find out the type of operating system at the server.
Usage: SYST <CRLF>

Parameters; None.

Example:

SendDat a dsSocket 1, “SYST” & vbCrlf

Comments. Supposedly, the reply has asits first word one of the system names listed in
the current version of the Assigned Numbers document [4]. However, | don't seethisas
being something you can count on. New systems are popping up all thetime. The
public documentation may or may not keep up with it.

Return Vaues (bold indicates success):

* 215 NAME system type
NAME is an official system name from thelist in the Assigned Numbers
document.

» 421 Service not available, closing control connection
This may be areply to any command if the service knows it must shut down.

» 500 Syntax error, command unrecognized
This may include errors such as command line too long.

» 501 Syntax error in parameters or arguments
» 502 Command not implemented

FTP Commands (TYPE)

Command: TY PE (Representation Type)
Description: Determines how data will be transmitted.
Usage: TY PE <DataType Code> <CRLF>

Parameters. DataType Code isan ASCII character (or characters) that identifies a data
representation type.

Example:

-- Set binary node
SendDat a dsSocket1l, “TYPE |” & vbCrlf

Comments:. Typicaly you will use the TY PE command to toggle ASCII or binary
mode (Image). Use the image type when sending and receiving files of any kind. Use
the ASCII type only when transmitting text.

Several typestake a second parameter. The first parameter is denoted by asingle ASCII
character, asisthe second Format parameter for ASCII and EBCDIC; the second
parameter for local byte is adecimal integer to indicate Byte size. The parameters are
separated by a <SP> (Space, ASCII code 32).

The following codes are assigned for type:
A—ASCII *

E—EBCDIC *

|—Image (use this for binary file transfers)



L <byte size>—L ocal byte Byte size

*—A and E types take any one of these three second Parameters:
N—Nonprint

T—Telnet format effectors

C—Carriage Control (ASA)

The default representation type is ASCII Nonprint. If the Format parameter is changed,
and later just the first argument is changed, Format then returns to the Nonprint default.

Return Values (bold indicates success):
» 200 Command okay

» 421 Service not available, closing control connection
This may be areply to any command if the service knows it must shut down.

» 500 Syntax error, command unrecognized
This may include errors such as command line too long.

» 501 Syntax error in parameters or arguments
* 504 Command not implemented for that parameter
» 530 Not logged in

FTP Commands (USER)

Command: USER (User Name)

Description: Specifies the user’s name on the remote system. Use with the PASS
command to log in.

Usage: USER <UserName> <CRLF>
Parameters. UserName is the name of the registered user on the FTP system.
Example:

SendDat a dsSocket1l, “USER johns” & vbCrlf

Comments. The USER command is sent immediately after connecting to an FTP server
on port 21 after receiving aline that starts with the code 220, indicating that the server
isready for you to send it USER and PASS commands to log into the FTP server.

The PASS command should immediately follow the USER command.

If you have an account on the FTP server, you can specify your username and
password. If you would like to log in anonymously, specify “anonymous’ for the
username and your e-mail address for the password.

Y ou can send the USER and PASS commands at any time during the session to change
control to anew user.

Return Values (bold indicates success):
e 230 User logged in
331 Username okay, need password
» 332 Need account for login

» 421 Service not available, closing control connection
This may be areply to any command if the service knows it must shut down.

» 500 Syntax error, command unrecognized
This may include errors such as command line too long.



» 501 Syntax error in parameters or arguments
» 530 Not logged in
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WHAT'S ON THE CD-ROM?

Sample Code

The sample codeisinstalled in the default directory under the \Sample Code
folder. All code will runin both Visual Basic 5.0 and 6.0, with the exception
of the WebClasses folder, which contains a WebClass. WebClasses are only
supported in Visual Basic 6.0.

If you have issues around the sample code, please check the web site
(carl.franklins.net/vbip) before you send me email. Y ou may find the answer
there.

Dolphin Systems’ dsSocket TCP/IP Control

This book includes the demo version 1.90 of Dolphin Systems dsSocket
control for Winsock communications. Although all of the sample codeis
written with dsSocket, the cflnternet objects (which provide complete
functionality of FTP, SMTP, POP3, and NNTP) can use either dsSocket or the
Microsoft Winsock control. See Chapter 9 for details.

Internet Protocol Documentation (RFC Database)

Just likein the VB 4.0 version of this book, | have included all the RFC
(Request For Comments) documents up to January 24, 1999. The RFC
documents are the blueprints of Internet Protocols. They describe how
different protocols and utilities work. Y ou can use these as a reference when
programming code for any of the protocols on the Internet. For example, if you
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want to write a custom control for Internet Relay Chat you can look up the
RFC document that describes how IRC works, and formulate your code from
the protocol laid out in the document.

The RFCFind program isinstalled in the default directory. It lets you search
through all the RFC documents, which are stored in an MDB file (Microsoft
Access).

Music

| had lots of fun with the last book. | put three songs on it that | had recorded
and performed. In the same spirit | offer “Bye Bye Blackbird,” my
arrangement of the famous Henderson and Dixon standard. This was a 3:00
am. inspiration that | recorded in my home studio. It has only three
instruments: bass guitar, rhythm guitar, and lead guitar. But, it really came out
guite good. Enjoy!
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a?2d WILDMAT search, 68
ABOR FTP command, 379-380
Accessfiles, 254. See dso files
ACCT FTP command, 380-381
ACME.HTM code, 234-238
Active Data Objects (ADO) databases, 262
Active Server Pages (ASP). See ASP (Active Server Pages)
activetimesfiles, 342
ActiveX controls, 15, 201, 211. See also cf Socket; dsSocket
Add Custom Controls window, 16, 17
addresses
e-mail, 99, 107-108, 113-114, 360, 368—-369
IP, 9, 18, 19, 176, 393-394
URL, 176-177
ADO databases, 262
ALLO FTP command, 381-382
Altavista search engine, 231
AmericaOnling, 93, 94
anchors, HTML, 175, 237
anonymous FTP sites, 139, 142, 146, 154
answering sockets, 25
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APPE FTP command, 164, 382—383
application code, demonstration
ACME.HTM, 234-238
FTPDEMO, 150-152
MAP, 194-198
NetPaper, 198
NNTP.VBP, 76-98POP3.VBP, 119-124
Samplel, 2024
SERVERTEST, 29-31
SetTime, 5862
WebDemo, 182-188
Application Layer
OSl Moddl, 8
TCP/IPmoddl, 12, 14
applications, server
cfServer Application, 311-316
modification of, 312—316
remote data access and, 318-329
unsolicited commands and, 316-318
1S Applications, 266-275
debugging features, 273-274
WebClass Designer, 267-268
Webltems, 268-273
archives, Usenet, 92
ARPANET, 63
ARTICLE NNTP command, 331-332
articles, Usenet
archiving, 92
headers
format of, 72
retrieving, 79-82, 331-332, 352-353
searching by, 90-91, 356-357
information on, 83, 338-339, 354-355
listing, 77, 219-220
message numbers, 65, 89
Messagel Ds, 65, 221
posting, 76, 78, 84-86, 221222, 350-351
replying to, 86-87
retrieving, 82—83, 219-221, 331-332, 349-350
selecting, 339-340



text format of, 71-72

viewing methods, 77, 78

WILDMAT searches of, 6869, 838

XPAT searches of, 90-91, 356-357
ASCII files

changing FTPto binary, 144

decoding datafrom, 134

encoding data as, 129-133
ASP (Active Server Pages), 257—266

as CGl dternative, 246

COM objects and, 260—261

compared to HTML pages, 258-260

data, receiving, 263-265

data, sending, 265—266

database access and, 262—263

Webltems, manual calling of, 274-275
attributes, FTP file or directory, 142
AUTHINFO GENERIC NNTP command, 335-336
AUTHINFO NNTP command, 332-334
AUTHINFO SIMPLE NNTP command, 334-335
authorization POP3 states, 117, 118
AutoDelete property, POP3, 227

B
BBS (Bulletin Board Systems), 63
BIN FTP command, 144
binary files
decoding, 134
dsSocket settings for, 33, 34
encoding, 129-133, 134-136
FTP settings for, 144, 153
blocking, Winsock error, 32—-33
browsers, Web, 140, 146, 173, 182
btnAction_Click event procedure, 26, 27
Bulletin Board Systems (BBS), 63
buttons, Submit, 190, 234, 238
BYE FTP command, 145
bytes
FTP server alocation of, 381-382
octets as, 115



C
Carl & Gary’sVisual Basic Home Page, 139, 146, 152, 179-181, 233
CD FTP command, 143
CDUP FTP command, 384
cfFTP objects, 152, 171, 228-230
cfInternet objects, 211, 212
cfFTP, 152, 171, 228-230
cfinternetDS, 211
cfinternetMS, 211
cfNNTP, 91, 216222
cfPOP3, 137, 224-228
cfSMTP, 137, 222-224
object classesin, 211, 212
sample group projects, 216
cfInternetDS objects, 211
cfInternetM S objects, 211
cfMsg Class, 216, 219-220, 227
cfNNTP objects, 91, 216222
cfPOP3 objects, 137, 224-228
cfServer Application, 311-316
modification of, 312-316
remote data access and, 318-329
unsolicited commands and, 316-318
cfSMTP objects, 137, 222-224
cfSockClient, 278-282
applications of, 284—285
client/server model, 282283
data, receiving, 299-304
data, sending, 293-299
declarations, 285-289
files, receiving, 309-311
files, sending, 305-308
initialization, 289-290
registration, 283-284
remote data access and, 318-329
server connections with, 290293
unsolicited commands and, 316-318
cfSocket
cfData, 278-282
cfServer Application, 311-316



cfSockClient. See cfSockClient
cfWinsock objects, 211-216
cfWinsockDS, 211-215
cfWinsockMS, 211, 214-215
Control property of, 215-216
CGI (Common Gateway Interface)
aternatives to, 246247
application speed and, 232-233
background, 188189
CGl4VvB, 231-247
See also ASP (Active Server Pages)
CGI_Main subroutine, 239, 241-245
CGl4VB, 231-247
background, 231-232
CGI_Main subroutine, 239, 241-245
CGI4VB.BAS module, 239-241
HTML data, receiving, 241-245
HTML data, sending, 245-246
Inter_Main subroutine, 239
characters
encoding HTTP, 191
end-of-line, 33
CICA shareware library, 139
class modules, 205
classes, object, 202
Close dsSocket method, 27
code debugging tools, FTP, 155-157
Coke machine application, 57
collections, object, 207—209
COM objects, 260-261
command line debugging options, 46
command line syntax
FTP protocol, 148, 153
HTTP protocol, 182
NNTP protocol, 6668, 332
POP3 protocol, 114, 117
SMTP protocol, 95, 96, 98
Command mode, POP3, 226-227
Command$ function, 46
Commandl_Click command, 38



commercia Internet networks, 93-94

Common Gateway Interface (CGl). See CGI (Common Gateway
Interface)

Complete variable, 38

Components window, 16, 17

CompuServe, 93, 94

Content field, HTTP response header, 182, 191
control connection, FTP, 146, 147, 395-396
controls, defined, 201

custom events, Webltem, 272—273

Custom Tags, HTML Template, 271-272
Custom Webltems, 268, 273

CWD FTP command, 154, 164, 384-385

D

data
encoding/decoding, 129-134, 407-408
loss of, 33
receiving

from ASP forms, 263-265
binary files, 33, 34
with cfSockClient, 299-304
with dsSocket, 3343
flag variables and, 36-38
from HTML forms, 188, 241245, 250-251
sending
ASP form responses, 265-266
with cfSockClient, 293299
with dsSocket, 32—33
HTML form responses, 188, 245-246
data connection, FTP, 146, 147, 164-168, 392—395, 403-404
DataLink Layer, OSl Model, 7-8
DATA SMTP command, 108-109, 359-360
data sockets, 25
Datastring array, 38
databases
accessing with ASP, 262-263
processing ASP data into, 263-265
remote access to, 318-329
responding to ASP data, 265-266
DataSource, creating, 254



Datefield, HTTP response header, 182
DATE NNTP command, 336-337
DDE programming, 3, 4
dead links, World Wide Web, 175
debugging
command line options, 46
Debug.Print error trapping, 47
error log reporting, 47-48
DELE command
FTP protocol, 385-386
POP3 protocol, 117, 118, 371-372
Desaware, Inc., 16, 282
Designer, WebClass, 267-268
DIR FTP command, 142, 143
directories
FTP
changing, 143-144, 154, 164, 228, 384-385
creating new, 388-389
listing, 142-143, 153, 166-168, 228-229, 389-390
removing, 398
HTTP, 175
discussion groups, Usenet. See newsgroups, Usenet
distributions file, Usenet article, 342—-344
DNS service, 26
DoEventsloop, 33, 38
Dolphin Systems, 15
Domain Name System (DNS) service, 26
domain names, 9, 55-56, 99, 176-177. See also addresses
downloading
data
from ASP forms, 263-265
with cfSockClient, 299-304
with dsSocket, 33-43
from HTML forms, 188, 241-245, 250-251
FTPfiles
with cfFTP object, 229-230
with FTP application, 144
with FTP protocol, 153, 154, 170-171, 397-398
draft-barber-nntp-imp-0L1.txt, 66, 68—69
dssData control array, 28-29



DSSOCK.BAS module, 18
DSSOCK32.0CX, 16
DSSOCK32.TLB, 16
dsSocket
cfWinsockDS object, 211-215
creating new objectsin, 211-212
data, receiving, 3343
data, sending, 32-33
DSSOCK.BAS module, 18
installing and loading, 16
IsDotAddress function, 18
multiple server connections and, 28-31
ParseString function, 19, 76
shareware vs. registered, 15
socket connections, 18, 2027
socket disconnection, 27-28
UDP support by, 48-50
See also specific Internet protocols;, Winsock programming
dsSocketl Accept event procedure, 26
dsSocketl Listen event procedure, 26
dsSocketl Receive event procedure, 107
dsSocket2 Close event procedure, 27

E
e-mall
addresses, 99, 107-108, 113-114, 360
error handling, 114
headers, retrieving, 125-127, 372, 376
messages
deleting, 117, 118, 371-372
displaying, 128-129
forwarding, 112
ID listings of, 377
replying to, 364
retrieving, 127-129, 137, 224-228, 374
sending, 107-111, 137, 222-224, 359-360, 365-367
POP3 protocol for, 114-129
SMTP protocol for, 94-114
types of, 93-94
usernames, 115, 118, 124, 377-378
UU encoding/decoding of, 129-136



See also POP3 protocol; SMTP protocol
electronic mail. See e-mail
EMWAC, 232
End dsWinsock statement, 27-28
end-of-line characters, 33
EOL Char property, 33
error 21035, 32-33
error handling
FTP protocol, 155-157, 230
HTTP protocol, 246
SMTP protocol, 114
UDP lack of, 49
Winsock, 3233, 43-45
command line options, 46
error codes, 44-45
error log reporting, 47-48
error trapping, 47
informing users of, 4647
Eudora, 94
European Microsoft Windows NT Academic Center (EMWAC), 232
events, object, 205
EXPAND SMTP command, 360

F
FIDONEet, 63
fields

HTML form, 237-238

Usenet article header, 90
file structure

mounting, 401

specifying, 405-406
File Transfer Protocol. See FTP protocol
FileName$, 153
files

binary, sending, 129-136

FTP

deleting, 385-386

downloading, 144-145, 153, 154, 170-171, 229-230,
397-398

filtering, 153, 166168
renaming, 398400



saving, 404405
uploading, 145, 155, 168-170, 230
HTTP
downloading, 175, 182-188, 309-311
uploading, 305-308
See dso data
FINGER protocol, 56-58
flags, receiving data with
event-driven processing, 3943
loop-driven processing, 36-39
<FORM> HTML tag, 237
Form_Load events, 19, 25
Form_Unload events, 25-26
Format$ function, 296
forms, ASP
compared to HTML, 258-260
downloading data from, 263—-265
uploading data to, 265266
See also Active Server Pages (ASP)
forms, HTML
access methods, 188-191
ACME form HTML source, 234-238
calling IDC script from, 252—254
downloading data from, 188, 241-245, 250-251
field definitions on, 191, 237-238
HTML Template Webltems, 268-273
setting features of, 189, 236-237
Submit buttons and, 190, 238
TIGER Mapping Service (TMS), 191-194, 198
uploading data to, 188, 245-246
forwarding e-mail messages, 112
FTP applications
commands, displaying, 145
directories, changing, 143-144
directories, listing, 142-143
file access issues, 142-143
files, downloading, 144, 145, 146
files, uploading, 145
FTPDEMO.VBP sample, 150-152
protocol vs. application, 140-141



sessions, ending, 145
sessions, starting, 141-142
See also FTP protocol
FTP protocol
aborting commands, 379-380
account types, 139
allocating bytes on server, 381-382
anonymous, 139, 142, 154, 228
cfFTP object, 152, 171, 228-230
command line syntax, 148, 153
commands, listing of, 148, 379-409
control connections, 146, 147, 395-396
data connections, 146, 147, 164-168, 392—-395, 403-404
debugging code, 155-157
directories
changing, 154, 164, 384-385
creating new, 388-389
listing, 153, 166168, 387—-388, 389-390
removing, 398
dual port system of, 146, 147
error logs, 155-157
error messages, 230
file structure
mounting, 401
specifying, 405-406
files
deleting, 385-386
downloading, 144, 153, 154, 170-171, 397-398
filtering, 153, 166168
renaming, 398400
saving, 404405
uploading, 145, 155, 168-170
FTP.EXE module, 139, 140
help information, 145, 386-387
inconsistenciesin, 146147
Internet Drafts Shadow Directory, 66

Internet Information Server (11S) and. See Internet Information
Server (115)

objectives of, 140
protocol vs. application, 140-141



server connections/disconnections, 147, 157-160, 164, 228,
394-395

server reply codes, 148-150, 151
as software application, 139-140
text display options, 152
Unix wildcard filespecs, 166—168
See dso FTP applications
FTPCommand$, 153
FTPDEMO.VBP sample, 150-152
FTPLogon command, 152, 157-159, 228

G

gateway programs, 188-189. See also CGIl (Common Gateway
Interface)

GET

FTP command, 144

HTTP command, 178, 182-185, 241
GetFile Method, cfSockClient, 309-311
GetFileFromURL FTP command, 154
GIFTOOL utility, 237
gnPassiveMode variable, 164-165
Gopher servers, 2
GROUP NNTP command, 66, 69, 73-75, 337-338
groups, sample projects, 216
gszCommand, 100

H
HAS POP3 string, 118, 125
HEAD HTTP command, 178
headers
e-mail, 125-127, 227, 372, 376
HTTP message, 178-179, 245-246
HTTP response, 181-182
Usenet article
creating, 84
fieldsin, 90
format of, 71, 72
retrieving, 79-82, 331-332, 352—353, 356-357
searching by, 90-91
HELLO SMTP command, 99, 361
HELP command



FTP protocol, 145, 386-387
NNTP protocol, 338
SMTP protocol, 361-362
Host To Host Transport Layer, TCP/IP model, 12, 13
HTM files, IDC and, 250
HTML Extension files, 256257
HTML forms
access methods, 188-191
ACME form HTML source, 234-238
calling IDC script from, 252—254
data
receiving from, 188, 241-245, 250-251
sending to, 188, 245-246
field definitions on, 191, 237-238
HTML Template Webltems, 268-273, 274-275
setting features of, 189, 236-237
Submit buttons and, 190, 234, 238
TIGER Mapping Service (TMS), 191-194, 198
HTML Sourcebook, 177, 198
HTML tags, 174, 175, 185-188, 189, 238, 271. See also specific tags
HTML Template Webltems, 268-273
custom events, 272-273
Custom Tags, 271-272
http://, 176
HTTP protocol
CGlI and, 188-189, 231-232
CGI4VB freeware and, 231-233, 239-247
command line syntax, 182
headers
HTTP message, 178-179, 245-246
HTTP response, 181-182
HTML formsand, 188-191, 234238
HTTP servers
accessing, 182-188
inexpensive, 232
server responses, 179-182, 246
World Wide Web and, 174-175

Internet Information Server (11S) and. See 11S (Internet
Information Server)

MAP sample program, 194-198



NetPaper sample program, 198
programming tips, 198
TIGER Mapping Service (TMS), 191-194, 198
URL addresses, 176-177
variable names, 254-257
Web page access methods, 178-179
WebDemo sample project, 182-188, 182—-188
World Wide Web and, 173-174, 173-174
HTX files, IDC and, 251, 253-254
hypertext, 2. See also HTML forms; HTML tags
Hypertext Transfer Protocol. See HTTP protocol

I
IDC (Internet Database Connector), 249, 250-251
file typesin, 250-257
HTM files and, 250
HTTP variables, 254-257
HTX files, 251, 253-254
IDC files, 250-251
IHAVE NNTP command, 338-339
1S Applications, 266-275
debugging features, 273-274
WebClass Designer, 267-268
Webltems, 268-273
Custom, 268, 273
HTML Template, 268-273
I1S (Internet Information Server). See Internet Information Server (11S)
images, HTML, 237
index files, 28-29, 353-354
<INPUT> HTML tag, 238, 271
installation, dsSocket, 16
Inter_Main subroutine, CGlI, 239
Internet
commercial networks for, 93-94
lack of organization of, 2
See also Internet protocols; World Wide Web

Internet Database Connector (IDC). See IDC (Internet Database
Connector)

Internet Drafts, 66
Internet Information Server (11S), 173, 232, 249-275
Active Server Pages (ASP), 257—266



COM objects and, 260-261
database access and, 262—263
form data, receiving, 263265
form responses, sending, 265-266
vs. HTML pages, 258-260
architecture of, 249-250
Internet Database Connector (IDC), 249
architecture of, 250-251
filetypesin, 252—253
HTTP variables and, 254-257
Internet Server API (ISAPI), 249
WebClasses, 266275
debugging features, 273-274
WebClass Designer, 267-268
Webltems, 268273
Internet Layer, TCP/IP model, 12-13
Internet mail. See e-mail
Internet Protocol (1P). See IP (Internet Protocol)
Internet protocols
explained, 56
FINGER, 56-58
FTP, 66, 139-171, 228-230
HTTP, 174-198, 231247
NNTP, 64-71, 73-98, 216-222, 331-357
NTP, 53-54, 58-62, 337
POP3, 371-378
SMTP, 134-137, 222224, 359-369
UDP, 13-14, 48-50
UUCP, 63
WHOIS, 55-56
Internet Server APl (ISAPI), 249
Internet Service Providers (1SPs), 94InterNIC, 6, 9, 55
IP (Internet Protocol), 8
addresses, 9, 18, 19, 176, 393-394
ports, 9-10, 25
FTP protocol, 146, 147
HTTP protocol, 174, 176
NNTP protocol, 65
SMTP protocol, 94-95
ISAPI (Internet Server API), 249



IsDotAddress function, 18
| SPs (Internet Service Providers), 94

L
LAST NNTP command, 339-340
Last-modified field, HTTP response header, 182
L eft$ function, 107
line mode, dsSocket, 33-34
LineMode property, 33
Linger property, 27
LINK HTTP method, 178
links, HTML, 2, 175
LIST ACTIVE NNTP command, 87-88, 340-341
LIST ACTIVE.TIMES NNTP command, 342
list box article display, 83
LIST command
FTP protocol, 164, 166, 387-388
NNTP protocol, 87, 340-341
POP3 protocol, 114, 115, 118, 372
LIST DISTRIBUTIONS NNTP command, 342—343
LIST NEWSGROUPS NNTP command, 89, 344-345
LIST OVERVIEW.FMT NNTP command, 345
LIST SUBSCRIPTIONS NNTP command, 346
Listen method, 25
Listen utility, 176-177
LISTGROUP NNTP command, 89, 346-347
listing
articles, Usenet, 76, 77, 83
directories, FTP, 143-144, 387—388, 389-390
newsgroups, Usenet, 87-89, 340-347
NNTP commands, 338
Local Area Networks (LANS), 8
LocalDotAddr property, 19
L ocalName property, 19
L ocal Port property, 25
log files, error, 155-157

M

machine names, URLs and, 176

mail server addresses, 94

MAIL SMTP command, 96, 107, 111, 362



mailing lists, verifying, 360

Maildlots, 4

mapping, HTML
MAP sample program, 194-198
TIGER Web site, 191-194, 198

message headers, HTTP, 178-179, 245-246

message numbers, NNTP, 65

Messagel Ds, NNTP, 65, 221

messages, e-mail
deleting, 117, 118, 371-372
displaying, 128-129
forwarding, 112
headers, retrieving, 125-127, 372, 376
ID listings of, 377
retrieving, 127-129, 137, 224228, 374
sending, 107-111, 137, 222—224, 359-360, 364, 365-367
See dso e-mall

MESSAGES POPS3 string, 118, 125

method field, HTTP header, 178

methods, object, 205

Microsoft Internet Explorer, 173

Microsoft Internet Information Server. See Internet Information Server
(S

Microsoft Network, 93
Microsoft Office, 203
Microsoft Outlook Express, 94
Microsoft Windows API, 201

Microsoft Windows NT Server, 190. See also Internet Information
Server (11S)

Microsoft Windows NT Workstation, 249, 267

Microsoft Winsock ActiveX controls, 15, 211. See also ActivexX
controls; cfSocket; dsSocket

Microsoft Word, 203

MIME protocol, 182

MKD FTP command, 388-389

MODE FTP command, 389

MODE QUERY NNTP command, 347-348
MODE READER NNTP command, 347-348
multiple server connections, 28-31

N



name resolution, |P address, 10-11, 19, 176
nCode variable, 80
nCommandMode flag, 82
nCurMessage variable, 125
NetPaper sample program, 198
Netscape servers, 232
Netscape Web browser, 173
Network Access Layer, 8, 12
Network News Transfer Protocol. See NNTP protocol
Network Time Protocol (NTP), 53-54, 58-62, 337
NEWGROUPS NNTP command, 348-349
news articles, Usenet. See articles, Usenet
Newsgroup NNTP field, 222
newsgroups, Usenet, 63
descriptions of, 88-89, 344-345, 351-352
listing, 87-88, 219, 340-347
masking, 218
retrieving, 348-349
selecting, 66, 69, 218-219, 337-338
NLST FTP command, 164, 389-390
NNTP protocol, 64-71
cfNNTP object, 216-222
cfNntp.cls Usenet access, 91
command line syntax, 66—68, 332
commands, listing of, 331-357
dsSocket programming of, 73—75
message numbers, 65
Messagel Ds, 65, 221
newsreader application, 76-98
password/username authentication, 332—336
port numbers, 65
sample application code, 73-75
server connections, 76, 79
server responses, 6971
versions of, 65-66
See also Usenet news
NNTP.VBP program, 76-98
NOOP command
FTP protocol, 391
POP3 protocol, 118, 372-373



SMTP protocol, 363
nSendFileAsMsg function, 134-136
NT Options Pack, 267

NTP (Network Time Protocol), 53-54, 5862, 337

numbers, Socket Identifier, 2627
NumLinesReceived variable, 38

@
objects, Visua Basic, 201-210
advantages of, 203-204
analogies to, 204-205
cfInternet, 211, 212
cfFTP, 152, 171, 228-230
cfInternetM S, 211
cfNNTP, 91, 216222
cfPOP3, 137, 224228
cfSMTP, 222-224
object classesin, 211, 212
sample group projects, 216
cfWinsock, 211-216
cfWinsockDS, 211-215
cfWinsockMS, 211, 214-215
Control property of, 215-216
class modules, 205
classes, 202
collections, 207-209
creating new, 205-206
events, 205
explained, 201
as extended Type variables, 202-204
methods, 205
properties, 205, 206207
references, adding, 215
octets, 115
ODBC data sources, 250, 254

ODBCTest client application, 328-329

remote data access and, 318-329
ODBC_CLOSE command, 327-328
ODBC_OPEN command, 318-326
ODBC_QUERY command, 326-327

ODBC_CLOSE command, 327-328



ODBC_OPEN command, 318-326
ODBC_QUERY command, 326-327
OLE objects, COM abjects as, 260

On Error Resume Next, 25, 28

OPEN FTP command, 141

operating system, identifying, 406407
Operation Would Block Winsock error, 32—-33
<OPTION> HTML tag, 238, 271
Option Pack files, 267

OSl| Modsdl, 6-8

overview.fmt files, 345

)

packets, 8

parsers, HTML, 185

ParseString function, 19, 76

PASS command
FTP protocol, 391-392
POP3 protocoal, 115, 118, 124, 373

passwords
e-mail, 115, 118, 124, 373, 377-378
FTP servers, 142, 332-336, 391-392
Usenet news, 332—-336

PASV FTP command, 147, 164-165, 168, 392—-393

Peer Web Services, 249, 267

Pegasus, 94

Pepsi machine application, 57

Perl, 231

Physical Layer, OSl Model, 7-8

POP3 protocol, 114-129, 357
authorization states, 117, 118
AutoDelete property, 227
cfPOP3 objects, 137, 224-228
command line syntax, 114, 117
Command mode, 226227
commands, listing of, 371-378
logging off of server, 373-374
logging on to server, 124-125
mailboxes

drop listings, 375



resetting, 374-375
sample application code, 119-124
server responses, 115-117, 118
session states, 117-119
transaction mode, 117, 118-119, 226227
See a'so e-mail; SMTP protocol
POP3.VBP sample application, 119-124
PORT FTP command, 147, 164-166, 168, 393-394
port numbers, 9-10, 25
FTP protocol, 146, 147
HTTP protocol, 174, 176
L ocal Port property, 25
SMTP protocol, 94-95
POST command
HTTP command, 178, 188, 191, 241, 242-244
NNTP protocol, 84
Post Office Protocol (POP3). See POP3 protocol
posting Usenet articles, 76, 78, 84-86, 221222, 350-351
Presentation Layer, OSI Model, 8
private FTP accounts, 139
ProcessCommand routing
ODBCServ, 318-326
SFServer, 312-316
Prodigy, 93
properties
dsSocket, 19, 25, 26, 27, 31, 33
object, 205, 206207
protocol stacks, 6-8
protocols, Internet
explained, 56
FINGER, 56-58
FTP, 66, 139-171, 228-230
HTTP, 174-198, 231-247
NNTP, 64-71, 73-98, 216-222, 331-357
NTP, 53-54, 58-62, 337
POP3, 371-378
SMTP, 94-114, 134-137, 222224, 359-369
UDP, 13-14, 48-50
UUCP, 63
WHOIS, 55-56



public access FTP, 139, 142, 146, 154
Public Data As New cfData statement, 288
PUT HTTP command, 178, 188

PWD FTP command, 394

Q

gueries, sending SQL, 326-328

QUIT command
FTP protocol, 394-395
POP3 protocol, 118, 119, 373-374
SMTP protocol, 96, 100, 363—-364

R
RCPT SMTP command, 107-108, 112
Receive events, dsSocket, 33
ReceiveCommand event, cfSockClient, 316-318
RECIPIENT SMTP command, 364-365
RecvBlock property, 33
redirection, email, 112
references, object, 215
registration
of dsSocket TCP/IP control, 16
of dsSocket Type Library (.TLB), 16, 18
REIN FTP commands, 395-396
remote data access, 318-329
RemoteDotAddr property, 26
RemoteName property, 26
RemotePort property, 26
Reply-To header, 8687
representation type, data, 407-408
request field, HTTP header, 178
Request For Comments (RFC). See RFCs
request header, HTTP, 178
request message, HTTP, 178, 179
RESET SMTP command, 364-365
response header, HTTP, 179-180
responses, server
FTP protocol, 148-150, 151
HTTP protocol, 179-182, 246
NNTP protocol, 2027, 69-71, 91
POP3 protocol, 115-117, 118



SMTP protocol, 96-98
REST FTP command, 396
result message, HTTP, 179
RETR command
FTP protocol, 153, 154, 164, 170-171, 397-398
POP3 protocol, 114, 117, 118, 127-129, 374
retrieving
article headers, 79-82, 331-332, 356357
articles, 82-83, 219221, 331-332, 349-350
e-mail headers, 125-127
e-mail messages, 127-129
newsgroups, 348-349
RFCs, 6
RFC 1725, 115, 371
RFC 821, 96, 359
RFC 850, 72
RFC 929, 379
RFC 959, 140, 147, 148
RFC 977, 64, 6566, 331
RMD FTP command, 398
RNFR FTP command, 398-399
RNTO FTP command, 399-400
RSET POP3 command, 119, 374-375

S
SAML SMTP command, 111
sample application code. See application code, demonstration
Samplel dsSocket application, 21-27
scripts, IDC and, 250-251
scrollbar objects, 201
search wildcards
Unix, 166-168
WILDMAT, 6869, 88
XPAT, 90-91
Select Case statement, 34-35
Select fields, HTML form, 238
<SELECT> HTML tag, 238, 271
SEND and MAIL SMTP command, 365-366
SEND or MAIL SMTP command, 367
SEND SMTP command, 100, 107, 111, 366
SendBrainDead SMTP example, 98-99



SendCommand property, cfSockClient, 293—299
SendData routine, dsSocket, 32—33
SendFile method, cfSockClient, 305-308
SendFile routine, FTP protocol, 155, 168-170
SendFTPCommand routine, 145, 153, 155, 160-164, 168
server applications
cfServer Application, 311-316
modifying, 312-316
remote data access and, 318-329
unsolicited commands and, 316-318
1S Applications, 266-275
debugging features, 273-274
WebClass Designer, 267-268
Webltems, 268-273
server connections
with cfSockClient, 290-293
dsSocket example, 20-27
errorsin Winsock, 26
FTP, 141-142, 147
HTTP, 182-188
multiple, 28-31
NNTP, 76, 79
POP3, 124-125
SMTP, 94-96
verification of, 31
server disconnections
dsSocket example, 27-28
FTP, 145, 394-395
SMTP, 99-107
Server field, HTTP response header, 182
server responses
FTP, 148-150, 151
HTTP, 179-182, 246
NNTP, 20-27, 69-71, 91
POP3, 115-117, 118
SMTP, 96-98
server-side programming. See CGl4VB
SERVERTEST.VBP, 29-31
Session Layer, OSI Model, 8
Simple Mail Transport Protocol (SMTP). See SMTP protocol



SITE FTP command, 400401
site parameters, server, 400401
SMNT FTP command, 401
SMTP protocol, 94-114
address verification, 113-114
binary files, sending, 134-136
cfSMTP objects, 137, 222-224
command line syntax, 95, 96, 98
commands, listing of, 359-369
e-mail messages
deleting, 117, 118, 371-372
displaying, 128-129
error handling, 114
headers, retrieving, 125-127, 372, 376
sending, 107-111, 137, 222—224, 359-360, 364—367
error handling, 114
initiating transactions, 359, 361, 362—363, 364—365
port number for, 9495
sample session, 95-96
sender/receiver roles, switching, 367-368
sending
UU encoding/decoding of, 129-136
sending-blind example, 9899
server connections/disconnections, 99-107, 363—-364
server reply codes, 96-98
usernames, 115, 118, 124, 377-378
SOCK_ERR_CLOSED error, 45
Socket Identifier number, 2627
SocketConnect function, 18
SocketlD argument, 26-27
sockets
answering, 25
closing properly, 25-26
connection/disconnection example, 2028
data, 25
defined, 11-12
L ocal Port property, 25
SOML SMTP command, 107, 111
Spyworks, 16, 282
stack, protocol, 6-8



STAT command
FTP protocol, 401402
POP3 protocol, 115, 119, 375
State property, 31
states, POP3
authorization, 117, 118
transaction, 117, 118-119, 226-227
update, 117, 119
Static keyword, 35
Static variables, 80, 82
status response, sending, 401402
STOR FTP command, 153, 164, 168, 403404
STOU FTP command, 153, 164, 168, 404—405
string parsing code, 75-76
strings, WHOIS protocol, 55
STRU FTP command, 405406
Submit buttons, forms and, 190, 234, 238
subscriptions, listing newsgroup, 346
syntax, command line
FTP protocol, 148, 153
HTTP protocol, 182
NNTP protocol, 6668, 332
POP3 protocol, 114, 117
SMTP protocoal, 95, 96, 98
SY ST FTP command, 406-407
szCompleteM sg string, 98, 99
szDate variable, 82
szReceived string variable, 128
szSender variable, 82
szStripHTML function, 185-188
szSubject variable, 82

T
TagPrefix Webltem property, 271
tags, HTML, 174, 175, 185-188, 189, 238, 271
TCI shell, 231
TCP/IP model, 12-14
TCP/IP Network Administration, Hunt's, 14
TCP/IP protocol suite, 8

FTP implementation of, 139

TCP/IP control, 16



vs. UDP protocol, 13-14, 48-50
See also specific Internet protocols
TERMINAL.VBP program, 50-52
text
Usenet article, 71-72
Web page, 174
TEXTSEARCH HTTP method, 178
threading information, retrieving, 357
TIGER Mapping Service (TMS), 191-194
Time servers, 53-54, 58-62, 337
time zone conversions, 54, 5862
Timeout property, 27
TMS (TIGER Mapping Service), 191-194
TOP POP3 command, 117, 126, 376
Transaction mode, POP3, 117, 118-119, 226-227
transfer mode, specifying, 389
Transport Layer
OSl| Mods, 8
UDP protocol and, 48-50
TRN newsreaders, 357
TURN SMTP command, 367-368
Type declarations, 202—204
TY PE FTP command, 407-408
Type Library, dsSocket, 16, 18
types, DSSOCK.BAS, 18

U

UDP (User Datagram Protocol), 13-14, 48-50

UIDL POP3 command, 377

Universal Resource Locator. See URL addresses

Universal Time, accessing, 53-54

Unix-to-Unix Copy Protocol, 63

UNIX TRN newsreaders, 357

Unix wildcards, 166—168

UNLINK HTTP method, 178

update POP3 state, 117, 119

uploading

data

ASP form responses, 265-266
with cfSockClient, 293—299



with dsSocket, 32—33
to HTML forms, 188, 245-246
files
with cf SockClient, 305-308
FTP, 145, 155, 168-170, 230
URL addresses, 176-177
Usenet news
articles
archiving, 92
information on, 83, 338—339, 354-355
listing, 76, 77, 219-220
message numbers, 65, 89
Messagel Ds, 65, 221
posting, 76, 78, 84-87, 221-222, 350-351
replying to, 86-87
retrieving, 82—83, 218-221, 349-350
selecting, 339-340
text format of, 71-72
viewing, 77, 78
WILDMAT searches of, 68-69, 88
XPAT searches of, 90-91
headers, article, 72, 79-82, 90-91, 352—-353, 356357
newsgroups, 63
descriptions of, 88-89, 344-345, 351-352
listing, 8788, 219, 340-347
masking, 218
retrieving, 348-349
selecting, 66, 69, 218-219, 337-338
newsreaders, 76-98, 357
overview of, 63-64
programming techniques, 73-76
See a'so NNTP protocol
USER command
FTP protocol, 408-409
POP3 command, 115, 118, 124, 377-378
User Datagram Protocol (UDP), 48-50
usernames
e-mail, 115, 118, 124, 377-378
FTP protocol, 142, 380-381, 408-409
UU encoding/decoding, 129-133



sending filesby SMTP, 134-136
UUDecode routine, 134
UUEncode routine, 133
UUCode.bas, 129, 133-134
UUCP, 63

V
versions, NNTP, 65-66
viewing Usenet articles, 77, 78
Visual Basic
Carl & Gary’sVisua Basic Home Page, 139, 146, 152, 179-181,
233
code debugging tools, 155-157
Internet Information Server Application (11S), 266-275
objects. See objects, Visual Basic
Visual Basic 6.0 Internet Programming site, 171
VRFY SMTP command, 113, 368-369

W
WaitForFileResponse FTP routine, 169-170
Web browsers, 140, 146, 173, 182
Web pages
access methods, 178-179

Carl & Gary’sVisua Basic Home Page, 139, 146, 152, 179-181,
233

converting to text files, 185-188
Desaware, Inc., 16, 282
HTML formatting of, 174
HTML formson
access methods, 188-191
ACME form HTML source, 234-238
calling IDC script from, 252—254
data, receiving from, 188, 241-245, 250-251
data, sending to, 188, 245-246
field definitions on, 191, 237-238
HTML Template Webltems, 268-273
setting features of, 189, 236237
Submit buttons, 190, 234, 238
TIGER Mapping Service (TMS), 191-194, 198
linkson, 175
Option Pack download, 267



TIGER Mapping Service (TMS), 191-194, 198
Visual Basic 6.0 Internet Programming site, 171
WorldTRAIN Website, 275
Web servers, 173
ASP (Active Server Pages), 257—266
as CGl dternative, 246
COM objects and, 260-261
data, receiving, 263-265
data, sending, 265-266
database access and, 262-263
vs. HTML pages, 258-260
CGIl4VB, 231-247
background, 231-232
CGI_Main subroutine in, 239, 241-245
CGI4VB.BAS, 239-241
HTML data, receiving, 241-245
HTML data, sending, 245-246
Inter_Main subroutine, 239
1S Applications, 266—275
WebClass Designer, 267-268
Webltems, 268-273
Internet Information Server (11S), 173, 232, 249-275
architecture of, 249-250
Internet Database Connector (IDC), 249-257
WebClasses, 266275
WebClasses, 266—275
debugging features, 273-274
WebClass Designer, 267-268
Webltems, 268-273
WebCrawler search engine, 231
WebDemo sample project, 182-188
Webltems, 268-273
Custom, 268, 273
HTML Template, 268-273
custom eventsin, 272-273
Custom Tagsin, 271-272
manual calling of, 274-275
WebSite server, 173, 232
WHOIS, 55-56
wildcards, search



Unix, 166-168
WILDMAT, 6869, 88
WILDMAT NNTP commands, 68-69, 88
Windows API, 201
Windows NT Server, 190. See also Internet Information Server (115)
Windows NT Workstation, 249, 267
Winsock API, 16
Winsock programming
cfWinsock objects, 211-216
cfWinsockDS, 211-215
cfWinsockMS, 211, 214-215
Control property of, 215-216
dsSocket
cfWinsockDS object, 211-215
creating new objectsin, 211-212
data, receiving, 3343
data, sending, 32-33
DSSOCK.BAS module, 18
installation and loading, 16
IsDotAddress function, 18
multiple server connections, 28-31
ParseString function, 19, 76
shareware vs. registered, 15
socket connection example, 20-27
socket disconnection example, 27—28
SocketConnect function, 18
UDP support by, 48-50
error handling, 32—-33, 4345
command line options, 46
Debug.Print error trapping, 47
error codes, 44-45
error logs, 47-48
user notification of, 4647
Termina program, 50-52
useful ness of, 34
WINSOCK_.VBP project, 20
See also specific protocols
WithEvents keyword, 212, 217-218, 316
World Wide Web
HTML and, 174



HTTP protocol for, 173-174

as Internet access option, 1-2, 173

URL addressesfor, 176-177

See ad'so HTTP protocol; Internet; Web pages
WorldTRAIN Website, 275
WriteL ogFile function, 155-157

X

XGTITLE NNTP command, 88, 351-352
XHDR NNTP command, 90, 352—353
XINDEX NNTP command, 353-354
XOVER NNTP command, 83, 354-355
XPAT NNTP command, 90-91, 356-357
XTHREAD NNTP command, 357
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